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Boaynosa O.M. 3anodiranust 3109mHHOCTI Y cdepi indopMaiiinnx TexHoI0riii B yMOBAX BOEHHOTO
CcTaHy B YKpaiHi.

Y crarti po3nIIHYTO HAMIPSIMU 3arto0IraHHs 37I0YMHHOCTL Y Chepl 1H(POPMALIHHUX TCXHOJIOTIH B YMOBaX
BOEHHOTO CTaHY. 3a3HAYCHO, INO B MPOLIEC] HAYKOBO-TCXHIYHOTO IMPOrPECY Ta AKTHBHOTO BIIPOBAHKCHHS
IHTCPHET-TCXHOIOTIN ¥ BC1 C(DSPHU KUTTEASUTBHOCTI CYCIILIBCTBA, PO3BUBAETHCS M 37I0UHMHHICTb.

Oco0nMHBO 1€ IMTAHHSI € AKTYATBHUM CBOTOIHI B YKPaiHI, a/DKE B YMOBaX BOEHHOTO CTAHY KiOSP3IO4HH-
UiB AKTHBHO 3AIy4Ya0Th J0 37aMy VPSIOBUX CCPBEPIB, AC3IH(POPMYBAHHS HACCIICHHS, BUKOPUCTAHHS TIPH
bOMy (PeHKOBHX TIPOdITIB Y cCorMepeskax Tomo. [lommpeHnM Ha CHOTOIHI € KIOePIIaxparcTBO, MPH IKOMY
3JIOYMHLY 1 BUMILIOM PISHOMAHITHUX BUIUIAT MAFOTh HAMIP JI3HATHCS OAHKIBCHKI PEKBI3UTH MPOMAJLIH 3
METOFO 3aBOJIOMIHHST KOIITAM.

BimviueHo 1m0, ChOTOHI BikiHa B IH(OPMAIIHHOMY TIPOCTOPI 3aBIAE HE MCHIIIOl IIKOIH, aHDK BlMHA Ha IO
6010. Y 3B°53KY 3 1M, B YKpaiHl BKE PO3TIOUATO TPOLICC MO0 BIOCKOHATICHHS YUHHOTO KPUMIHATEHOTO Ta KPH-
MIHATEHOTO MPOLICCYATLHOTO 3aKOHOAABCTBA MO0 TIPUTATHCHHS 10 BIATOBIIATBHOCTI Kibep3nouuHIns. Tak, mcrms
MOBHOMACIIITAOHOTO BTOPTHCHHS POCIi Ha TSPUTOPIFO YKPaiHK KUTBKICTh KPUMIHAIBHMX TPABOTIOPYIICHD Y C(heHl
1H(OPMAIIHHMX TEXHOMOTIH Pi3Ko 30Lbnmack. KpaiHa-arpecop BUKOPHCTOBYE IHTCPHET-TEXHONOTIT 341151 AC31H-
(hopmari o0 BTOPrHEHHS B YKpaiHy, TIpoTiaraHIi BOPOKYX 116H To10. Y 38° 13Ky 3 1M, Bepxosna Pana Yipainu
3MIHCHIIIA OTTTAMIBALTIEO KPUMIHAIBHOTO Ta KPUMIHATBHOTO TIPOTIECY abHOTO 3aKOHOIABCTBA, VIOCKOHAMBIIH TTi -
CTaBH T MPOLICCY ATHHI MCXAHI3MU MPUTSTHCHHS 10 KPUMIHATBHOL BIATIOBITAIBHOCTI 3/I0MHHLIB,

BusuaueHo, mo 3akoHomas4ya 6a3a YKpaiHu HE MICTHTh OKPEMOTO CIICLIATBEHOTO aKTy, SIKHK OU BPETy/Ib0-
BYBaB IIMTAHHsI 3aM00ITaHHs 3JI0YMHHOCTI ¥ chepl IHPOpMALIMHUX TeXHOIOTIH. HaTtoMICTh B yKpaiHChKOMY
3aKOHOJABCTBI € ACKLTbKA MPABOBUX AKTIB, SIKI PETYIIIOIOTh JAHC TIUTAHHS.

3po0IeHO BHCHOBOK, IIO 33T HIOOYI0BH S(PEKTUBHOI CHCTEMH 3aro0iraHHs 3JI0YMHHOCTL Y cepl 1H-
(hopMaIiHUX TEXHONOTIM JOIUIBHO HE ITHIIC TOCHITFOBATH BIAIOBITANBHICTE 34 BYMHCHI KPWMIHAJIBHI
MPaBOTIOPYIICHHS, a M PO3POOMTH COIIATBLHO-CKOHOMIYHI, OPTaHi3aIiiHO-yIIPaBIIHChK]I Ta MOPaIbHO-TICH-
XOJTOTIYHI HAMPSIMHA, CIIPSIMOBAHI HA HOUTPATI3ALII0 YHHHHUKIB, [0 3YMOBJIIOIOTh BYMHCHHS KPUMIHAIBHIX
MPABOTIOPY ICH.

KimouoBi cioBa: xibep3mouuHHICTS, KIOSPIIAXPaRCTBO, BOEHHHM CTaH, 3J0MHMHHICTE ¥ cepi irpopma-
LIMHUX TEXHOJIOTIM, 3aro01raH s

Bodunova O.M. Prevention of crime in the field of information technologies in the conditions of
martial law in Ukraine.

The article examines the directions of crime prevention in the field of information technologies in the
conditions of martial law. It 1s noted that in the process of scientific and technical progress and the active
itroduction of Internet technologics into all areas of society, crime 1s also developing.

This 1ssue 1s especially relevant today in Ukraine, because in the conditions of martial law, cybercriminals
are actively involved in hacking government servers, disinforming the population, using fake profiles in
social networks, etc. Today, cyber fraud is widespread, in which criminals intend to learn bank details of
citizens under the guise of various payments in order to take possession of funds.

It1s noted that today the war in the information space causes no less damage than the war on the battlefield.
In this regard, the process of improving the current criminal and criminal procedural legislation regarding

83


https://doi.org/10.24144/2307-3322.2022.75.2.13
https://orcid.org/0000-0001-9179-5985

Cepia [TPABO. Bunyck 75: wactuna 2

the prosecution of cybercriminals has already begun in Ukraine. Thus, after the full-scale invasion of Russia
on the territory of Ukraine, the number of criminal offenses in the field of information technology increased
dramatically. The aggressor country uses Internet technologies for disinformation about the invasion of
Ukraine, propaganda of hostile ideas, etc. In this regard, the Verkhovna Rada of Ukraine optimized the
criminal and criminal procedural legislation, improving the grounds and procedural mechanisms for bringing
criminals to criminal responsibility.

It was determined that the legislative framework of Ukraine does not contain a separate special act that
would regulate the issue of crime prevention in the field of information technologies. Instead, there are
several legal acts in Ukrainian legislation that regulate this issue.

It was concluded that in order to build an effective system of crime prevention in the field of information
technology, it 1s advisable not only to strengthen responsibility for committed criminal offenses, but also
to develop socio-economic, organizational-management and moral-psychological directions aimed at
neutralizing the factors that lead to the commission of criminal offenses .

Key words: cybercrime, cyberfraud, martial law, crime in the field of information technologies, prevention

MocTanoska nipodaemn. CrorogHi MarKe KOyKHA 0C00a BUKOPHUCTOBYE IHTCPHET-TCXHOITOTI] B TTOBCSIK-
JCHHOMY JKHTTIL, ACP/KABHI OPTaHU 1 IPHUBATHI TIAIIPHUEMCTBA BBOIATH CIACKTPOHHMM JOKYMCHTOOOIT, OaH-
KIBCBKI YCTAHOBH (DY HKLIOHYIOTH 32 JOMOMOTOK) ABTOMATH30BAHUX CIICKTPOHHHUX CHUCTEM, 3AII3HUYHE CII0-
TIYUYCHHS TSK HEMOKITHMBE 0€3 CIIEKTPOHHHMX 3ac00IB 3B SA3Ky. [HTCpHET-KOMYHIKAIN] 3HAYHO TIONCTIIYIOTh
TTOBCSKACHHE KUTTS KOKHOT JIFOMHM, TIOKPAIIYyIOTh pOOOTY JACPKaBHUX OPTaHiB, OPTaHIB MICIIEBOTO CaMo-
BPSILY BAHHSL, T AIIPUEMCTB, YCTAHOB, OPTaHI3aLliii.

[Ipote B mponeci HAyKOBO-TCXHIYHOTO MPOTPECY Ta AKTUBHOTO BIPOBAKCHHS IHTCPHCT-TCXHOIOTIH Y
BC1 c(hepH JKUTTEMIIBHOCTI CYCIIIBCTBA, PO3BMBAETRCS M 3JI0YMHHICTD. BiAmosiaHo 10 odiriiiHoi craTuc-
trku Odicy [eHepanbHOTO MPOKypopa, JIUIIE 33 OCTAHHI § POKIB KUTBKICTh BUSBICHUX KIOCP3IOUMHIB 301Th-
mmtack Matke y 8 pasis [1]. Ilpu upoMmy y cTarucTril HE BPaXOBaHO BUKOPHUCTAHHS 1H(OPMALIHHIX TEXHO-
JIOTIH SIK CIIOCO0Y BYMHCHHS TPAJULIHHUAX KPUMIHATIBHUX IPABOTIOPYIICHB, X04a YaCTKA TAKKUX HA CHOTOJHI
€ HAJ3BUMAWHO BEIMKOK0. BCe e CBIAYMTE PO HEOOX1THICTh BUBICHHS, Y3araIbHCHHsI 1 PO3POOKH HOBITHIX
HAMPSIMIB 3aM00IraHHsT TAKUM KPUMIHATBHAM TIPABOTIOPY ICHHSIM.

Oco0nHBO 1€ IMTAHHSI € AKTYAIBHUM CHOTOAHI B YKPAiHI, a/DKC B YMOBaX BOEHHOTO CTAHY KiOSP3IO4HH-
UiB AKTHBHO 3AIyYa0Th J0 371aMy VPSIOBUX CCPBEPIB, AC3IH(POPMYBAHHs HACCIICHHS, BUKOPUCTAHHS IPH
boMy (heHKOBHUX TIPOdiTiB y corpepeskax Tomo. [lommpeHM Ha ChOTOIHI € KIOePIIaxparcTBO, MPH IKOMY
3JIOYHHLY 11 BUNLIIOM PI3HOMAHITHUX BUILIAT MAFOTh HAMIP JI3HATHCS OAHKIBCHKI PCKBI3UTH IPOMAJIH 3
METOFO 3aBOJIOMIHHS KOLITAMU.

Omxe, ChOroaHI BiviHA B 1H(QOPMALIHHOMY MPOCTOPI 3aBAAE HE MCHILOI IIKOAW, AHDK BIMHA HA MO 0OF0.
Y 3B 3Ky 3 M, B YKpaiHi BXKE PO3II0YaTo TPOLICC MO0 BAOCKOHAICHHS YMHHOTO KPUMIHAIBHOTO Ta KPH-
MIHATBHOTO MPOLECYATBHOTO 3aKOHOJABCTBA OO0 TIPUTATHCHHSI 10 BLAMOBIIAIBHOCTI KibepsnounHLys. Bee
11 CBITYMTH MPO aKTYaIbHICTh OOPaHOi TEMAaTHKX Ta HCOOXIAHICTD JOCIIKCHHSA YHHHOTO 3aKOHOIABCTBA,
CYIOBO-CJTI 1901 MPAKTHUKY Ta HAyKOBUX HKCPET 3 LLOTO ITUTAHHSL.

Cran ompamoBadusi 1iei npodsemarukn. [luransst OopoTeOu 3 KIGSPIIOYMHHICTIO PO3IISIIATH-
¢s1 OaraTbMa HayKOBLUIMH. 3a3HAYCHHM IMMTAHHAM MPUAUGLIN yBary Taki gocmigauku sk Q.M. Baxnypka,
B.B. Bacuneswu, B.B. T'omina, .M. Tonoskin, A I1. 3akamox, O.M. Jlureunos, B.B. Mapxkos, M.I. Camen-
ko, B.I. Tpanesnirkos, B.O. Tymaxos, 1.B. Kyxk, A.B. Jlepkisceka Ta iumn. [Ipote mpobnema 3anoGiraHms
3TOYMHHOCTI ¥ cepl 1H(pOpMAIIHHKMX TEXHOIOTIH B YMOBaX BOEHHOTO CTaHY € TAaKO0, IO HE 3HAWIIa J0-
CTarHBOTO HAYKOBOTO AHANI3Y T4 BUBUCHHSL.

MeTo010 HAYKOBOT CTATTI € aHaI3 Ta BUBYCHHS 3aKOHOAABIMX HKCPET Ta MPAKTHUKH HOTO 3aCTOCYBAHHSI
o0 60poTHOH 31 3MOYMHHICTIO Y cepl 1HPOPMAIIHHUX TEXHOIOTIH B YMOBAX BOEHHOTO CTaHY B YKpaiHI.

Bukmaa ocHoBHoro marepiany. Caia posmovary 3 TOTO, MO 3akOoHOMaBYa 0asa YKpaiHW HE MICTHTH
OKPEMOTO CIICLIATIBHOTO aKTY, SIKUH OM BPEry/IbOBYBAB ITUTAHHSI 3ari00IraHHs 3JIOYHHHOCTL Y cdepi iHdopma-
UIAHUX TEXHOIOTIH. HaTtoMICTh B YKPATHCHKOMY 3aKOHOXABCTBI € ICKLTBKA MPABOBUX AKTIB, SIKI PETY/IIOIOTH
JAHC TIATAHHSL.

OnHuM 13 OCHOBHHUX TPABOBHX KSPEI IMOAO 3arodiraHust 37M0MMHHOCTL v cdepl iHpopMaliiHux Tex-
Hoj1oT1# € 3axoH Yikpainu «[1po ocHOBHI 3acaau 3abe3ncucHus kibepOesneku Yrpainmy» Bix 5 sxostst 2017
POKy». BiamoBiaHo 10 15OTO HOPMATHBHO-TIPABOBOTO akTy, KIOCP3I0YMH (KOMIT FOTCPHUMI 3JI0YHH) - CYC-
MUTBHO HEOE3TICUHE BUHHE MISTHHA ¥ K1I0EpIIpOCTOpl Ta/abo 3 HOTO BUKOPHUCTAHHAM, BIAMOBIIATBHICTD 32 SKE
riepeadavcHa 3aKOHOM YKpaiHu Tpo KpumMiHaasHy BiamosixanbHicTs (KKY) Ta/abo sxe BU3HAHO 3mOMHMHOM
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MDKHAPOIHUMHA JIOTOBOpaMH VYxpainn. Mera Takux mifi — po3kpagaHes ado pyI‘/'IHyBaHH;I taopmarii B iH-
(hopmariitHuX cUCTEMaX 1 Mepexkax [2] B ymoBax Bi¥iHHM KIOSP3IOYHUHN MOXKYTh 3IIHCHIOBATHCS 3 MCTOO
necrabimizarni cmyauu B KpaiHi, Kpa/:[m(m HEOOX1THMX (KOH(DIICHINMHNX) JaHWX, BUBCICHHS 3 Jaay Jcp-
JKABHMX IHCTHTYLIH, TCXHIKY, 3aBJAHHS 1HIIO] MATCP1aIbHOT IIIKOIH.

L1 momoskewnst aeramizosani y CrapTerii kibepOesrniekn YkpaiHu, ska BBeIcHa B Iit0 Ykazom [Ipesuaenra
Yipairu No 446/2021.

Y KpunMiHambHOMY KOACKCI YKpaiHM KPHUMIHAIBHI MPABOMIOPYIUCHHS y C()epl BUKOPUCTAHHS CIICKTPO-
HHO-OOYHCITFIOBATBHUX MAITHH (KOMIT FOTEPIB), CHCTEM Ta KOMIT FOTCPHHX MEPEK 1 MCPEXK CICKTPO3B SI3KY
BmsHaucHl B Po3xim 16 [3]. eski Hopmu moao npeseHLii mictsitees B Korctutywii Yrpainu, B Kpuminass-
HOMY TIPOLICCYATEHOMY KOJACKCI YKpalHH, IPOTS BOHM € OLIBII ACKIAPATHBHUMH 1 OTPSOYIOTH TI0JATBIIOTO
OTIPAIFOBAHHs Ta BAOCKOHANCHHA. [10-apyTe, OCKITBKM KIOCP3I0YMHHICTD 3a3BHYail Ma€ MI>KHAPOIHUHN Xa-
pakTep 1 MOKE BYMHFOBATHUCS 0COOAMM PI3HMX HAIOHAIBHOCTCH 1 3 TCPUTOPIi PISHUX ACPKaB, IyKE BaK-
JTHBOTO 3HaYCHHA HaOyBae MIKHAPOIHE CIBPOoOI THHUIITBO. €BporieiicbkuM COM30M, KPIM PaHINIC HA3BAHMX,
TIPUMHSITI IHIMI aKTH, 10O PETYIIIOIOTH ITUTAHH 00pOoTHOU 3 Kibep3nounHHICTIO — JlupekTrBa mpo 6opoTsly
13 CEKCYaIBHOIO CKCIUTyaTaliero mTeu B [urepHeTi Ta mutsraoro moprorpadiero (2011 pik), [pomoswris mpo
THMYACOBE PETYIIFOBAHHS 00POOKH IMEPCOHANBHUX Ta 1HIIMX IaHUX 3 MCTOK OOPOTHOM 13 CCKCYaTbHHUM Ha-
cunbeTBoM Hax aitemu (2020 pik) Ta iumi. Kpim Toro, 3 MeTor0 00’ €IHAHHS €BPOTICHCHKOI CKCIICPTH3H B
rany3i KiOep3I0uMMHHOCTI T T ATPUMKH PO3CIILYBAHb 3 IIUTaHb KIGCP3I0uMHHOCTI €BporonoM OyB CTBO-
PCHMI KITFOYOBHE opraH 60poTeOu 3 K16epano unaHicTIO B €C — €Bponeﬁ0bmﬁ LICHTP 3 K10CP3IOUMHHOCTI.
Hespaskaroun Ha Te, mo YkpaiHowo Oymo paTr(ikOBaHO HH3KY Ml)KHaIZ)OZ[HI/IX /:[orOBoplB IO TapaHTyIOTh
CIIBPOOITHUIITBO ¥V 60p0Tb61 3 K10CP3IOYMHHICTIO, Ha HpaKTI/IL[l — B3AEMOJIA 3 THINUMHK KpalHAMM TATHE
3a cO0O0 BEIMKY KUTBKICTH OFOPOKPATHMHUX TMPOLICAYP, SIKI 3HAYHO VIIOBLIBHIOIOTH MPOLECC 3aro0IraHHs
kibepsmounHam [4, ¢. 18].

[Micnst moBHOMACIITAOHOTO BTOPTHEHHS POCIi HAa TCPUTOPIF0 YKPAiHM KUTBKICTh KPUMIHATBHUX IPABO-
nopyIieHs v c(peHl 1HPOPMALIMHIUX TEXHOIOTIH pi3ko 30Ltbpnmiack. Kpaina-arpecop BUKOPUCTOBYE 1HTEp-
HET-TEXHOIOTI 3amts ae3iH(opmMalti moa0 BTOPTHCHHS B YKpaiHy, IporaraHayd BOPOXKUX 11¢H Tomo. Y
3B’ 513Ky 3 1uM, Bepxosra Pama Ykpaitu 3mificHHIa OTITHMIBALII0 KPUMIHATEHOTO Ta KPUMIHATBHOTO MPOLic-
CYaJIBHOTO 3aKOHOJABCTBA, YAOCKOHAIMBIIH ITLACTABY Ta MPOLCCYaIbHI MCXaHI3MU IMPUTSITHCHHS 10 KPUMI-
HAITbHOI BIATIOBITATBHOCTI 3/TOUMHHILIB.

Tak, Oy10 BHECECHO 3MIHH J0 BIANOBITHUX 3aKkoHIB: «[Ipo BHeceHHsa 3MiH 10 KpuMIHAIBHOTO TIpOIiC-
CYaJIBHOTO KOJACKCY Ykpainu Ta 3akoHy Ykpaiuw «[Ipo eaexTpoHHI KOMYHIKAIUi» 3 MMTAHHS I ABUIICHHS
e(hpeKTMBHOCTI JOCYIOBOTO PO3CIIAYBAHHS «3a TapsTIMMHK CIlAaMu» Ta MpoTuaii kibeparakam» Ne 2137-IX
Bix 15 Gepesrst 2022 poky Ta «IIpo BHeceH s 3MiH 10 Kprimi HATBHOTO KOACKCY YKpPaiHH MIOI0 I ABUILCHHS
e(hexruBHOCTI 6OPOTHOM 3 KIOSPITOUMHHICTIO B YMOBaX il BOEHHOTO cTany» «2149-1X Big 24 6epesns 2022
poxy [5; 6].

BiamosiaHi 3MIHH CTOCYBaIHCh TIOCWICHHS KPUMIHAIBHOI BIAMOBIAAIBHOCTI 3@ KPUMIHAIBHI ITPaBOTIO-
pyieHHst v cdepl 1HPOPMALIHHUX TSXHOIOTIH Ta PO3IMUHUPCHHS MEK IMPABOOXOPOHHUX OPTaHIB OO0 BHSIB-
JICHHS TAKUX KPUMIHAIBHO TIPOTUIPABHUX [ISTHb.

Crpaszi, BpaxoBYIOYH MOKA3HUKH AISUTBHOCTI MPABOOXOPOHHKMX OPraHiB IMCIIT BHCCCHHS BIATIOBITHUX
3MIH J0 3aKOHOAABCTBA, TPOCITIIKOBYETHCS T ABHINCHHS ¢(DEKTUBHOCTI OOpOTHOM 31 3J0UYMHHICTIO vV chepl
1H(OPMALIHHUX TEXHOJIOTIH 3a JOTIOMOTOI0 SIKPa3 TIOCHICHHS BIAMOBIIATBHOCTI 3a HABSACHI KPUMIHATIBHI
npasoropyicHHA. [IpoTe 3aIuImaeTbess HEIOCTIKECHUM TIMTAHHS MO0 BUBYCHHS COIIATBHIX, CKOHOMIY-
HUX, TIOMITHIHUX, JeMOTpaQIvHIX, OpraHI3aIliiHKMX Ta IHITHX TPUYHH KIOepIaxpaicTsa, amKe Ha ChOTOTH]
st (POPMYBAHHS CHCTEMU 3aro0IraHHsI 3JI0MMHHOCTI Y cepl 1HPOPMALIHHUX TEXHOIOTIH BUKOPHUCTOBY-
FOTBCSI JIUIIE PE3YIIBTATH CYA0BO-CII1T401 MPAKTHUKH.

HeoOxiaHICTh ¥ TIOCHIICHHI KPUMIHATGHOI BIATIOBLTATBHOCTI 3a KPUMIHAIBHI TIPABOTIOPYIICHHA Y cepl
1H(OPMALIHHKUX TEXHOJIOTIH Ha3plla AaBHO. 3MIHHM 10 3aKOHOAABCTBA CTOCYIOTHCS 3OLIBIICHHS TIOBHOBA-
SKCHB MPaBOOXOPOHHHUX OPTaHIB IMIOA0 PO3CITIAYBAaHHA KIOCP3a0uMHIB, Tiepeabadcuux ctaramu 361, 361-1
KK YKpai'Hn [Nocwaenns caHkii Ta J0TATKOBA KpI/IMiHanisaui;I OKPEMHUX [TISTHb 3JATHI YaCTKOBO CTPHUMATH
MIOTCHLIMHUX 3JTOYHHLB Bl BAMHCHHS HOBUX KpI/IMlHa.]'IbHI/IX TPOABOTIOPY MICHE.

Baxmusum, Ha Hally TyMKY, € 3alpoBajyKCHHs BIATIOBLAABHOCTI 34 BHUILICBKA3aHI KpI/IMlHaJ'Ile npa-
BOTIOPY IICHHS, BYMHCHI T 4ac BOEHHOTO crany. CyBOpl CaHKINI 3a Taki MPOTHUIPABHI TISIHHS 3yMOBICHA
CUTYaUIEr0 B KPaiHl, amke 0coda, ska 3aBAae MIKOAW HALIOHATBHUM 1HrepecaM YKpa1HH y mGepnpocmpl
THM CaMUM JOTIOMATAIOYH arpecopy v Uid BIHHI, HC MOYKC HECTH BIAIOBIIATPHOCTI MCHIIOI, HIK BIHCHKOBI
3JIOYHHLIL.
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BapTo 3asuauuty, mo cdepa BUKOPUCTAHHA IHTCPHET-TEXHOIOTIH JaBHO TOTpeOyBama OLIBIIOro 3axu-
cTy. BropraeHHs pocii CTUMYITFOBAIO BAOCKOHAICHHS YHHHOTO 3aKOHOIABCTBA Ta FApaHTIH OC3MCKU Y Cy1ac-
HOMY 1H(OPMALIHHOMY CSPEIOBHILI.

A ke BII MOYATKy BIHHM CTAI0 BLIOMO IPO BEIHMKY KUIBKICTH Kibeparak Ha Ykpainy. Tak, cyuacHuM B
Vxpaini BumoM kibepriuaxparicTsa € rieHciiH adepu, abo K T0TIOMOTa TICHCIOHEPaM Bl ACP;KaBH, COLIaTbHI
BMITIATH Ta JOTIOMOTA Bl €BPOTICHCHKMX OpTramizariii. L1 maxpaicTsa 1mos’ a3aHl 31 3MOYHHIIIMU, K1 TIPOTIO-
HYFOTb ITFOSIM TIOMUITKOBI (DIHAHCOBI MOKITHMBOCTI, OOIIITFOTH 0araTo KOIITIB 1 TapaHTOBaHI BUCOK] JOTIOMOTH
Bix ormi. Y cownanerii mepeki Facebook akrusisyBanucs maxpai, siki CIICKYITIOIOTh HA TEMI TPOLMIOBHX
BHITIAT YKPAIHIIM, TIPO Tie oBlaoMie JlepkasHa cirysk0a CrieIiansHOTO 3B° 13Ky Ta 3aXUCTY: « YPAIoBa KO-
MaHIa pearyBaHHI Ha KOMIT FoTepHl Hamssuuaini moaii Ykpainu CERT-UA, axa mie npu Jepskcrierzs’ a3ky,
TOTICPE K AE PO 3POCTaHHs KITBKOCTI MaXpaiChKUX CTOPIHOK v corliainbHii Mepexi Facebook. 3mosmucHu-
KM BUKOPHUCTOBYIOTh TEMATHKY TPOIIOBHX KOMIICHCALNH, (pirarcosoi gomomoru Bix OOH, €sporneticekoro
cyay 3 mpas moauHd, Tosapuctsa UepsoHoro Xpecta Tomwo» [7].

3okpema, maxpai 00ILSTIOTh BUILIATH «3a PaXyHOK KOH()ICKOBAHUX aKTHBIB P()», IOCHIAIOTHCS HA HCUHH-
HI PIIICHHSI PI3HUX OPraHiB Baagy Ykpainu. [10BIqoMIIIETECS, M0 B OTOMOMICHHSX TIPOTIOHYFOTh IICPCUTH 3a
TIOCHIIAHHSIM, SIKC BSAC Ha (PIIIMHTOBY CTOPIHKY Tak 3BaHOTO «EamHoro Kommencauiiivoro Lentpy mosep-
HCHHSI HCBUIUTAYCHUX TPOLIOBUX KOIITIBY. Ha poMy caiTi KopucTyBauaM MpOTIOHYIOTh OTPUMATH BUILIATY
3a YMOBHU HaJaHHS MICPCOHANBHOI 1H(pOopMAaIi Ta 3MHCHSHHA J01aTKOBOTO TUTaTeky. B pesynsrari nami OaH-
KIBCHKOI KapTKH OyAyTh CKOMITPOMCTOBAHI | 7].

BapTo 3asHaumTH, o0 TakMX 3TOYHHHMX CXEM B YKpaiHi Hapasl 6arato. bopotsba 3 TakuM BHIOM 3110-
YUHHOCTI Ha CBOTOIHI YCKIIATHIOETHCS YCPE3 BUKOPUCTAHHS IHTCPHET-PECYPCIB, YePE3 IO BAXKKO BIICITIIKY-
BartH Kibepuraxpais. OkpiM LBOTO, KIGSPIAXPAUCTBO BUXOAUTH HA MUKHAPOIHHUI PIBSHB, IO TAKOK YCKIA-
HIOE€ BUSIBJICHHS Ta 3ar00IraHHsl 3TOYMHHOCTI BKa3aHOTO BHAY. A LiC — JIMINC OJUH 13 BUAIB KPUMIHATBHUX
TPaBOTIOPYIICHD Y Cepi 1HPOpMaIiiHUX TEXHOIOTIH.

BucnoBkn. Mu BBaykaemo, 1o 331711 moOyI0BH S(PCKTUBHOI CUCTEMU 3arto0IraHHsI 37I0MUHHOCTI Y cepl
1H(pOpMAaIIHHUX TEXHOJIOTIM JOIITBHO HE JIMIIC MOCHIIOBATHA BIAMOBIAAIBHICTS 3@ BUMHCHI KPHUMIHAIBHI
TPABOTIOPYIICHHS, a M PO3POOMTH COIIATBLHO-CKOHOMIYHI, OPTaHi3aIiiHO-yIIPaBIIHChK] Ta MOPaIbHO-TICH-
XOJTOTIYHI HAMPSIMHA, CIIPSIMOBAHI HA HOUTPATI3ALII0 YHHHHUKIB, [0 3YMOBJIIOKOTh BYMHCHHS KPUMIHATBHIX
[PaBOTIOPY LICHE.

[MoromkxyeMocs 3 IyMKOIO BUCHHX TPO TOMIIBHICTD PO3POOKM 3aX0IB 3arodiraHHs KibepimaxpamncTsy,
SIK1 MOYKE Peai3yBaTH KOJKCH OPTaH JCPKaBHOI BIaIX, MICIICBOTO CAMOBPSIY BAHHSI, IPUBATHI I AIPHUEMCTBA
abo sk okpemi ocodm. Jo TakuMxX BIAHECEHO:

1) mo AIsLIBHOCTI OpraHiB ACPIKABHOI BIIAIN, IPUBATHUX ILANPUEMCTB 000B SI3KOBO 3Ty YaTH TCXHITHOTO
criewiamicra abo Crieiam30BaHo] KOMITAHIl, [0 CYTTEBO I ABUILUTH PiBCHB KibepOesneku. [Ipodecionanu
3IaTHI YCKIaIHUTH poOOTY BOPOTY Yepe3 3arpoBaLKCHHS B KOMITaHIT HCOOXITHUX alTOPUTMIB 3aXKCTY, B
TOMY YHCII OpraHiamiiHux. BapTro BIANOBIAHO MPOIHCTPYKTYBATH MPALIBHUKIB, SIKI 3AIyICHI 10 POOOTH
13 BIATIOBIIHAME CHCTCMAMHM Ta MEPSIKAMHM, a/DKS 0araro arak JOCATAOTH LTI JIMIIC YePe3 HOIPOIYMAaHI i
HEOOCPEKHI i IMPALIBHUKIB.

2) ocobam, Akl mepeOyBarOTh B 30HI KIOCPPU3HKY, BAPTO CINIAKYBATH 3a BIAMOBITHWUMHK TTOBIIOMIICHHS-
MU Ha odimiviaux pecypeax Hepkenerss sisky Ta CERT-UA, namxke opramu myGaikyoTe o(iiiiHI monepe-
JUKCHHS HE JIWIIE TIPO MOKITHBI K10ep3arposu, a i mpo Te, K MIHIMI3YBaTH PU3UKH [8].

3) sixio ocoba crana JKepTBOIO Kideparaky, MOTPIOHO MOBIIOMUTH PO LIC THX, HA KOTO TAKa aTaKa MOKE
TTOITMPUTHCS - 1HIIN CITIBPOOITHHUKM, KITIEHTH Ta KOHTPArcHTH a0 K POIMHUI YU APY3L.

4) y pasi kibeparaku moTpiGHO 0008’ 13K0B0 1H(pOPMyBaTh oIkl cy0’ exTr 3abe3neyucHH K16epOesre-
ku Ykpaiau, CERT-UA Tta xi6epromirmso. e 703B0mUTE HE TUIIIE TIPUTATTH J0 BIAMOBIIATBHOCTI BUHHMX, a
¥ BKATH HEBIIKIAIHMX 3aX0M1B 3 OJOKYBaHHs Ta HCUTpaizarii MK JTHBHUX BEOPECYPCiB.
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