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ABSTRACT

Context. The constant growth in the volume of information, the increase in the speed of information flows in digital communi-
cation networks, as before, makes the task of assessing the service stability for traffic flows an urgent one. A simple solution to en-
sure high service stability is to build a network of sufficient capacity for any traffic that will be thrown at it. To solve the problems of
analyzing telecommunication systems, it is necessary to have appropriate models and engineering methods that allow to assess the
service stability and predict the characteristics of their operation based on measurement data. In these conditions, the development of
new methods for analyzing the traffic of multiservice networks that provide simplicity of calculations and their acceptable accuracy
becomes especially relevant.

Objective. The purpose of this paper is to study the traffic and service stability for users.

Method. We propose a hybrid method for detecting anomalies in multiservice network traffic that uses algorithms without identi-
fication, adaptation and Mamdani fuzzy inference. The peculiarity of multiservice traffic as an object for assessing the existence of
anomalies is the presence of stochastic processes in it subject to different distribution laws. For the experimental evaluation of the
proposed method and algorithms, we have chosen the Poisson and Pareto distribution laws that define the limiting cases of traffic
regularity. The method allows for monitoring and managing faults in a multiservice network in order to determine the causes of their
occurrence. The following requirements are imposed on the developed algorithms for detecting anomalies in the traffic on multiser-
vice networks: functioning in real or near real time; maintaining a given service stability; simplicity of implementation. The algo-
rithms belong to the class of adaptive hybrid algorithms for identifying traffic parameters. They are used for both stationary and non-
stationary traffic. Traffic is modeled as stochastic processes. Each belongs to the corresponding class, which is determined by the
law of distribution of stochastic processes.

Results. Experimental evaluation of the proposed method and algorithms has shown that they allow us to estimate the trends of
these stochastic processes in real time, with high accuracy and while maintaining the service stability.

Conclusions. The application of the developed method of troubleshooting management in a multiservice environment helps to
improve the service stability by timely detecting problems, reducing the time of their elimination and reducing downtime, which, in
turn, affects the increase in service reliability.

KEYWORDS: multiservice networks, traffic, quality, faults, method, user.

ABBREVIATIONS M {*} - unction for calculating the mathematical ex-
MSN — multiservice networks; pectation;
SP — stochastic processes; A — fuzzy threshold values determined during the
MSA — modified stochastic Approximation; training of the fuzzy inference system:;
PGP — pseudogradient procedures. B — fuzzy threshold values determined during the
training of the fuzzy inference system;
NOMENCLATURE D — fuzzy threshold values determined during the
ao— random process of average value; training of the fuzzy inference system.
o — standard deviation;
u— parameter; o o INTRODUCTION
Si —average value of traffic intensity at a given time i; The current level of development of the information
mo— initial value of the trend average; society and intellectual spheres of human activity in mod-
p-= trend COrreIa_tIC_)n coefficient; ern society is based on the use of digital and telecommu-
r —size of the sliding window; nication technologies. An analysis of recent research and
R — the value of the linguistic variable assessed by the  pyplications on the subject shows that the use of modem
presence of anomalies; information  technologies has been studied by
N — sample size; Morkun V. S., Hryshchenko S. M., Kravchenko O. M. [1-3],
S;—element i at the polls; _ Leland W. E. [4] and other scientists. The constant growth
pj — algorithm parameter in the step i; in information volume and the increase in the speed of

information flows digital communication networks still
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make it an urgent task to assess the service stability of
traffic flows. The task of modern telecommunication sys-
tems is to ensure a given level of service quality.

The continuous improvement of the telecommunica-
tions industry has changed both the pricing policy and the
overall reduction of the data transmission load. To solve
the problems of analyzing telecommunication systems, it
is necessary to have appropriate models and engineering
methods that allow to assess the service stability provi-
sion and predict the characteristics of their operation
based on measurement data.

In these conditions, the development of new methods
for analyzing the traffic of multiservice networks that
ensure simplicity of calculations and their acceptable ac-
curacy becomes especially relevant.

In packet-based multiservice communication net-
works, packet flows (traffic) differ significantly from the
Poisson flow model, which is described by an exponential
distribution function of the time interval between the arri-
val times of neighboring packets. Here, packet flows are
formed by many different sources of requests for services
provided by the network and network applications that
provide video, data, broadcasting, etc. The request
sources involved in the process of creating a packet
stream differ significantly in their specific load intensity.
The load intensity of the resulting packet stream at any
given time depends on which applications are served by
the request sources and the ratio of their number on dif-
ferent applications. The traffic structure is also affected
by the technical and technological features of the service
algorithms. If, for example, the service is provided by
several applications, or if the protocols use retransmission
of incorrectly received packets, the moments when re-
quests for establishing communication sessions occur are
highly correlated. As a result, the outgoing flows undergo
significant changes during the service process and long-
term dependencies in the intensity of packet arrivals ap-
pear in the final traffic. Customers are demanding more
reliable performance guarantees from the network. In
particular, multimedia applications often require minimal
bandwidth and maximum latency to process products. The
quality, reliability, and accuracy of services are the signs
of control.

This is an area in which the Internet is going through a
long period of renewal.

A simple solution to ensure high service stability is to
build a network with enough capacity for any traffic that
will be thrown at it. The name of this solution is redun-
dant provisioning. The resulting network will carry appli-
cation traffic without significant loss and, with a decent
routing scheme, deliver packets with low latency. Per-
formance doesn’t get any better than that.

The object of study — is the traffic on multiservice
networks.

The subject of study — multiservice networks based
on the analysis of the distribution of the number of appli-
cations. To achieve this goal, the following research
methods were used:
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— Analysis of different views of scientists on the prob-
lem under study; —To study the state of its development; —
structural and functional — To identify and characterize
models and engineering methods; — Comparison — to
identify the quality characteristics of service quality as-
surance, generalization — to determine the state of traffic
research and quality assurance for users.

The purpose of the work traffic and the quality of
user experience.

1 PROBLEM STATEMENT

The requirements of modern multiservice networks
are constantly growing today, due to the fact that the life
of a modern person is increasingly "merging" with the
global Internet.

Multiservice networks allow us to receive a large
number of services (IPTV, VolP, video on demand, social
networks, corporate networks, etc.) using a common in-
frastructure.

The development of modern multiservice computer
networks is an important issue of modern society: first,
multiservice computer networks are a necessary factor for
human access to modern technologies that greatly facili-
tate life, and second, the development of multiservice
networks is an important component of economic devel-
opment both at the level of an individual enterprise and at
the state level.

Multiservice networks have an advantage over cus-
tomers in realizing the following important functions,
namely:

— Provide high-quality data transmission;

— Efficient use of the bandwidth of the existing back-
bone communication channels;

— Building a secure data transmission scheme;

— Implementation of a unified management system for
all departments and branches;

— Organizing a system of redundant data transmission
channels and Internet access;

— Information resources management and centralized
monitoring;

— Creation of a unified telephone network with a sin-
gle address space;

— Introduction of new corporate services and applica-
tions;

— Implementation of a unified administrative and tech-
nical policy in the field of information exchange;

— Eliminating duplication of functions and increasing
employee productivity and reducing costs for all commu-
nication channels;

— Increasing the organization’s competitiveness;

— Increase in employee productivity.

To verify the efficiency and accuracy requirements of
the proposed method and algorithm, we use as a testbed.
Traffic anomalies are evaluated and identified. The A, B,
and D were determined pre-variously based on the train-
ing results. The random process had an a;=100 and c=10.
The p for different dependencies varied from 0.6 to
0.9999. It can be seen that at small values of the error p,
traffic estimates differ greatly from each other depending
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on the value p. At large values of i, these errors become
approximately equal. The rules for setting the parameters
of the modified stochastic approximation are formed. For
example, when S; = 100, 0=10 and p = 0.9999, the sto-
chastic algorithm parameter is approximately 0.025. For
p = 0.99, the parameter p will have a value of approxi-
mately 0.12. The parameters ¢ and p are estimated in a
sliding window. The correlation coefficient of the process
variables in the experiments from 0.9 to 0.99999. The SP
had the following parameters: initial value of the trend
mean mg 500, p = 0.99, size of the sliding window r = 10,
p=0.05, c = 100. Thus, it is necessary to verify that the
proposed algorithm works almost without delays and has
a high estimation accuracy. The relative error of the algo-
rithms is 12% of the true trend value. This is a result that
should be considered within the normal range, given that
the algorithms work in real time, since the values obtained
for the detection time range from 15 to 80 time samples.
At the final stage, the developed algorithms for detecting
anomalies in the traffic on multiservice networks should
fully meet the requirements of efficiency and accuracy.
The task of developing a method for studying the traffic
of multiservice networks is considered in this article.

2 2REVIEW OF THE LITERATURE

At the same time, there are a number of works [4-11],
in which separate attempts have been made to apply
methods of fuzzy knowledge processing for modeling and
estimation of network traffic. However, the direct applica-
tion of the results obtained in these works is not possible
for MSN. This is due to the fact that the statistical proper-
ties of traffic in MSN are very different both for different
operating conditions, The reason is that the statistical
properties of traffic differ greatly from one operating con-
dition to another and from one application to another in
the MSN. We need an approach that provides the network
with this quality in real time and can be implemented
quite easily.

Various approaches to building multiservice networks
and traffic analysis are reflected in the works of foreign
authors Leland W. E. [4], Kosenko V., Persiyanova E.,
Belotskyi O., Maleieva O. [5], Kosenko V, Bugas D. [6],
XiN., Sun C., MalJ., Shen Y. [7] etc.

Controlling network operation and eliminating con-
gestion are all part of ensuring that the required level of
network quality reliability is maintained. In the absence of
adequate models of network traffic, the Poisson model is
often simplified for analysis and synthesis, and with a
significant loss of accuracy. Forms of estimating queue
sizes that were previously used are suitable exclusively
for Poisson flows, and, when calculating traffic, give er-
rors exceeding 100-200%.

Observing the flow of traffic is called traffic policy
(policing and shaping).

The increase in the volume of services provided leads

to the need for rapid network reorganization, the emer-
gence of new subscribers and load redistribution. All of
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this necessitates a quick assessment of the required band-
width of access interfaces.

The telecommunications community has many differ-
ent definitions of MSN.

Let’s consider some of them, emphasizing the short-
comings: these are networks that provide more than one
service — in fact, a literal interpretation (from the simple
translation of “multi” — many, “service” — service, i.e.
networks that provide “many services” or, more precisely,
many types of them), but at the same time quite broad,
which does not allow to formulate a precise definition:

— modern transmission networks — a vague definition
(it is unclear what “modern” means in this context);

— broadband transmission networks — intuitively re-
flects the essence of the issue, but has a number of sys-
temic shortcomings;

— next generation communication networks (NGN —
Next Generation Networks);

— networks ready to provide any telecommunications

and information services.
An integral telecommunications infrastructure that has
sufficient resources to support all forms of information
exchange performed for the benefit of a provider or con-
sumer of various services.

The various definitions above contain a number of
shortcomings — there is none that can be considered com-
plete and reflects the essence of the issue. Therefore, the
following wording is proposed as a definition of the con-
cept of “multiservice network”: a multiservice communi-
cation network is a single telecommunications infrastruc-
ture for transferring, switching traffic of any type gener-
ated by the interaction of con-summer’s and providers of
communication services with controlled and guaranteed
traffic parameters. This network should guarantee the
specified quality of connections and services provided.

A multiservice network is an integrated telecommuni-
cations infrastructure that has sufficient resources to pro-
vide all forms of information exchange performed in the
area of supplier or consumer of various services.

Modern multiservice networks can provide the follow-
ing services:

1. Voice transmission based on IP telephony using IP
telephones and personal computers connected to the pub-
lic telephone network.

2. Videotelephony between two or more users based
on an Ethernet network, which allows simultaneous
transmission of audio and video information using per-
sonal computers equipped with special hardware and
software.

3. Access to the databases, operating within the MSN.

4. Access to file server resources, which usually have
a large amount of disk space, can store heterogeneous
information and are designed to perform input and output
operations. Access to file servers is regulated by the MSN
administrator and may be restricted for external users.

5. A web server through which MSN users can host
their own resources available to external users.

6. Access to the Internet.
OPENaﬁCCESS @ @ @
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7. An email server that is connected to the Internet and
allows MSN users to interact with it using email client
programs and transmit information both within and out-
side of MSN.

3 MATERIALS AND METHODS

Traffic refers to a digital data stream containing vari-
ous types of messages that are received by the human
senses (usually audio and/or video information). Data
streams are transmitted over telecommunication networks
to provide remote interactive services. The most common
multimedia services provided to network users today are:
video telephony, high-speed multimedia data transmis-
sion, IP telephony, digital television broadcasting, mobile
video communications and digital video on demand.

Depending on the type of service provided, there are
two main categories of traffic.

1. Real-time traffic that provides multimedia services
for the transmission of information between users in real
time.

2. Ordinary data traffic generated by traditional dis-
tributed services of a modern telecommunications net-
work, such as email, file transfer, virtual terminal, remote
access to databases, etc.

Examples of services that generate real-time traffic in-
clude: IP telephony, high-quality sound, videotelephony,
video conferencing, remote medical services (diagnostics,
monitoring, consultation), video monitoring, broadcast
video, digital television, broadcasting radio and television
programs.

The description and analysis of multimedia traffic in
modern telecommunication networks are a complex and
difficult task. The main reasons for these difficulties are

— a wide range of transmission speeds — from several
Kbit/s, as in the case of telephone traffic, to hundreds of
Mbit/s, when transmitting video streams; )

— various statistical properties of the transmitted mul-
timedia information flows (real-time traffic imposes strict
requirements on network resources);

— awide variety of network configurations, many
technologies and transmission protocols (Gigabit
Ethernet, etc.)

— multi-level processing of transmitted messages,
which makes the service stability dependent on several
levels of processing.

Traffic in the MSN consists of the following compo-
nents: 1) multimedia traffic, which is very sensitive to
delays; 2) data traffic; 3) signal information traffic; 4) e-
mail traffic. In this case, the specified requirements for
the service stability must be fully met. However, there are
objective difficulties in the construction of the MSN con-
trol system and in the protection of network and sub-
scriber information. These problems are caused by the
complexity of the MSN structure, the diversity of the
network, and the need to look at a lot of different network
and information parameters. Therefore, prompt detection
of network traffic anomalies is one of the key objectives
of MSN management.
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This article considers a new approach to traffic anom-
aly detection in MSN, based on the application of fuzzy
logical inference. Approach to traffic anomaly detection
in MSS, based on the application of fuzzy logical infer-
ence. The rules of such inference are used together with
modified Identity-free algorithms.

The main theoretical contribution of the paper is are as
follows. First, it substantiates a model of multiservice
traffic is substantiated. Second, it provides methods and
algorithms for detecting of traffic anomalies in the MSN,
based on the application of fuzzy logical inference. Fi-
nally, it has been experimentally proved that the proposed
algorithms The proposed algorithms have practically
maximal possible speed of operation.

To develop methods for detecting anomalies in MSN
traffic, we propose to develop a model of multi-service
traffic. The MSN traffic model is a combination of many
stochastic processes. The proposed approach to the forma-
tion of a multiservice traffic model is based on the follow-
ing factors: SP distribution laws; SP stationarity; SP self-
similarity; characteristics selected for SP analysis. Differ-
ent distribution laws are used to model different types of
traffic. For example, if the modeled traffic is “Audio” or
“Video”, then it gives the effect of self-similarity, and the
Pareto distribution is used to model it. If the modeled traf-
fic is generated by SMTP/TCP protocols, then the Poisson
distribution or exponential distribution is used. An impor-
tant factor is stationarity and non-stationarity, it is better
to solve the problem of detecting anomalies in traffic if it
is stationary. It is better to analyze traffic using various
characteristics of a random process. Such characteristics
are the maximum, minimum, and average values of the
process intensity, standard deviation, etc. The average
value of the process intensity is calculated using the for-
mula:

1 N
Smid =— 2. Si- (1)
N

The following requirements are imposed on the devel-
oped algorithms for detecting anomalies in MSN traffic:
functioning in real or near real time; maintaining a given
service stability; and ease of implementation. The algo-
rithms belong to the class of adaptive hybrid algorithms
for identifying traffic parameters. They are used for both
stationary and non-stationary traffic. Traffic is modeled in
the form of SP. Each SP belongs to the corresponding
class, which is determined by the SP distribution law.

The essence of the hybrid method for detecting
anomalies in MSN traffic is that, on the one hand, algo-
rithms are used without identifying adaptation to chang-
ing SP parameters. On the other hand, fuzzy inference is
used to adjust algorithm parameters and make decisions.

The use of this hybrid approach is due to the need to
estimate both current point and integral traffic parameters.
Estimation of integral traffic parameters is performed in a
sliding window. The estimation of current point parame-
ters is performed from point to point simultaneously with
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the integral estimation procedure. In this case, the esti-
mates obtained in the sliding window are used as initial
values for the unidentified procedure. To perform this
procedure, two algorithms are used that differ in their
capabilities for SP approximation. The combination of
these approaches allows both to estimate the integral
properties of the SP and to track the dynamics of its be-
havior.

The use of fuzzy inference allows us to build paramet-
ric estimates of the algorithm parameters from a small
number of observations. In this case, it becomes possible
to draw fuzzy conclusions about traffic anomalies.

Let SP be given in discrete time values #=i, i=1, 2, ... .
The first algorithm is the algorithm MSA:

Siv1 =Si—11i (Si — Si—1)- @

The second algorithm is used when the probability
density of SP values is symmetric. It is based on the use
of PGP of the form

Sit1 = Si1 + wisign(Si — Si-1). 2

This choice of the first and second algorithms pro-
vides an assessment of the dynamic properties of the SP.
Since the MSA and PGP algorithms belong to the class of
non-identifying algorithms, the time for traffic analysis
and anomaly detection is significantly reduced. The quad-
ratic function in the form of:

M {(sl - si,l)z} ®)

Parameter p; for MSA u PGP must meet the following
conditions:

0<py <1, pj = const. (4)

The peculiarity of the MSA and PGP algorithms is the
fact that it is necessary to adjust the value of the p; for
different SP being evaluated and their statistical proper-
ties. It is proposed that the procedure for adjusting these
algorithms should be based on the Mamdani fuzzy infer-
ence method, according to which the identification of the
parameters of the MSA and PGP algorithms is carried out
using rules that have the following form in general:

IF<Sj=A>AND <oc=B> AND

<p=D>THENu=R. ©)

The identification of anomalies in the MSN traffic is
carried out on the basis of fuzzy inference of the follow-

ing type:
IF<Sj=A>AND,

< A complies with the sec :urity policy >

THEN R. ©))

To perform the anomaly identification procedure, it is
necessary to first train the fuzzy inference system with
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experimental data. The experimental data is generated in
advance.

When choosing the size of the sliding window, a rea-
sonable compromise must be found between the rate of
change of SP values, the size of the window, and the rep-
resentativeness of the sample of SP values. This compro-
mise is necessary to eliminate the effect of excessive
smoothing of SP values.

Summarizing the nature of traffic behavior in the
MSN is also based on the Mamdani method.

4 EXPERIMENTS
To experimentally test the proposed method and algo-
rithm, we used an instrumented testbed. The testbed con-
sists of a server and two workstations connected to a net-
work using a router. The testbed is shown in Fig. 1.

&

T'raffic generator

Generated traffic

V Server

Evaluation and
detection of traffic
anomalies

Management of the
traflic generator

Administrator

Figure 1 — Structure of the tool stand

One workstation was a traffic generator. The second
station was the network administrator. The network ad-
ministrator controlled the generator. The generator gener-
ated traffic with a given distribution law. At the same
time, anomalies were introduced into the traffic randomly
in accordance with the selected type of computer attack.
The traffic passed through the router to the server. The
administrator’s task was to evaluate and identify traffic
anomalies.

The generator generated stationary and non-stationary
traffic Poisson and Pareto distributions. These distribu-
tions are the most typical for MSN. To generate anoma-
lies, DoS attacks were used, which lead to a load on the
communication channel. Non-stationary processes were
modeled as multiplicative SP with deterministic and ran-
dom modulating functions. The random modulating func-
tions were first-order random autoregressive processes
with different correlation coefficients. Adaptation to the
parameters of the Poisson SP was performed using the
MSA algorithm.) For SP with Pareto law, the algorithm of
pseudogradient procedures was used.

The parameters of the adaptation algorithms were set
using the following rules. The A, B, and D of these rules
were determined in advance based on the training results.
For this purpose, we used the experimental results pre-
sented in Fig. 2, which show the dependence of the value
of the error in estimating the traffic intensity of a nonsta-
tionary SP on the value of the step coefficient of the MSA
algorithm at different values of the correlation coefficient
modulating the SP for Poisson traffic. The random proc-
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ess had a;=100, 6=10. P for different dependencies varied
from 0.6 to 0.9999. It can be seen that at small values of
the error p, traffic estimates differ greatly from each other
depending on the value of p.

=

15
14

TrafTic estimation error

Parameter pt

Figure 2 — Dependence of traffic estimation error
on the value of the parameter

The traffic estimation error is represented vertically,
and the p is represented horizontally.

At large values of p, these errors become approxi-
mately equal.

Based on the data presented in Fig. 2. the rules for set-
ting the parameters of the modified stochastic approxima-
tion are formed. For example, at S; = 100, =10 Tta
p=0.9999 the parameter of the stochastic algorithm is ap-
proximately equal to 0.025. For p=0,99 the p will have a
value of approximately 0.12. The parameters ¢ and p are
estimated in a sliding window.

An example of numerical modeling of an unsteady
Poisson SP was analyzed in their works by scientists
Ageev S. O., Sayenko I. B., Kotenko I. V. This example
is shown in Fig. 3.

7 ; N B
g 6 ; f
2 : B
; ° Hh d r“'.‘- 77.. \ \“'F j:)_‘ 1
S ity T s S mn
£ 3] 1+ W 2
R | R
g 2 3
5 1l i ,
£ 0 ikabanN v At S i
0 1. -2 3 4 5 6 7 8 9 10

Temporary countdownsx 10°

Figure 3 — Estimation of a non-stationary trend with a Poisson
distribution:
1 — true trend value; 2 — trend estimate;
3 — error of trend estimate

The correlation coefficient of the process varied across
experiments from 0.9 to 0.99999. SP had the following
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parameters: initial value of the trend mean my 500,
p = 0.99, size of the sliding window r = 10, p = 0.05,
o = 100. The proposed algorithm works almost without
delays and has high estimation accuracy.

There are three zones associated with anomaly detec-
tion: Zone A indicates that there is a risk of anomalies and
the risk level is unacceptable. Zone B indicates that there
is a risk of anomalies and the level of risk is acceptable.
There are no anomalies in the traffic located in zone C.
The boundaries of zones A, B, and C is determined at the
stage of pre-configuring the knowledge base of the fuzzy
inference machine in accordance with the accepted secu-
rity policy rules. The values of the trend estimates on the
boundaries of zones A, B, and C are used to build the
Mamdani rules using formula (8):

IF <S;=A> AND,
< A complies with the security policy > THEN R (8)

For example, the rule for concluding that there are no
anomalies is as follows:

IF <Sj €Zone C > THEN.

There are no traffic anomalies.

The results of estimating the parameters (Table 1) of
self-similar traffic with a Pareto distribution are shown in
Fig. 4 and Fig. 5.

1007 ¢
90
80

x 10
"N
(=}

The intensity of the stochastic process
L9
o

0 06 1 1,6 2 2.5 3

3,5 4
Temparary countdowns x 10°

Figure 4 — Estimation of the stationary trend of self-similar

traffic with distribution
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Figure 5 — Estimation of non-stationary trend

of self-similar traffic with distribution
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Table 1 — Parameters of steady-state and
non-stationary process

Parameter Stationary | Non-stationary | Stationary
process pr process
Hearst pﬁ'rameter, 085 0.75 085
The average value
of the SP 32.5 250 325
Distribution
parameter SP 13 - 13
Parameter of the
MSN algorithm p 0.004 0.13 0.004
Relative error of
estimation, % <62 <9.1 <62

The final results of the evaluation of the developed al-
gorithms for detecting anomalies in the traffic of the MSN

for the distributions discussed above are
in Table 2.
Table 2 — Experimental results of the algorithm evaluation
Distribution Correlation Average Time
coefficient, p relative error of | of detection,
the estimate, time
% counts
Paret 0.99 12.0 80
(Ha(;f*7‘;) 0.999 100 65
0.9999 8.0 50
0.99 8.6 27
Poisson 0.999 7.6 20
0.9999 5.3 15

This table shows that the relative error of the algo-
rithms is within 12% of the true trend value. This result
should be considered within the normal range, given that
the algorithms operate in real time, since the values ob-
tained for the detection time range from 15 to 80 time
samples. Thus, the developed algorithms for detecting
anomalies in MSN traffic fully meet the requirements of
efficiency and accuracy.

5 RESULTS

Different enterprises experience different types of
malfunctions over time. They are primarily caused by
significant losses incurred by operators due to downtime
or inefficient use of network resources. Secondly, the
functioning of the network depends heavily on the algo-
rithms of the application software used in it. The term
“network” here refers to the entire complex of hardware
and software; and the term “network diagnostics” refers to
the process of determining the causes of unsatisfactory
operation of application software in this network. It is the
quality of the application software in the network that is
decisive from the point of view of users [8-11]. Other
criteria, such as the number of data transmission errors,
the degree of network resource utilization, hardware per-
formance, etc., are secondary.

There can be several main reasons for unsatisfactory
operation of application software in the network:

— damage to the cable system;

— defects in active equipment;
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— overloading of network resources (communication
channel and server);

—errors in the application software itself.

Often, some network defects mask others.

Thus, to reliably determine the cause of unsatisfactory
operation of the application software.

Often, a network is analyzed only during periods of
poor performance. In such cases, it is necessary to local-
ize and correct existing network defects quickly. In this
paper, we focus on the diagnostics of the network link
layer, as this is the primary task when diagnosing a
transmission network.

6 DISCUSSION
Analyzing the above, we note that a hybrid method for

shown detecting anomalies in the MSN traffic using algorithms

without identification, adaptation and fuzzy Mamdani
inference is proposed. The peculiarity of multiservice
traffic as an object of anomaly detection is the presence of
stochastic processes in it, subject to different distribution
laws. For the experimental evaluation of the proposed
method and algorithms, we chose the Poisson and Pareto
distribution laws that define the limiting cases of traffic
regularity.

Experimental evaluation of the proposed method and
algorithms has shown that they allow estimating the
trends of these stochastic processes in real time, with high
accuracy and with preservation of service quality.

Summarizing these situations that arise at many enter-
prises regarding troubleshooting, it should be noted in
general that they consist of eight steps:

1. Definition of the problem;

2. Collecting the necessary information;

3. Evaluation of possible scenarios for solving the
problem and determining the most likely

causes of the malfunction;

4. Developing a plan for solving the problem;

5. Implementation of actions in accordance with the
plan;

6. Evaluation of the results;

7. Repeating the sequence of steps if the malfunction
were not eliminated,;

8. Documenting the changes after successful trouble-
shooting.

The method allows you to monitor and manage faults
in a multiservice network to determine the causes of their
occurrence.

CONCLUSIONS

Summarizing the above, it is worth noting that the ap-
plication of the developed method of troubleshooting
management in a multiservice network helps to improve
the service stability by timely detection of problems, re-
ducing the time of their elimination and reducing down-
time, which in turn affects the increase in service reliabil-
ity.

The scientific novelty lies in the fact that for the first
time, a method has been developed for traffic manage-
ment problems and applied to traffic management tasks
based on the analysis of the distribution of the number of
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PO3POBKA METOAY JOCJIKEHHSA TPA®IKY MYJIbTUCEPBICHUX MEPEK

MopkyHn B. C. — 1-p TexH. Hayk, npodecop, npodecop Baiipoiircbkoro yHiepcurery, baiipor, I'epmanis.

I'pumenko C. M. — xaH[. 1€, HayK, CTapIINi JOCITITHHUK, JOUCHT Kadeapu KOMII'FOTEPHHX Ta iHGOPMAIIHHAX TEXHOJIOTIH 1
cucteM Jlep:kaBHOTO TOIATKOBOTO yHiBepcHUTeTy, [pninb, Ykpaina.

Hixeropoaues B. O. — kaun. mea. Hayk, JOIEHT, JOLEHT Kaeapy KOMITIOTEPHUX Ta iH(POPMAIIMHIX TEXHOJOTIH 1 cucteM
Jlep>kaBHOTO TOJTaTKOBOTO YHIBepcHUTeTy, Ipmine, Ykpaina.

®intonenko M. M. — xana. ¢i3.-MaT., HayK, JIOIEHT. 3aB. Kadepyu KOMII'IOTEPHUX Ta iHPOPMAIiHHUX TEXHOJIOTIH 1 CHCTEM
JleprkaBHOTO TOJaTKOBOTO YHiBepcutery, Ipminb, Ykpaina.

JlaroBcbkuii B. B. — kaHm. ekoHOM. HayK, JOI1. 3aB. Kadeapy KiOepHEeTHKU Ta MPUKIATHOI MaTeMaTHKHU J{epKaBHOTO T0IaTKO-
BOTO yHIBepcuTeTy, Ipminb, YkpaiHa.

AHOTANISL

AxTyanbHicTh. [locriiiHe 3poctanns o0csary iHbopMmallii, 301IbIISHHsT IIBUAKOCTI nepeaadi iHGopMalifHuX MOTOKIB y 1(po-
BUX Mepexax 3B’s3Ky, SK 1 paHillle, 3aJIMIIA€ThCS aKTyaIbHUM 3aBJaHHS OLIHKH SIKOCTI 00CITyroByBaHH: NOTOKIB Tpadiky. [Ipoctim
pilIeHHsIM JUTs1 3a0e3MeueH s BUCOKOT SIKOCTi 0OCIIyrOBYBaHHS € MO0YI0Ba MEPEKi JOCTATHBOT MOTYKHOCTI Ui Oyb-aKOro Tpadi-
Ky, sIKUii OyJie KUHYTHi Ha HBOTO. J{J1 po3B’sa3aHHs MMPOOJIeM aHali3y TeICKOMYHIKAIIHHAX CUCTEM HEOOXIJTHO MaTH y CBOEMY PO3-
TIOPSIKEHH] BIATIOBITHI MOJENi Ta iHKEHEepHI METOH, IO JIO3BOJSIIOTH HAa OCHOBI TaHWX BHUMIPIOBAHb OIIHIOBATH SIKICTh HA/IaHHSI
MOCITYT Ta MPOTHO3YBATH XapaKTEPUCTUKH X poOOTH. Y HUX yMOBaX po3po0OKa HOBMX METOAIB aHamizy Tpadiky MyJIbTHCEPBICHHX
MEpPEX, 1110 3a0€3MEeUYIOTh IPOCTOTY PO3PAXYHKIB Ta TXHIO IPUHHATHY TOYHICTh, CTA€ OCOOJIMBO aKTyaJIbHOIO.

MeTta po6oTH noJsirae B JOCHiDKeHHI Tpadiky Ta IKOCTI 3a0e3neueHHs 111 KOPUCTYBadiB.

MeTtoa. 3anponoHOBaHO TiIOPWIAHMI METO BUSIBICHHS aHOMAaIiH y Tpadiky MyJIBTHCEPBICHUX MEPEXK, II0 BUKOPUCTOBYE alro-
putMu 6e3 ineHTH¢iKaniiiHol aganTanii Ta HewiTkoro BuBexeHHs Mamuani. OcoOIMBICTIO MYJIBTUCEPBICHOTO TpadiKy K 00’ €KTY
OIIIHIOBAHHs iICHYBaHHSI aHOMAJIii € HASIBHICTh Y HhOMY CTOXAaCTHYHHX MPOLIECIB, MiAMOPSIKOBAHUX Pi3HUM 3aKOHaM po3noainy. s
EKCIIEPUMEHTAIBHOT OIIHKK 3alpONOHOBAHMX METOIY Ta ajropuIMiB Oyno obpaHo 3akoHH po3noxiry Ilyaccona Ta Ilapero, mo
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BU3HAYAIOTh IPaHNYHI BUITAKH PETYSIpHOCTI Tpadiky. MeTon 103Bosrsie 3a0€3MeUUT KOHTPOJIb Ta YIPAaBIIiHHI HECIIPAaBHOCTSMH B
MYJIBTHCEPBICHii Mepei 3 METOI0 BU3HAUCHHSI NPUYUH 1X BUHUKHEHHS. JI0 pO3poOJICHHX aITOPUTMIB BUSIBICHHS aHOMAiil y Tpa-
(hiKy MyJBTHCEPBICHUX MEPEX IpeJ sSBIAIOThCA TaKi BUMOTHU: (DyHKIIOHYBaHHS SIK PEAIbHOTO YU OJIM3BKOTO 10 PEANTbHOTO 4acy;
MiITPUMKA 331aHOT SIKOCTI CepBicy; MPOCTOTA peaisalii. AITOPUTMH HAJIGKATh 10 KJIACcy aJanTHBHUX TIOPHIHUX alrOPHUTMIB ileH-
Tudikanii mapamerpiB Tpadixy. BoHI BUKOPHCTOBYIOTHCS SIK UL CTAIIOHAPHUX, TaK 1 JUIs1 HecTaioHapHUX Tpadukis. Tpadiku mo-
JICIIOIOTHCS Yy BUIVIAJI CTOXaCTHYHUX TporeciB. KokeH HaleXuTh 10 BIIIOBIIHOTO Kiacy, IO BU3HAYAETHCS 3aKOHOM DPO3IOALTY
CTOXaCTHYHUX HPOIIECIB.

PesyabTaTn. ExcriepiMenTaibHa OLlHKA 3aMPONIOHOBAHMX METOY Ta aIrOPHTMIB MOKa3aja, 1[0 BOHH JO3BOJIIOTH OLiHIOBATH
TPEH/IY 3a3HaYCHNUX CTOXaCTUYHUX MPOLIECIB Yy PEaIbHOMY 4aci, 3 BUCOKOIO TOYHICTIO Ta 31 30€peKEHHAM SKOCTi 00CIyTrOBYBaHHSI.

BucHoBku. 3acTocyBaHHA pO3pOOJICHOTO METOAY YIpPaBIIiHHS yCYHEHHSM HECHPABHOCTSMH B MYJIBTHUCEPBICHIN Mepexi 10mo-
Marae MiBUILUTH SKICTh 00CIYroByBaHHS LIJIIXOM CBO€YACHOTO BUSBJICHHS NMPOOJIeM, 3MEHIICHHS 4acy iX YCyHEHHS Ta CKOPOYCHHS
4acy MpOCTOiB, 1110, CBOEI0 YEPIoOk0, BILUIMBAE HA MiABUIICHHS OKa3HUKIB HA[IHHOCTI HOCIYT.

KJIFOYOBI CJIOBA: mysbTHCEpBiCHI Mepexi, Tpadik, SKiCTb, HECIIPABHOCTI, METO1, KOPUCTYBAY.
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