
 

 



 
 

 

Національний університет «Запорізька політехніка» 

Радіоелектроніка, інформатика, управління 
Науковий журнал 

Виходить чотири рази на рік 
№ 2(65) 2023 

Заснований у січні 1999 року. 
Засновник і видавець – Національний університет «Запорізька політехніка». 

ISSN 1607-3274 (друкований), ISSN 2313-688X (електронний). 
Запоріжжя 

НУ «Запорізька політехніка» 
2023 

 
 

National University «Zaporizhzhia Polytechnic» 

Radio Electronics, Computer Science, Control 
The scientific journal 

Published four times per year 

№ 2(65) 2023 

Founded in January 1999. 
Founder and publisher – National University «Zaporizhzhia Polytechnic». 

ISSN 1607-3274 (print), ISSN 2313-688X (on-line). 
Zaporizhzhia 

NU «Zaporizhzhia Polytechnic» 
2023 

 

 

Национальный университет «Запорожская политехника» 

Радиоэлектроника, информатика, управление 
Научный журнал 

Выходит четыре раза в год 

№ 2(65) 2023 
Основан в январе 1999 года. 

Основатель и издатель – Национальный университет «Запорожская политехника». 
ISSN 1607-3274 (печатный), ISSN 2313-688X (электронный). 

Запорожье 
НУ «Запорожская политехника» 

2023 



 

Науковий журнал «Радіоелектроніка, інформатика, 
управління» (скорочена назва – РІУ) видається Національним 

університетом «Запорізька політехніка» (НУ «Запорізька політехніка») з 
1999 р. періодичністю чотири номери на рік. 

Зареєстровано у Міністерстві юстиції України 19.11.2019 р. 

(Свідоцтво про державну реєстрацію друкованого засобу масової 

інформації серія KB № 24220-14060 ПР.) 

ISSN 1607-3274 (друкований), ISSN 2313-688X (електронний). 

Наказом Міністерства освіти і науки України № 409 від 17.03.2020 р. 
«Про затвердження рішень Атестаційної колегії Міністерства щодо 

діяльності спеціалізованих вчених рад від 06 березня 2020 року» журнал 

включений до переліку наукових фахових видань України в категоії 

«А» (найвищій рівень), в яких можуть публікуватися результати 
дисертаційних робіт на здобуття наукових ступенів доктора наук і доктора 

філософії (кандидата наук). 
Журнал включений до польського Переліку наукових журналів та 

рецензованих матеріалів міжнародних конференцій з присвоєною 
кількістю балів (додаток до оголошення Міністра науки та вищої освіти 

Республіки Польща від 31 липня 2019 р.: № 16981). 
В журналі безкоштовно публікуються наукові статті англійською, 

російською та українською мовами. 

Правила оформлення статей подано на сайті: 
http://ric.zntu.edu.ua/information/authors. 

Журнал забезпечує безкоштовний відкритий он-лайн доступ до 
повнотекстових публікацій. 

Журнал дозволяє авторам мати авторські права і зберігати права на 
видання без обмежень. Журнал дозволяє користувачам читати, 

завантажувати, копіювати, поширювати, друкувати, шукати або 

посилатися на повні тексти своїх статей. Журнал дозволяє повторне 
використання його вмісту у відповідності Creative Commons ліцензією 

CC BY-SA.. 
Опублікованим статтям присвоюється унікальний ідентифікатор 

цифрового об’єкта DOI. 

Журнал входить до наукометричної бази Web of Scienсe. 
Журнал реферується та індексується у провідних міжнародних та 

національних реферативних журналах і наукометричних базах даних, а 

також розміщується у цифрових архівах та бібліотеках з безкоштовним 
доступом у режимі on-line, повний перелік яких подано на сайті: 

http://ric.zntu.edu.ua/about/editorialPolicies#custom-0. 

Журнал розповсюджується за Каталогом періодичних видань 
України (передплатний індекс – 22914). 

Тематика журналу: телекомунікації та радіоелектроніка, 
програмна інженерія (включаючи теорію алгоритмів і програмування), 

комп’ютерні науки (математичне і комп’ютерне моделювання, 
оптимізація і дослідження операцій, управління в технічних системах, 

міжмашинна і людино-машинна взаємодія, штучний інтелект, 
включаючи системи, засновані на знаннях, і експертні системи, 

інтелектуальний аналіз даних, розпізнавання образів, штучні нейронні 

і нейро-нечіткі     мережі,     нечітку     логіку,     колективний     інтелект 
і мультиагентні системи, гібридні системи), комп’ютерна інженерія 

(апаратне забезпечення обчислювальної техніки, комп’ютерні мережі), 
інформаційні системи та технології (структури та бази даних, системи, 

засновані на знаннях та експертні системи, обробка даних і сигналів). 
Усі статті, пропоновані до публікації, одержують об’єктивний 

розгляд, що оцінюється за суттю без урахування раси, статі, 
віросповідання, етнічного походження, громадянства або політичної 

філософії автора(ів). 

Усі статті проходять двоступінчасте закрите (анонімне для автора) 
резензування штатними редакторами і незалежними рецензентами – 

провідними вченими за профілем журналу. 
 

РЕДАКЦІЙНА КОЛЕГІЯ 
Головний редактор – Субботін Сергій Олександрович – доктор 

технічних наук, професор,завідувач кафедри програмних засобів, 

Національний університет «Запорізька політехніка»,Україна. 
Заступник головного. редактора – Піза Дмитро Макарович – 

доктор технічних наук, професор, директор інституту інформатики та 
радіоелектроніки, професор кафедри радіотехніки та телекомунікацій, 

Національний університет «Запорізька політехніка», Україна. 
Члени редколегії: 

Андроулідакіс Іосіф – доктор філософії, голова департаменту телефонії 
Центру обслуговування мереж, Університет Яніни, Греція; 

Бодянський Євгеній Володимирович – доктор технічних наук, 
професор, професор кафедри штучного інтелекту, Харківський національний 
університет радіоелектроніки, Україна; 

Веннекенс Юст – доктор філософії, доцент, доцент факультету інженерних 
технологій (кампус Де Наїр), Католицький університет Льовена, Бельгія; 

Вольф Карстен – доктор філософії, професор, професор кафедри 
технічної інформатики, Дортмундський університет прикладних наук та 
мистецтв, Німеччина; 

Вуттке Ганс-Дітріх – доктор філософії, доцент, провідний науковий 
співробітник інституту технічної інформатики, Технічний університет 
Ільменау, Німеччина; 

Горбань Олександр Миколайович – доктор фізико-математичних 
наук, професор, професор факультету математики, Університет Лестера, 

Велика Британія; 
Городничий Дмитро Олегович – доктор філософії, кандидат технічних 

наук, доцент, провідний науковий співробітник Дирекції науки та інженерії, 
Канадська агенція прикордонної служби, Канада; 

Дробахін Олег Олегович – доктор фізико-математичних наук, 
професор, перший проректор, Дніпровський національний університет імені 
Олеся Гончара, Україна; 

Зайцева Олена Миколаївна – кандидат фізико-математичних наук, 

професор, професор кафедри інформатики, Жилінський університет в 
Жиліні, Словаччина; 

Камеяма Мічітака – доктор наук, професор, професор факультету 
науки та інженерії, Університет Ішиномакі Сеншу, Японія; 

Карташов Володимир Михайлович – доктор технічних наук, 
професор, завідувач кафедри медіаінженерії та інформаційних 
радіоелектронних систем, Харківський національний університет 

радіоелектроніки, Україна; 
Левашенко Віталій Григорович – кандидат фізико-математичних наук, 

професор, завідувач кафедри інформатики, Жилінський університет в Жиліні, 
Словаччина; 

Луенго Давид – доктор філософії, професор, завідувач кафедри теорії 
сигналів та комунікацій, Мадридський політехнічний університет, Іспанія; 

Марковска-Качмар Урсула – доктор технічних наук, професор, 
професор кафедри обчислювального інтелекту, Вроцлавська політехніка, 

Польща; 
Олійник Андрій Олександрович – доктор технічних наук, доцент, 

професор кафедри програмних засобів, Національний університет 
«Запорізька політехніка», Україна; 

Павліков Володимир Володимирович – доктор технічних наук, 
cтарший науковий співробітник, проректор з наукової роботи, Національний 
аерокосмічний університет ім. Н.Е. Жуковського «ХАІ», Україна; 

Папшицький Марцін – доктор наук, професор, професор відділу 

інтелектуальних систем, Дослідний інститут систем Польської академії наук, 
м. Варшава, Польща; 

Скрупський Степан Юрійович – кандидат технічних наук, доцент, 
доцент кафедри комп’ютерних систем і мереж, Національний університет 
«Запорізька політехніка», Україна; 

Табунщик Галина Володимирівна – кандидат технічних наук, 
професор, професор кафедри програмних засобів, Національний університет 
«Запорізька політехніка», Україна; 

Тригано Томас – доктор філософії, старший викладач кафедри 
елекричної та електронної інженерії, Інженерний коледж ім. С. Шамон, м. 
Ашдод, Ізраїль; 

Хенке Карстен – доктор технічних наук, професор, науковий 
співробітник факультету інформатики та автоматизації, Технічний 
університет Ільменау, Німеччина; 

Шарпанських Олексій Альбертович – доктор філософії, доцент, 
доцент факультету аерокосмічної інженерії, Делфтський технічний 

університет, Нідерланди. 
 

РЕДАКЦІЙНО-КОНСУЛЬТАТИВНА РАДА 
Аррас Пітер – доктор філософії, доцент, доцент факультету інженерних 

технологій (кампус Де Наїр), Католицький університет Льовена, Бельгія; 
Ліснянський Анатолій – кандидат фізико-математичних наук, 

головний науковий експерт, Ізраїльска електрична корпорація, Хайфа, 
Израїль; 

Мадритщ Христіан – доктор філософії, професор факультету інженерії 

та інформаційних технологій, Університет прикладних наук Каринфії, 
Австрія; 

Маркосян Мгер Вардкесович – доктор технічних наук, професор, 
директор Єреванського науково-дослідного інституту засобів зв’язку, професор 
кафедри телекомунікацій, Російсько-вірменський університет, м. Єреван, 
Вірменія; 

Рубель Олег Володимирович – кандидат технічних наук, доцент 
факультету інженерії, Університет МакМастера, Гамільтон, Канада; 

Тавхелідзе Автанділ – кандидат фізико-математичних наук, професор, 
професор школи бізнесу, технології та освіти, Державний університет ім. Іллі 
Чавчавадзе, Тбілісі, Грузія; 

Урсутью Дору – доктор фізико-математичних наук, професор, професор 
кафедри електроніки та обчислювальної техніки, Трансильванський 
університет в Брашові, Румунія; 

Шульц Пітер – доктор технічних наук, професор, професор факультету 
інженерії та комп’ютерних наук, Гамбургський університет прикладних наук 
(HAW Hamburg), Гамбург, Німеччина. 

Рекомендовано до видання Вченою радою НУ «Запорізька політехніка», протокол № 10 від 19.06.2023. 
Журнал зверстаний редакційно-видавничим відділом НУ «Запорізька політехніка». 

Веб-сайт журналу: http://ric.zntu.edu.ua. 
Адреса редакції: Редакція журналу «РІУ», Національний університет «Запорізька політехніка», вул. Жуковського, 64, м. Запоріжжя, 69063, Україна. 
Тел: (061) 769-82-96 – редакційно-видавничий відділ  Факс: +38-061-764-46-62 
E-mail: rvv@zntu.edu.ua © Національний університет «Запорізька політехніка, 2023 

http://ric.zntu.edu.ua/information/authors
http://ric.zntu.edu.ua/about/editorialPolicies#custom-0
http://ric.zntu.edu.ua/
mailto:rvv@zntu.edu.ua


The scientific journal «Radio Electronics, Computer Science, 

Control» is published by the National University «Zaporizhzhia 
Polytechnic» NU «Zaporizhzhia Polytechnic» since 1999 with periodicity 
four numbers per year. 

The journal is registered by the Ministry of Justice of Ukraine in 

19.11.2019. (State Registration Certificate of printed mass media series 

КВ № 24220-14060 ПР). 

ISSN 1607-3274 (print), ISSN 2313-688X (on-line). 
By the Order of the Ministry of Education and Science of Ukraine from 

17.03.2020 № 409 “On approval of the decision of the Certifying Collegium 

of the Ministry on the activities of the specialized scientific councils dated 06 

March 2020” journal is included in the list of scientific specialized 
periodicals of Ukraine in category “А” (highest level), where the results of 

dissertations for Doctor of Science and Doctor of Philosophy may be 
published. 

The journal is included to tne Polish List of scientific journals and peer- 
reviewed materials from international conferences with assigned number of 

points (Annex to the announcement of the Minister of Science and Higher 
Education of Poland from July 31, 2019: Lp. 16981). 

The journal publishes scientific articles in English, Russian, and 

Ukrainian free of charge. 
The article formatting rules are presented on the site: 

http://ric.zntu.edu.ua/information/authors. 
The journal provides policy of on-line open (free of charge) access for 

full-text publications. The journal allow the authors to hold the copyright 

without restrictions and to retain publishing rights without restrictions. The 
journal allow readers to read, download, copy, distribute, print, search, or 

link to the full texts of its articles. The journal allow reuse and remixing of its 
content, in accordance with Creative Commons license CC BY-SA. 

Published articles have a unique digital object identifier (DOI). 

The journal is included into Web of Scienсe. 
The journal is abstracted and indexed in leading international and 

national abstractig journals and scientometric databases, and also placed to 

the digital archives and libraries with a free on-line access, full list of which 

is presented at the site: http://ric.zntu.edu.ua/about/editorialPolicies#custom- 
0. 

The journal is distributed:by the Catalogue of Ukrainian periodicals  
(the catalog number is 22914). 

The journal scope: telecommunications and radio electronics, software 
engineering (including algorithm and programming theory), computer 

science (mathematical modeling and computer simulation, optimization and 

operations research, control in technical systems, machine-machine and man- 
machine interfacing, artificial intelligence, including data mining, pattern 

recognition, artificial neural and neuro-fuzzy networks, fuzzy logic, swarm 
intelligence and multiagent systems, hybrid systems), computer engineering 

(computer hardware, computer networks), information systems and 
technologies (data structures and bases, knowledge-based and expert systems, 

data and signal processing methods). 
All articles proposed for publication receive an objective review that 

evaluates substantially without regard to race, sex, religion, ethnic origin, 

nationality, or political philosophy of the author(s). 
All articles undergo a two-stage blind peer review by the editorial staff 

and independent reviewers – the leading scientists on the profile of the 
journal. 

 

EDITORIAL BOARD 
Editor-in-Chief – Sergey Subbotin – Dr. Sc., Professor, Head of 

Software Tools Department, National University “Zaporizhzhia 

Polytechnic”, Ukraine. 
Deputy Editor-in-Chief – Dmytro Piza – Dr. Sc., Professor, 

Director of the Institute of Informatics and Radio Electronics, Professor 

of the Department of Radio Engineering and Telecommunications, 

National University “Zaporizhzhia Polytechnic”, Ukraine. 

Members of the Editorial Board: 
Iosif Androulidakis – PhD, Head of Telephony Department, Network 

Operation Center, University of Ioannina, Greece; 

Evgeniy Bodyanskiy – Dr. Sc., Professor, Professor of the Department 

of Artificial Intelligence, Kharkiv National University of Radio Electronics, 
Ukraine; 

Oleg Drobakhin – Dr. Sc., Professor, First Vice-Rector, Oles Honchar 
Dnipro National University, Ukraine; 

Alexander Gorban – PhD, Professor, Professor of the Faculty of 
Mathematics, University of Leicester, United Kingdom; 

Dmitry Gorodnichy – PhD, Associate Professor, Leading Research 
Fellow at the Directorate of Science and Engineering, Canada Border 

Services Agency, Ottawa, Canada; 
Karsten Henke – Dr. Sc., Professor, Research Fellow, Faculty of 

Informatics and Automation, Technical University of Ilmenay, Germany; 

Michitaka Kameyama – Dr. Sc., Professor, Professor of the Faculty of 
Science and Engineering, Ishinomaki Senshu University, Japan; 

Volodymyr Kartashov – Dr. Sc., Professor, Head of the Department of 
Media Engineering and Information Radio Electronic Systems, Kharkiv 

National University of Radio Electronics, Ukraine; 
Vitaly Levashenko – PhD, Professor, Head of Department of 

Informatics, University of Žilina, Slovakia; 
David Luengo – PhD, Professor, Head of the Department of Signal 

Theory and Communication, Madrid Polytechnic University, Spain; 

Ursula Markowska-Kaczmar – Dr. Sc., Professor, Professor of the 
Department of Computational Intelligence, Wrocław University of 

Technology, Poland; 
Andrii Oliinyk – Dr. Sc., Associate Professor, Professor, Department of 

Software Tools, National University “Zaporizhzhia Polytechnic”, Ukraine; 

Marcin Paprzycki – Dr. Sc., Professor, Professor of the Department of 
Intelligent Systems, Systems Research Institute, Polish Academy of Sciences, 

Warsaw, Poland; 
Volodymyr Pavlikov – Dr. Sc., Senior Researcher, Vice-Rector for 

Research, N. E. Zhukovsky National Aerospace University “KhAI”, Ukraine; 
Alexei Sharpanskykh – PhD, Associate Professor, Associate Professor 

of Aerospace Engineering Faculty, Delft University of Technology, 
Netherlands; 

Stepan Skrupsky – PhD, Associate Professor, Associate Professor of 

the Department of Computer Systems and Networks, National University 
“Zaporizhzhia Polytechnic”, Ukraine; 

Galyna Tabunshchyk – PhD, Professor, Professor of the Department of 
Software Tools, National University “Zaporizhzhia Polytechnic”, Ukraine; 

Thomas (Tom) Trigano – PhD, Senior Lecturer of the Department of 
Electrical and Electronic Engineering, Sami Shamoon College of 

Engineering, Ashdod, Israel; 
Joost Vennekens – PhD, Associate Professor, Associate Professor, 

Faculty of Engineering (Campus de Nair), Katholieke Universiteit Leuven,  

Belgium; 
Carsten Wolff – PhD, Professor, Professor of the Department of 

Technical Informatics, Dortmund University of Applied Sciences and Arts, 
Germany; 

Heinz-Dietrich Wuttke – PhD, Associate Professor, Leading 
Researcher at the Institute of Technical Informatics, Technical University of 

Ilmenay, Germany; 

Elena Zaitseva – PhD, Professor, Professor, Department of Informatics, 
University of Žilina, Slovakia. 

 

EDITORIAL-ADVISORY COUNCIL 
Peter Arras – PhD, Associate Professor, Associate Professor, Faculty of 

Engineering (Campus De Nair), Katholieke Universiteit Leuven, Belgium; 
Anatoly Lisnianski – PhD, Chief Scientific Expert, Israel Electric 

Corporation Ltd., Haifa, Israel; 
Christian Madritsch – PhD, Professor of the Faculty of Engineering 

and Information Technology, Carinthia University of Applied Sciences, 

Austria; 
Mher Markosyan – Dr. Sc., Professor, Director of the Yerevan 

Research Institute of Communications, Professor of the Department of 
Telecommunications, Russian-Armenian University, Yerevan, Armenia; 

Oleg Rubel – PhD, Associate Professor, Faculty of Engineering, 
McMaster University, Hamilton, Canada; 

Peter Schulz – Dr. Sc., Professor, Professor, Faculty of Engineering and 

Computer Science, Hamburg University of Applied Sciences (HAW 
Hamburg), Hamburg, Germany; 

Avtandil Tavkhelidze – PhD, Professor, Professor of the School of 
Business, Technology and Education, Ilia State University, Tbilisi, Georgia; 

Doru Ursuţiu – Dr. Sc., Professor, Professor, Department of Electronics 
and Computer Engineering, University of Transylvania at Brasov, Romania. 

 

 
Recommended for publication by the Academic Council of NU «Zaporizhzhia Polytechnic», protocol № 10 dated 19.06.2023. 
The journal is imposed by the editorial-publishing department of NU «Zaporizhzhia Polytechnic». 
The journal web-site is http://ric.zntu.edu.ua. 
The address of the editorial office: Editorial office of the journal «Radio Electronics, Computer Science, Control», National University «Zaporizhzhia Polytechnic», 

Zhukovskiy street, 64, Zaporizhzhia, 69063, Ukraine. 
Tel.: +38-061-769-82-96 – the editorial-publishing department.  Fax: +38-061-764-46-62 
E-mail: rvv@zntu.edu.ua © National University «Zaporizhzhia Polytechnic», 2023 

http://ric.zntu.edu.ua/information/authors
http://ric.zntu.edu.ua/about/editorialPolicies#custom-
http://ric.zntu.edu.ua/
mailto:rvv@zntu.edu.ua


4  

ЗМІСТ 

РАДІОЕЛЕКТРОНІКА ТА ТЕЛЕКОМУНІКАЦІЇ ............................................................................... 6 

Petrushak V. S. 
PHASE FREQUENCY INTERPRETATION OF THE COINCIDENCE METHOD FOR FREQUENCY 

TO CODE CONVERSION… ................................................................................................................................................... 6 

Vakaliuk T. A., Andreiev O. V., Dubyna O. F., Nikitchuk T. M., Puleko I. V. 

DETECTION OF THE SIGNALS OF THE TERRESTRIAL RADAR STATIONS BY SPACECRAFT 

WITH A PASSIVE SYNTHESIS OF THE ANTENNA APERTURE ............................................................................... 13 

МАТЕМАТИЧНЕ ТА КОМП’ЮТЕРНЕ МОДЕЛЮВАННЯ ............................................................ 20 

Козуля Т. В. 
КОНЦЕПЦІЯ ІНФОРМАЦІЙНО-ЕНТРОПІЙНОГО ПРОСТОРУ ПОБУДОВИ МОДЕЛЕЙ СИСТЕМНИХ 

ОБ’ЄКТІВ ДЛЯ ЗАДАЧ СТАЛОГО РОЗВИТКУ ............................................................................................................. 20 

Кондрук Н. Е. 

СПОСОБИ ВИЗНАЧЕННЯ ПОДІБНОСТІ КАТЕГОРІАЛЬНИХ ВПОРЯДКОВАНИХ ДАНИХ ........................... 31 

Хаханов В. І., Чумаченко С. В., Литвинова Є. І., Хаханова І. В., Хаханова Г. В., Шкіль О. С., 

Рахліс Д. Ю., Хаханов І. В., Шевченко О. Ю. 

ВЕКТОРНО-ЛОГІЧНЕ МОДЕЛЮВАННЯ НЕСПРАВНОСТЕЙ .................................................................................. 37 

НЕЙРОІНФОРМАТИКА ТА ІНТЕЛЕКТУАЛЬНІ СИСТЕМИ ....................................................... 52 

Bilous N. V., Ahekian I. A., Kaluhin V. V. 

DETERMINATION AND COMPARISON METHODS OF BODY POSITIONS ON STREAM VIDEO… ..................52 

Ivanets O. B., Khrashchevskyi R. V., Kulik M. S., Burichenko M. Yu. 
INTELLIGENCE ANALYSIS OF EMPIRICAL DATA BASED ON TIME SERIES… ................................................. 61 

Katerynchuk I. S., Babaryka A. O., Khoptinskiy R. P. 

OBJECT DETECTION PERFORMANCE INDICATOR IN VIDEO SUVEILLANCE SYSTEMS… ........................... 72 

Moskalenko V. V. 

MODEL-AGNOSTIC META-LEARNING FOR RESILIENCE OPTIMIZATION 

OF ARTIFICIAL INTELLIGENCE SYSTEM ...................................................................................................................... 79 

Петров К. Е., Кириченко В. В. 

ВИДАЛЕННЯ КОМПОНЕНТІВ ДОЩУ З ОДИНОЧНИХ ЗОБРАЖЕНЬ З ВИКОРИСТАННЯМ 
РЕКУРЕНТНОЇ НЕЙРОННОЇ МЕРЕЖІ ............................................................................................................................ 91 

Прокіпчук О. А., Висоцька В. А. 

ТЕХНОЛОГІЯ АНАЛІЗУ УКРАЇНОМОВНИХ ТВІТІВ ДЛЯ ПРОГНОЗУВАННЯ ЗМІНИ ДИНАМІКИ 

ГРОМАДСЬКОЇ ДУМКИ НА ОСНОВІ МАШИННОГО НАВЧАННЯ ..................................................................... 103 

ПРОГРЕСИВНІ ІНФОРМАЦІЙНІ ТЕХНОЛОГІЇ ........................................................................... 117 

Kungurtsev O. B., Zinovatna S. L. 

TECHNOLOGY FOR IDENTIFYING AND FORMING POSSIBLE RELATIONSHIPS BETWEEN USE CASES 
IN THE PROCESS OF THE INFORMATION SYSTEM DESIGN… ..............................................................................117 

Morkun V. S., Hryshchenko S. M., Nizhehorodtsev V. O., Filonenko M. M., Lagovsky V. V. 

DEVELOPMENT OF A METHOD FOR STUDYING TRAFFIC OF MULTISERVICE NETWORKS… ................. 125 

Seniv M. M. 

METHOD FOR SELECTING A SOFTWARE DEVELOPMENT METHODOLOGY TAKING INTO ACCOUNT 
PROJECT CHARACTERISTICS… .................................................................................................................................... 134 

УПРАВЛІННЯ У ТЕХНІЧНИХ СИСТЕМАХ .................................................................................... 142 

Дорофєєв Ю. І., Любчик Л. М., Мельников О. С. 
СТАБІЛІЗАЦІЯ ДИСКРЕТНИХ СИСТЕМ З ЧАСОВИМИ ЗАТРИМКАМИ ЗА СТАНОМ 
ТА ОБМЕЖЕННЯМИ КЕРУЮЧИХ ВПЛИВІВ ............................................................................................................. 142 

Chernov S. K., Chernova Lb. S., Chernova Ld. S., Kunanets N. E., Titov S. D., Trushliakov E. I. 

USING THE BEHAVIOR ANTAGONISM AND THE BIMATRIX GAME THEORY 

IN THE IT PROJECT MANAGEMENT..............................................................................................................................152 

Stenin А. A., Drozdovych I. G., Soldatova M. O. 

APPLICATION OF SPLINE FUNCTIONS AND WALSH FUNCTIONS IN PROBLEMS OF PARAMETRIC 

IDENTIFICATION OF LINEAR NONSTATIONARY SYSTEMS… ............................................................................. 166 



5  

CONTENTS 

RADIO ELECTRONICS AND TELECOMMUNICATIONS. ..................................................................6 

Petrushak V. S. 

PHASE FREQUENCY INTERPRETATION OF THE COINCIDENCE METHOD FOR FREQUENCY 

TO CODE CONVERSION… ................................................................................................................................................... 6 

Vakaliuk T. A., Andreiev O. V., Dubyna O. F., Nikitchuk T. M., Puleko I. V. 

DETECTION OF THE SIGNALS OF THE TERRESTRIAL RADAR STATIONS BY SPACECRAFT 
WITH A PASSIVE SYNTHESIS OF THE ANTENNA APERTURE................................................................................ 13 

MATHEMATICAL AND COMPUTER MODELING. ............................................................................ 20 

Kozulia T. V. 

THE CONCEPT OF INFORMATION-ENTROPY SPACE FOR SYSTEM OBJECTS MODELS BUILDING USED 
IN SUSTAINABLE DEVELOPMENT TASKS .................................................................................................................... 20 

Kondruk N. E. 

METHODS FOR DETERMINING SIMILARITY OF CATEGORICAL ORDERED DATA… ..................................... 31 

Hahanov V., Chumachenko S., Litvinova Y., Hahanova I., Khakhanova A., Shkil A., 
Rakhlis D., Hahanov І., Shevchenko O. 

VECTOR-LOGICAL FAULT SIMULATION… .................................................................................................................. 37 

NEUROINFORMATICS AND INTELLIGENT SYSTEMS................................................................... 52 

Bilous N. V., Ahekian I. A., Kaluhin V. V. 
DETERMINATION AND COMPARISON METHODS OF BODY POSITIONS ON STREAM VIDEO… ..................52 

Ivanets O. B., Khrashchevskyi R. V., Kulik M. S., Burichenko M. Yu. 

INTELLIGENCE ANALYSIS OF EMPIRICAL DATA BASED ON TIME SERIES… ................................................. 61 

Katerynchuk I. S., Babaryka A. O., Khoptinskiy R. P. 

OBJECT DETECTION PERFORMANCE INDICATOR IN VIDEO SUVEILLANCE SYSTEMS… ........................... 72 

Moskalenko V. V. 

MODEL-AGNOSTIC META-LEARNING FOR RESILIENCE OPTIMIZATION 
OF ARTIFICIAL INTELLIGENCE SYSTEM ...................................................................................................................... 79 

Petrov K. E., Kyrychenko V. V. 

REMOVAL OF RAIN COMPONENTS FROM SINGLE IMAGES USING A RECURRENT 

NEURAL NETWORK… ........................................................................................................................................................ 91 

Prokipchuk O., Vysotska V. 

UKRAINIAN LANGUAGE TWEETS ANALYSIS TECHNOLOGY FOR PUBLIC OPINION DYNAMICS 

CHANGE PREDICTION BASED ON MACHINE LEARNING… ................................................................................. 103 

PROGRESSIVE INFORMATION TECHNOLOGIES… ...................................................................... 117 

Kungurtsev O. B., Zinovatna S. L. 

TECHNOLOGY FOR IDENTIFYING AND FORMING POSSIBLE RELATIONSHIPS BETWEEN USE CASES 

IN THE PROCESS OF THE INFORMATION SYSTEM DESIGN… ..............................................................................117 

Morkun V. S., Hryshchenko S. M., Nizhehorodtsev V. O., Filonenko M. M., Lagovsky V. V. 

DEVELOPMENT OF A METHOD FOR STUDYING TRAFFIC OF MULTISERVICE NETWORKS… ................. 125 

Seniv M. M. 

METHOD FOR SELECTING A SOFTWARE DEVELOPMENT METHODOLOGY TAKING INTO ACCOUNT 

PROJECT CHARACTERISTICS… .................................................................................................................................... 134 

СОNТROL IN TECHNICAL SYSTEMS. .............................................................................................. 142 

Dorofieiev Yu. I., Lyubchyk L. M., Melnikov O. S. 

STABILIZATION OF DISCRETE-TIME SYSTEMS WITH STATE-DELAYS AND SATURATING CONTROL 

INPUTS .................................................................................................................................................................................. 142 

Chernov S. K., Chernova Lb. S., Chernova Ld. S., Kunanets N. E., Titov S. D., Trushliakov E. I. 

USING THE BEHAVIOR ANTAGONISM AND THE BIMATRIX GAME THEORY 

IN THE IT PROJECT MANAGEMENT ............................................................................................................................ 152 

Stenin А. A., Drozdovych I. G., Soldatova M. O. 
APPLICATION OF SPLINE FUNCTIONS AND WALSH FUNCTIONS IN PROBLEMS OF PARAMETRIC 

IDENTIFICATION OF LINEAR NONSTATIONARY SYSTEMS… ............................................................................. 166 





p-ISSN 1607-3274 Радіоелектроніка, інформатика, управління. 2023. № 2 

e-ISSN 2313-688X Radio Electronics, Computer Science, Control. 2023. № 2 

© Morkun V. S., Hryshchenko S. M., Nizhehorodtsev V. O., Filonenko M. M., Lagovsky V. V., 2023 

DOI 10.15588/1607-3274-2023-2-13 

125 

 

 

UDC 004.77 

DEVELOPMENT OF A METHOD FOR STUDYING TRAFFIC 

OF MULTISERVICE NETWORKS 
 

Morkun V. S. – Dr. Sc., Professor, Professor at the University of Bayreuth, Bayreuth, Germany. 
Hryshchenko S. M. – PhD, Senior Researcher in the Specialty Automation and Computer-Integrated Technologies 

State Tax University, Irpin, Ukraine. 

Nizhehorodtsev V. O. – PhD, Senior Researcher in the Specialty Automation and Computer-Integrated Technolo- 

gies State Tax University, Irpin, Ukraine. 
Filonenko M. M. – PhD, Associate Professor Head of the Department Computer and Information Technology and 

Systems, State Tax University, Irpin, Ukraine. 

Lagovsky V. V. – PhD, Associate Professor of the Department of Computer and Information Technologies and 

Systems, Head of Department Cybernetics and Applied Mathematics State Tax University, Irpin, Ukraine. 

 
ABSTRACT 

Context. The constant growth in the volume of information, the increase in the speed of information flows in digital communi- 
cation networks, as before, makes the task of assessing the service stability for traffic flows an urgent one. A simple solution to en- 
sure high service stability is to build a network of sufficient capacity for any traffic that will be thrown at it. To solve the problems of 
analyzing telecommunication systems, it is necessary to have appropriate models and engineering methods that allow to assess the 
service stability and predict the characteristics of their operation based on measurement data. In these conditions, the development of 
new methods for analyzing the traffic of multiservice networks that provide simplicity of calculations and their acceptable accuracy 
becomes especially relevant. 

Objective. The purpose of this paper is to study the traffic and service stability for users. 
Method. We propose a hybrid method for detecting anomalies in multiservice network traffic that uses algorithms without identi- 

fication, adaptation and Mamdani fuzzy inference. The peculiarity of multiservice traffic as an object for assessing the existence of 
anomalies is the presence of stochastic processes in it subject to different distribution laws. For the experimental evaluation of the 
proposed method and algorithms, we have chosen the Poisson and Pareto distribution laws that define the limiting cases of traffic 
regularity. The method allows for monitoring and managing faults in a multiservice network in order to determine the causes of their 
occurrence. The following requirements are imposed on the developed algorithms for detecting anomalies in the traffic on multiser- 
vice networks: functioning in real or near real time; maintaining a given service stability; simplicity of implementation. The algo- 
rithms belong to the class of adaptive hybrid algorithms for identifying traffic parameters. They are used for both stationary and non- 
stationary traffic. Traffic is modeled as stochastic processes.   Each belongs to the corresponding class, which is determined by the 
law of distribution of stochastic processes. 

Results. Experimental evaluation of the proposed method and algorithms has shown that they allow us to estimate the trends of 
these stochastic processes in real time, with high accuracy and while maintaining the service stability. 

Conclusions. The application of the developed method of troubleshooting management in a multiservice environment helps to 
improve the service stability by timely detecting problems, reducing the time of their elimination and reducing downtime, which, in 
turn, affects the increase in service reliability. 

KEYWORDS: multiservice networks, traffic, quality, faults, method, user. 

 

ABBREVIATIONS 
МSN – multiservice networks; 

SP – stochastic processes; 

МSА – modified stochastic Approximation; 
PGP – pseudogradient procedures. 

 

NOMENCLATURE 

a0 – random process of average value; 
σ – standard deviation; 

μ – parameter; 
Si – average value of traffic intensity at a given time i; 

m0 – initial value of the trend average; 

ρ – trend correlation coefficient; 

r – size of the sliding window; 
R – the value of the linguistic variable assessed by the 

presence of anomalies; 

N – sample size; 
Sі – element i at the polls; 

i – algorithm parameter in the step i; 

M * – unction for calculating the mathematical ex- 

pectation; 

A – fuzzy threshold values determined during the 

training of the fuzzy inference system; 

B – fuzzy threshold values determined during the 
training of the fuzzy inference system; 

D – fuzzy threshold values determined during the 

training of the fuzzy inference system. 
 

INTRODUCTION 

The current level of development of the information 

society and intellectual spheres of human activity in mod- 

ern society is based on the use of digital and telecommu- 

nication technologies. An analysis of recent research and 
publications on the subject shows that the use of modern 

information   technologies   has   been   studied   by 

Morkun V. S., Hryshchenko S. M., Kravchenko O. M. [1–3], 

Leland W. E. [4] and other scientists. The constant growth 
in information volume and the increase in the speed of 

information flows digital communication networks still 
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make it an urgent task to assess the service stability of 
traffic flows. The task of modern telecommunication sys- 

tems is to ensure a given level of service quality. 

The continuous improvement of the telecommunica- 

tions industry has changed both the pricing policy and the 
overall reduction of the data transmission load. To solve 

the problems of analyzing telecommunication systems, it 

is necessary to have appropriate models and engineering 

methods that allow to assess the service stability provi- 
sion and predict the characteristics of their operation 

based on measurement data. 

In these conditions, the development of new methods 

for analyzing the traffic of multiservice networks that 
ensure simplicity of calculations and their acceptable ac- 

curacy becomes especially relevant. 

In packet-based multiservice communication net- 

works, packet flows (traffic) differ significantly from the 
Poisson flow model, which is described by an exponential 

distribution function of the time interval between the arri- 

val times of neighboring packets. Here, packet flows are 

formed by many different sources of requests for services 
provided by the network and network applications that 

provide video, data, broadcasting, etc. The request 

sources involved in the process of creating a packet 

stream differ significantly in their specific load intensity. 
The load intensity of the resulting packet stream at any 

given time depends on which applications are served by 

the request sources and the ratio of their number on dif- 

ferent applications. The traffic structure is also affected 
by the technical and technological features of the service 

algorithms. If, for example, the service is provided by 

several applications, or if the protocols use retransmission 

of incorrectly received packets, the moments when re- 
quests for establishing communication sessions occur are 

highly correlated. As a result, the outgoing flows undergo 

significant changes during the service process and long- 

term dependencies in the intensity of packet arrivals ap- 
pear in the final traffic. Customers are demanding more 

reliable performance guarantees from the network. In 

particular, multimedia applications often require minimal 

bandwidth and maximum latency to process products. The 
quality, reliability, and accuracy of services are the signs 

of control. 

This is an area in which the Internet is going through a 

long period of renewal. 

A simple solution to ensure high service stability is to 
build a network with enough capacity for any traffic that 

will be thrown at it. The name of this solution is redun- 

dant provisioning. The resulting network will carry appli- 

cation traffic without significant loss and, with a decent 
routing scheme, deliver packets with low latency. Per- 

formance doesn’t get any better than that. 

The object of study – is the traffic on multiservice 

networks. 

The subject of study – multiservice networks based 

on the analysis of the distribution of the number of appli- 

cations. To achieve this goal, the following research 
methods were used: 

– Analysis of different views of scientists on the prob- 
lem under study; –To study the state of its development; – 
structural and functional – To identify and characterize 

models and engineering methods; – Comparison – to 

identify the quality characteristics of service quality as- 

surance, generalization – to determine the state of traffic 
research and quality assurance for users. 

The purpose of the work traffic and the quality of 

user experience. 

 
1 PROBLEM STATEMENT 

The requirements of modern multiservice networks 

are constantly growing today, due to the fact that the life 
of a modern person is increasingly "merging" with the 

global Internet. 

Multiservice networks allow us to receive a large 

number of services (IPTV, VoIP, video on demand, social 
networks, corporate networks, etc.) using a common in- 

frastructure. 

The development of modern multiservice computer 

networks is an important issue of modern society: first,  
multiservice computer networks are a necessary factor for 

human access to modern technologies that greatly facili- 

tate life, and second, the development of multiservice 

networks is an important component of economic devel- 
opment both at the level of an individual enterprise and at 

the state level. 

Multiservice networks have an advantage over cus- 
tomers in realizing the following important functions, 

namely: 

– Provide high-quality data transmission; 

– Efficient use of the bandwidth of the existing back- 

bone communication channels; 

– Building a secure data transmission scheme; 
– Implementation of a unified management system for 

all departments and branches; 

– Organizing a system of redundant data transmission 
channels and Internet access; 

– Information resources management and centralized 

monitoring; 

– Creation of a unified telephone network with a sin- 
gle address space; 

– Introduction of new corporate services and applica- 

tions; 

– Implementation of a unified administrative and tech- 
nical policy in the field of information exchange; 

– Eliminating duplication of functions and increasing 

employee productivity and reducing costs for all commu- 

nication channels; 
– Increasing the organization’s competitiveness; 

– Increase in employee productivity. 

To verify the efficiency and accuracy requirements of 

the proposed method and algorithm, we use as a testbed. 
Traffic anomalies are evaluated and identified. The A, B, 

and D were determined pre-variously based on the train- 

ing results. The random process had an a0=100 and σ=10. 

The ρ for different dependencies varied from 0.6 to 
0.9999. It can be seen that at small values of the error μ, 

traffic estimates differ greatly from each other depending 
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on the value ρ. At large values of μ, these errors become 
approximately equal. The rules for setting the parameters 

of the modified stochastic approximation are formed. For 

example, when Si = 100, σ=10 and ρ = 0.9999, the sto- 
chastic algorithm parameter is approximately 0.025. For 

ρ = 0.99, the parameter μ will have a value of approxi- 

mately 0.12. The parameters σ and ρ are estimated in a 

sliding window. The correlation coefficient of the process 
variables in the experiments from 0.9 to 0.99999. The SP 

had the following parameters: initial value of the trend 

mean m0 500, ρ = 0.99, size of the sliding window r = 10, 

μ = 0.05, σ = 100. Thus, it is necessary to verify that the 
proposed algorithm works almost without delays and has 

a high estimation accuracy. The relative error of the algo- 

rithms is 12% of the true trend value. This is a result that 

should be considered within the normal range, given that 
the algorithms work in real time, since the values obtained 

for the detection time range from 15 to 80 time samples. 

At the final stage, the developed algorithms for detecting 

anomalies in the traffic on multiservice networks should 
fully meet the requirements of efficiency and accuracy. 

The task of developing a method for studying the traffic 

of multiservice networks is considered in this article. 

 

2 2 REVIEW OF THE LITERATURE 
At the same time, there are a number of works [4–11], 

in which separate attempts have been made to apply 

methods of fuzzy knowledge processing for modeling and 

estimation of network traffic. However, the direct applica- 
tion of the results obtained in these works is not possible 

for MSN. This is due to the fact that the statistical proper- 

ties of traffic in MSN are very different both for different 

operating conditions, The reason is that the statistical 
properties of traffic differ greatly from one operating con- 

dition to another and from one application to another in 

the MSN. We need an approach that provides the network 

with this quality in real time and can be implemented 
quite easily. 

Various approaches to building multiservice networks 

and traffic analysis are reflected in the works of foreign 

authors Leland W. E. [4], Kosenko V., Persiyanova E., 
Belotskyi O., Maleieva O. [5], Kosenko V, Bugas D. [6], 

Xi N., Sun C., Ma J., Shen Y. [7] etc. 

Controlling network operation and eliminating con- 

gestion are all part of ensuring that the required level of 

network quality reliability is maintained. In the absence of 
adequate models of network traffic, the Poisson model is 

often simplified for analysis and synthesis, and with a 

significant loss of accuracy. Forms of estimating queue 

sizes that were previously used are suitable exclusively 
for Poisson flows, and, when calculating traffic, give er- 

rors exceeding 100–200%. 

Observing the flow of traffic is called traffic policy 

(policing and shaping). 

The increase in the volume of services provided leads 

to the need for rapid network reorganization, the emer- 
gence of new subscribers and load redistribution. All of 

this necessitates a quick assessment of the required band- 
width of access interfaces. 

The telecommunications community has many differ- 

ent definitions of МSN. 

Let’s consider some of them, emphasizing the short- 
comings: these are networks that provide more than one 

service – in fact, a literal interpretation (from the simple 

translation of “multi” – many, “service” – service, i.e. 

networks that provide “many services” or, more precisely, 
many types of them), but at the same time quite broad, 

which does not allow to formulate a precise definition: 

– modern transmission networks – a vague definition 

(it is unclear what “modern” means in this context); 
– broadband transmission networks – intuitively re- 

flects the essence of the issue, but has a number of sys- 

temic shortcomings; 

– next generation communication networks (NGN – 
Next Generation Networks); 

– networks ready to provide any telecommunications 

and information services. 

An integral telecommunications infrastructure that has 
sufficient resources to support all forms of information 

exchange performed for the benefit of a provider or con- 

sumer of various services. 

The various definitions above contain a number of 
shortcomings – there is none that can be considered com- 

plete and reflects the essence of the issue. Therefore, the 

following wording is proposed as a definition of the con- 

cept of “multiservice network”: a multiservice communi- 
cation network is a single telecommunications infrastruc- 

ture for transferring, switching traffic of any type gener- 

ated by the interaction of con-summer’s and providers of 

communication services with controlled and guaranteed 
traffic parameters. This network should guarantee the 

specified quality of connections and services provided. 

A multiservice network is an integrated telecommuni- 

cations infrastructure that has sufficient resources to pro- 
vide all forms of information exchange performed in the 

area of supplier or consumer of various services. 

Modern multiservice networks can provide the follow- 

ing services: 

1. Voice transmission based on IP telephony using IP 
telephones and personal computers connected to the pub- 

lic telephone network. 

2. Videotelephony between two or more users based 

on an Ethernet network, which allows simultaneous 
transmission of audio and video information using per- 

sonal computers equipped with special hardware and 

software. 

3. Access to the databases, operating within the MSN. 
4. Access to file server resources, which usually have 

a large amount of disk space, can store heterogeneous 

information and are designed to perform input and output 

operations. Access to file servers is regulated by the MSN 
administrator and may be restricted for external users. 

5. A web server through which MSN users can host 

their own resources available to external users. 

6. Access to the Internet. 
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7. An email server that is connected to the Internet and 
allows MSN users to interact with it using email client 

programs and transmit information both within and out- 

side of MSN. 

 

3 MATERIALS AND METHODS 
Traffic refers to a digital data stream containing vari- 

ous types of messages that are received by the human 

senses (usually audio and/or video information). Data 
streams are transmitted over telecommunication networks 

to provide remote interactive services. The most common 

multimedia services provided to network users today are: 

video telephony, high-speed multimedia data transmis- 
sion, IP telephony, digital television broadcasting, mobile 

video communications and digital video on demand. 

Depending on the type of service provided, there are 

two main categories of traffic. 
1. Real-time traffic that provides multimedia services 

for the transmission of information between users in real 

time. 

2. Ordinary data traffic generated by traditional dis- 
tributed services of a modern telecommunications net- 

work, such as email, file transfer, virtual terminal, remote 

access to databases, etc. 

Examples of services that generate real-time traffic in- 
clude: IP telephony, high-quality sound, videotelephony, 

video conferencing, remote medical services (diagnostics, 

monitoring, consultation), video monitoring, broadcast 

video, digital television, broadcasting radio and television 
programs. 

The description and analysis of multimedia traffic in 

modern telecommunication networks are a complex and 

difficult task. The main reasons for these difficulties are 
– a wide range of transmission speeds – from several 

Kbit/s, as in the case of telephone traffic, to hundreds of 

Mbit/s, when transmitting video streams; 

This article considers a new approach to traffic anom- 
aly detection in MSN, based on the application of fuzzy 
logical inference. Approach to traffic anomaly detection 

in MSS, based on the application of fuzzy logical infer- 

ence. The rules of such inference are used together with  

modified Identity-free algorithms. 
The main theoretical contribution of the paper is are as 

follows. First, it substantiates a model of multiservice 

traffic is substantiated. Second, it provides methods and 

algorithms for detecting of traffic anomalies in the MSN, 
based on the application of fuzzy logical inference. Fi- 

nally, it has been experimentally proved that the proposed 

algorithms The proposed algorithms have practically 

maximal possible speed of operation. 
To develop methods for detecting anomalies in MSN 

traffic, we propose to develop a model of multi-service 

traffic. The MSN traffic model is a combination of many 

stochastic processes. The proposed approach to the forma- 

tion of a multiservice traffic model is based on the follow- 
ing factors: SP distribution laws; SP stationarity; SP self- 

similarity; characteristics selected for SP analysis. Differ- 

ent distribution laws are used to model different types of 

traffic. For example, if the modeled traffic is “Audio” or 
“Video”, then it gives the effect of self-similarity, and the 

Pareto distribution is used to model it. If the modeled traf- 

fic is generated by SMTP/TCP protocols, then the Poisson 

distribution or exponential distribution is used. An impor- 
tant factor is stationarity and non-stationarity, it is better 

to solve the problem of detecting anomalies in traffic if it  

is stationary. It is better to analyze traffic using various 

characteristics of a random process. Such characteristics 
are the maximum, minimum, and average values of the 

process intensity, standard deviation, etc. The average 

value of the process intensity is calculated using the for- 

mula: 

– various statistical properties of the transmitted mul- 1 N 

timedia information flows (real-time traffic imposes strict 
requirements on network resources); 

– a wide variety of network configurations, many 

Smid   Si . 
i1 

(1) 

technologies and transmission protocols (Gigabit 
Ethernet, etc.) 

– multi-level processing of transmitted messages, 

which makes the service stability dependent on several 

levels of processing. 
Traffic in the MSN consists of the following compo- 

nents: 1) multimedia traffic, which is very sensitive to 

delays; 2) data traffic; 3) signal information traffic; 4) e- 

mail traffic. In this case, the specified requirements for 
the service stability must be fully met. However, there are 

objective difficulties in the construction of the MSN con- 

trol system and in the protection of network and sub- 

scriber information. These problems are caused by the 
complexity of the MSN structure, the diversity of the 

network, and the need to look at a lot of different network 

and information parameters. Therefore, prompt detection 

of network traffic anomalies is one of the key objectives 
of MSN management. 

The following requirements are imposed on the devel- 
oped algorithms for detecting anomalies in MSN traffic: 

functioning in real or near real time; maintaining a given 

service stability; and ease of implementation. The algo- 

rithms belong to the class of adaptive hybrid algorithms 
for identifying traffic parameters. They are used for both 

stationary and non-stationary traffic. Traffic is modeled in 

the form of SP. Each SP belongs to the corresponding 

class, which is determined by the SP distribution law. 
The essence of the hybrid method for detecting 

anomalies in MSN traffic is that, on the one hand, algo- 

rithms are used without identifying adaptation to chang- 

ing SP parameters. On the other hand, fuzzy inference is 
used to adjust algorithm parameters and make decisions. 

The use of this hybrid approach is due to the need to  

estimate both current point and integral traffic parameters. 

Estimation of integral traffic parameters is performed in a 
sliding window. The estimation of current point parame- 

ters is performed from point to point simultaneously with 
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the integral estimation procedure. In this case, the esti- 
mates obtained in the sliding window are used as initial 

values for the unidentified procedure. To perform this 

procedure, two algorithms are used that differ in their 
capabilities for SP approximation. The combination of 

these approaches allows both to estimate the integral 

properties of the SP and to track the dynamics of its be- 

havior. 
The use of fuzzy inference allows us to build paramet- 

ric estimates of the algorithm parameters from a small 

number of observations. In this case, it becomes possible 

to draw fuzzy conclusions about traffic anomalies. 

Let SP be given in discrete time values tі=i, i=1, 2, ... . 
The first algorithm is the algorithm МSА: 

experimental data. The experimental data is generated in  
advance. 

When choosing the size of the sliding window, a rea- 

sonable compromise must be found between the rate of 
change of SP values, the size of the window, and the rep- 

resentativeness of the sample of SP values. This compro- 

mise is necessary to eliminate the effect of excessive 

smoothing of SP values. 
Summarizing the nature of traffic behavior in the 

MSN is also based on the Mamdani method. 
 

4 EXPERIMENTS 

To experimentally test the proposed method and algo- 
rithm, we used an instrumented testbed. The testbed con- 

sists of a server and two workstations connected to a net- 

Si1  Si1i (Si  Si1). (1) work using a router. The testbed is shown in Fig. 1. 

 

The second algorithm is used when the probability 
density of SP values is symmetric. It is based on the use 

of PGP of the form 
 

Si1  Si1  isign(Si  Si1). (2)  
 

This choice of the first and second algorithms pro- 

vides an assessment of the dynamic properties of the SP. 

Since the MSA and PGP algorithms belong to the class of 

non-identifying algorithms, the time for traffic analysis 
and anomaly detection is significantly reduced. The quad- 

ratic function in the form of: 

 

 

 
Figure 1 – Structure of the tool stand 

 

One workstation was a traffic generator. The second 

station was the network administrator. The network ad- 

M S1  Si1 
2 . (3) ministrator controlled the generator. The generator gener- 

ated traffic with a given distribution law. At the same 
Parameter μi for МSА и PGP must meet the following 

conditions: 
time, anomalies were introduced into the traffic randomly 

in accordance with the selected type of computer attack. 
The traffic passed through the router to the server. The 

0  1  1, i  const. (4) administrator’s task was to evaluate and identify traffic 

The peculiarity of the MSA and PGP algorithms is the 

fact that it is necessary to adjust the value of the μi for 

different SP being evaluated and their statistical proper- 

ties. It is proposed that the procedure for adjusting these 
algorithms should be based on the Mamdani fuzzy infer- 

ence method, according to which the identification of the 

parameters of the MSA and PGP algorithms is carried out 

using rules that have the following form in general: 

IF  Si  A  AND    B  AND 

anomalies. 
The generator generated stationary and non-stationary 

traffic Poisson and Pareto distributions. These distribu- 

tions are the most typical for MSN. To generate anoma- 
lies, DoS attacks were used, which lead to a load on the 

communication channel. Non-stationary processes were 

modeled as multiplicative SP with deterministic and ran- 

dom modulating functions. The random modulating func- 
tions were first-order random autoregressive processes 

with different correlation coefficients. Adaptation to the 

   D  THEN  R. 
(5) parameters of the Poisson SP was performed using the 

MSA algorithm.) For SP with Pareto law, the algorithm of 

The identification of anomalies in the MSN traffic is  
carried out on the basis of fuzzy inference of the follow- 

ing type: 

IF  Si  A  AND, 

 A complies with the sec urity policy 
(6)(7) 

THEN R. 

To perform the anomaly identification procedure, it is  

necessary to first train the fuzzy inference system with 

pseudogradient procedures was used. 
The parameters of the adaptation algorithms were set 

using the following rules. The A, B, and D of these rules 

were determined in advance based on the training results. 

For this purpose, we used the experimental results pre- 
sented in Fig. 2, which show the dependence of the value 

of the error in estimating the traffic intensity of a nonsta- 

tionary SP on the value of the step coefficient of the MSA 

algorithm at different values of the correlation coefficient 
modulating the SP for Poisson traffic. The random proc- 
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ess had a0=100, σ=10. P for different dependencies varied 
from 0.6 to 0.9999. It can be seen that at small values of 

the error μ, traffic estimates differ greatly from each other 

depending on the value of ρ. 

parameters: initial value of the trend mean m0 500, 
ρ = 0.99, size of the sliding window r = 10, μ = 0.05, 

σ = 100. The proposed algorithm works almost without 

delays and has high estimation accuracy. 
There are three zones associated with anomaly detec- 

tion: Zone A indicates that there is a risk of anomalies and 

the risk level is unacceptable. Zone B indicates that there 

is a risk of anomalies and the level of risk is acceptable. 
There are no anomalies in the traffic located in zone C. 

The boundaries of zones A, B, and C is determined at the 

stage of pre-configuring the knowledge base of the fuzzy 

inference machine in accordance with the accepted secu- 
rity policy rules. The values of the trend estimates on the 

boundaries of zones A, B, and C are used to build the 

Mamdani rules using formula (8): 

IF  S1  A  AND, 

 A complies with the security policy  THEN R (8) 
 

 

 
Figure 2 – Dependence of traffic estimation error 

on the value of the parameter 

 

The traffic estimation error is represented vertically, 
and the μ is represented horizontally. 

At large values of μ, these errors become approxi- 

mately equal. 

Based on the data presented in Fig. 2. the rules for set- 

ting the parameters of the modified stochastic approxima- 
tion are formed. For example, at Si = 100, σ=10 та 

ρ=0.9999 the parameter of the stochastic algorithm is ap- 

proximately equal to 0.025. For ρ=0,99 the μ will have a 

value of approximately 0.12. The parameters σ and ρ are 
estimated in a sliding window. 

An example of numerical modeling of an unsteady 

Poisson SP was analyzed in their works by scientists 

Ageev S. O., Sayenko I. B., Kotenko I. V. This example 
is shown in Fig. 3. 

 
Figure 3 – Estimation of a non-stationary trend with a Poisson 

distribution: 

1 – true trend value; 2 – trend estimate; 

3 – error of trend estimate 

 

The correlation coefficient of the process varied across 

experiments from 0.9 to 0.99999. SP had the following 

For example, the rule for concluding that there are no 
anomalies is as follows: 

IF  Si  Zone C  THEN. 

There are no traffic anomalies. 
The results of estimating the parameters (Table 1) of 

self-similar traffic with a Pareto distribution are shown in 

Fig. 4 and Fig. 5. 
 

Figure 4 – Estimation of the stationary trend of self-similar 
traffic with distribution 

 

 

 

 
 

 

 

 
 

 

 

 
 

Figure 5 – Estimation of non-stationary trend 
of self-similar traffic with distribution 
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Table 1 – Parameters of steady-state and 
non-stationary process 

Parameter Stationary 
process 

Non-stationary 
pr 

Stationary 
process 

Hearst parameter, 
H 

0.85 0.75 0.85 

The average value 
of the SP 

32.5 250 32.5 

Distribution 
parameter SP 

1.3 – 1.3 

Parameter of the 
MSN algorithm μ 

0.004 0.13 0.004 

Relative error of 
estimation, % 

≤6.2 ≤9.1 ≤6.2 

 

The final results of the evaluation of the developed al- 
gorithms for detecting anomalies in the traffic of the MSN 

for the distributions   discussed   above   are   shown 

in Table 2. 

 
Table 2 – Experimental results of the algorithm evaluation 

Distribution Correlation 

coefficient, ρ 

Average 

relative error of 

the estimate, 
% 

Time 
of detection, 

time 
counts 

Pareto 

(H 0.75) 

0.99 12.0 80 

0.999 10.0 65 

0.9999 8.0 50 

 
Poisson 

0.99 8.6 27 

0.999 7.6 20 

0.9999 5.3 15 

 

This table shows that the relative error of the algo- 
rithms is within 12% of the true trend value. This result 

should be considered within the normal range, given that 

the algorithms operate in real time, since the values ob- 

tained for the detection time range from 15 to 80 time 
samples. Thus, the developed algorithms for detecting 

anomalies in MSN traffic fully meet the requirements of 

efficiency and accuracy. 

 

5 RESULTS 
Different enterprises experience different types of 

malfunctions over time. They are primarily caused by 

significant losses incurred by operators due to downtime 

or inefficient use of network resources. Secondly, the 
functioning of the network depends heavily on the algo- 

rithms of the application software used in it. The term 

“network” here refers to the entire complex of hardware 

and software; and the term “network diagnostics” refers to 
the process of determining the causes of unsatisfactory 

operation of application software in this network. It is the 

quality of the application software in the network that is 

decisive from the point of view of users [8–11]. Other 
criteria, such as the number of data transmission errors, 

the degree of network resource utilization, hardware per- 

formance, etc., are secondary. 

There can be several main reasons for unsatisfactory 
operation of application software in the network: 

– damage to the cable system; 
– defects in active equipment; 

– overloading of network resources (communication 
channel and server); 

– errors in the application software itself. 

Often, some network defects mask others. 

Thus, to reliably determine the cause of unsatisfactory 

operation of the application software. 
Often, a network is analyzed only during periods of 

poor performance. In such cases, it is necessary to local- 

ize and correct existing network defects quickly. In this 

paper, we focus on the diagnostics of the network link 
layer, as this is the primary task when diagnosing a 

transmission network. 

 

6 DISCUSSION 
Analyzing the above, we note that a hybrid method for 

detecting anomalies in the MSN traffic using algorithms 

without identification, adaptation and fuzzy Mamdani 

inference is proposed. The peculiarity of multiservice 
traffic as an object of anomaly detection is the presence of 

stochastic processes in it, subject to different distribution 

laws. For the experimental evaluation of the proposed 

method and algorithms, we chose the Poisson and Pareto 
distribution laws that define the limiting cases of traffic 

regularity. 

Experimental evaluation of the proposed method and 

algorithms has shown that they allow estimating the 
trends of these stochastic processes in real time, with high 

accuracy and with preservation of service quality. 

Summarizing these situations that arise at many enter- 

prises regarding troubleshooting, it should be noted in 
general that they consist of eight steps: 

1. Definition of the problem; 

2. Collecting the necessary information; 
3. Evaluation of possible scenarios for solving the 

problem and determining the most likely 

causes of the malfunction; 
4. Developing a plan for solving the problem; 

5. Implementation of actions in accordance with the 
plan; 

6. Evaluation of the results; 
7. Repeating the sequence of steps if the malfunction 

were not eliminated; 
8. Documenting the changes after successful trouble- 

shooting. 

The method allows you to monitor and manage faults 

in a multiservice network to determine the causes of their 
occurrence. 

CONCLUSIONS 

Summarizing the above, it is worth noting that the ap- 

plication of the developed method of troubleshooting 

management in a multiservice network helps to improve 
the service stability by timely detection of problems, re- 

ducing the time of their elimination and reducing down- 

time, which in turn affects the increase in service reliabil- 

ity. 
The scientific novelty lies in the fact that for the first 

time, a method has been developed for traffic manage- 

ment problems and applied to traffic management tasks 
based on the analysis of the distribution of the number of 
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traffic management requests, which allows improving the 
service stability in multiservice networks. 

The practical significance is that it is proposed to 

apply the development of the method to traffic manage- 

ment tasks at enterprises based on the analysis of the dis- 
tribution of the number of applications. 

Prospects for further research is to study and apply 

in practice methods to improve the service stability and 

reliability of services for users. 
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АНОТАЦІЯ 
Актуальність. Постійне зростання обсягу інформації, збільшення швидкості передачі інформаційних потоків у цифро- 

вих мережах зв’язку, як і раніше, залишається актуальним завдання оцінки якості обслуговування потоків трафіку. Простим 
рішенням для забезпечення високої якості обслуговування є побудова мережі достатньої потужності для будь-якого трафі- 
ку, який буде кинутий на нього. Для розв’язання проблем аналізу телекомунікаційних систем необхідно мати у своєму роз- 
порядженні відповідні моделі та інженерні методи, що дозволяють на основі даних вимірювань оцінювати якість надання 
послуг та прогнозувати характеристики їх роботи. У цих умовах розробка нових методів аналізу трафіку мультисервісних 
мереж, що забезпечують простоту розрахунків та їхню прийнятну точність, стає особливо актуальною. 

Мета роботи полягає в дослідженні трафіку та якості забезпечення для користувачів. 
Метод. Запропоновано гібридний метод виявлення аномалій у трафіку мультисервісних мереж, що використовує алго- 

ритми без ідентифікаційної адаптації та нечіткого виведення Мамдані. Особливістю мультисервісного трафіку як об’єкту 
оцінювання існування аномалій є наявність у ньому стохастичних процесів, підпорядкованих різним законам розподілу. Для 
експериментальної оцінки запропонованих методу та алгоритмів було обрано закони розподілу Пуассона та Парето, що 
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визначають граничні випадки регулярності трафіку. Метод дозволяє забезпечити контроль та управління несправностями в 
мультисервісній мережі з метою визначення причин їх виникнення. До розроблених алгоритмів виявлення аномалій у тра- 
фіку мультисервісних мереж пред’являються такі вимоги: функціонування як реального чи близького до реального часу; 
підтримка заданої якості сервісу; простота реалізації. Алгоритми належать до класу адаптивних гібридних алгоритмів іден- 
тифікації параметрів трафіку. Вони використовуються як для стаціонарних, так і для нестаціонарних трафиків. Трафіки мо- 
делюються у вигляді стохастичних процесів. Кожен належить до відповідного класу, що визначається законом розподілу 
стохастичних процесів. 

Результати. Експериментальна оцінка запропонованих методу та алгоритмів показала, що вони дозволяють оцінювати 
тренди зазначених стохастичних процесів у реальному часі, з високою точністю та зі збереженням якості обслуговування. 

Висновки. Застосування розробленого методу управління усуненням несправностями в мультисервісній мережі допо- 
магає підвищити якість обслуговування шляхом своєчасного виявлення проблем, зменшення часу їх усунення та скорочення 
часу простоїв, що, своєю чергою, впливає на підвищення показників надійності послуг. 

КЛЮЧОВІ СЛОВА: мультисервісні мережі, трафік, якість, несправності, метод, користувач. 
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