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Legal Challenges of International Cooperation in Combating Cybercrime: Prospects for
Improving the Regulatory Framework

Y cmammi posensoaromscs cyuachi npagosi GUKIUKU MIHCHAPOOHO20 CRiBpoOimuuymea y 6opomuoi 3
KIOep3/104UHHICIO, 30KPEMA 8 YMOBAX IlICbKOBUX KOHMIIKMIE ma 2iopudHux 3a2po3s. Jlocnioxiceno ocobiusocmi
BUKOPUCMAHHSA KiDep30poi K iHcmpymenma 2i6puoHoi 6ilinu ma ii 6naue Ha 2100anbHy Oe3neKky, HayioHAaNbHI
inmepecu Oepoicas ma KpumuyHy ingppacmpykmypy. [Iposedeno komnieKcHull anHanis iCHYIOUUX MIiHCHAPOOHUX
npagosux IHCmpymeHmie, makux Ak bByoanewmcvka KOH8eHYis Npo KiOep310YUHHICMb, IXHIX CUCTMEMHUX
obMmedicenb ma nepcnekmus MooepHizayii 6 KoHmexkcmi HOBIMHIX Kibepzacpo3. Ocobausy yeacy npuoileHo
npobiemam 2apmMoHizayii HaYiOHAILHUX 3AKOHOO0ABCMS, KOOPOUHAYIL OnepamueHux Oill Midc 0epaicasamu ma
PO3podYi ehekmusHux Mexanizmie npasosoeo peyntosants Kibepnpocmopy. Buceimieno yHikanbHuti 00c8io
Yxpainu ax deparcasu, wjo 3a3nae macuumabHux Kibepamax 6 pamkax iliCbKog8oi azpecii, ii ponv y 2100a1bHOMY
CnispoOIMHUYMEi ma npakmudHuLl 00c8io y npomuodii Kibepzacposam pizHo2o pieHs ckiaonocmi. O6IpyHmMosaHo
HeoOXiOHICMb CMBOPEHHS YHIBEPCANbHUX MINCHAPOOHUX CIMAHOAPMIE 01 eKCmpaouyii Kibep3nouunyis, 0oMiny
iHghopmayicto Midc KOMneMeHMHUMU OP2AHAMU PIZHUX 0epAHCA8 Ma 800CKOHANEHHS MEXAHI3MI8 3aXUCMY JHcepme
Kibep3104uHie. 3anponoHO8AHO KOHKPEMHI WLIAXU BOOCKOHANIEHHS MINCHAPOOHO-NpAasogoi 6asu 0
3abe3neueHus eghekmueHoi OopomvoOU 3 KiOEP3IOUUHHICMIO HA 2100ANbHOMY DIBHI 3 YPAXYBAHHAM CY4aACHUX
MEeXHON02IUHUX, NOTIMUYHUX Ma Oe3NeKO8UX BUKIUKIS.

Knrwuosi cnoea: xidepsnouunnicms, MidCHapooOHe chigpodbimHuymeo, Kibepoesnexa, byoanewmcvka
KOHGeHYis, 2apMOHI3ayisi 3aKOHoOascmea, 2ibpuona  GiliHa, Kibep3Opos, ekcmpaouyis, KpumuiHa
iHppacmpykmypa, mpaHcKopOOHHI KiOep310YUHU.

The article examines contemporary legal challenges of international cooperation in combating cyber-
crime, particularly under the conditions of armed conflicts and hybrid threats. It investigates the distinctive fea-
tures of cyberweapons as sophisticated tools of hybrid warfare and analyzes their profound impact on global
security, national interests, and critical infrastructure protection. The study provides a comprehensive analysis
of existing international legal frameworks, such as the Budapest Convention on Cybercrime, their systemic lim-
itations, and prospects for modernization in the context of emerging cyber threats. Special attention is given to
crucial issues of harmonizing national legislation, coordinating operational actions among states, and develop-
ing effective mechanisms for legal regulation of cyberspace. The article highlights Ukraine's unique experience
as a state facing large-scale cyberattacks as part of military aggression, its evolving role in global cooperation,
and practical experience in countering cyber threats of varying complexity. The research substantiates the ne-
cessity of establishing universal international standards for the extradition of cybercriminals, information ex-
change between competent authorities of different states, and improving protection mechanisms for victims of
cybercrimes. Furthermore, the article addresses the importance of strengthening international interaction across
jurisdictions, ensuring cross-border investigations, and adapting existing norms to the rapidly changing realities
of the digital age. The proposed concrete solutions aim to enhance the efficiency of international legal
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frameworks in countering cybercrime and ensuring comprehensive global cybersecurity in the context of modern

technological, political, and security challenges.

Keywords: cybercrime, international cooperation, cybersecurity, Budapest Convention, legislative har-
monization, hybrid warfare, cyberweapons, extradition, critical infrastructure, cross-border cybercrimes.

Problem Statement. Modern warfare is
characterized by the use of cyber weapons as an in-
tegral element of hybrid aggression aimed at desta-
bilizing the critical infrastructure of states, compro-
mising information security, and manipulating pub-
lic opinion. Cybercrimes, such as unauthorized intru-
sion into information systems, distribution of mali-
cious software, and cyber espionage, have become
instruments of international conflicts. Given the mil-
itary aggression Ukraine is experiencing, there is an
increasing need to improve the legal framework for
international cooperation aimed at countering cyber-
crime and ensuring effective prosecution of offend-
ers. However, the absence of unified mechanisms for
legal interaction between states creates significant
obstacles in this process.

Analysis of Recent Research and Publica-
tions. The topic of international cooperation in com-
bating cybercrime is relevant and actively researched
by leading experts in international law, criminal law,
and cybersecurity. In their works, authors such as
Marushchak A.l. [4], Lysaichuk A.A. [6], and Mel-
nyk M.R. [11] analyze the provisions of the Budapest
Convention on Cybercrime, its limitations, and pro-
spects for implementation in Ukraine. An important
place in research is occupied by the issue of adapting
international agreements to new conditions associ-
ated with the use of cyber weapons in wartime.

Reports from international organizations
such as the UN [2], Council of Europe [1], and Eu-
ropol [9] highlight current trends in cybercrime and
emphasize the need to strengthen coordination be-
tween states. These documents address issues of ef-
fective information exchange, improvement of extra-
dition procedures, and combating new forms of
cyber attacks that threaten global security. In partic-
ular, reports from ENISA [5] and NATO CCDCOE
[14] emphasize the growing role of cybercrime as
part of hybrid conflicts.

Scientific papers and official documents un-
derscore that effective combating of cybercrime in
wartime requires significant changes in the legal and
regulatory framework. In particular, attention should
be paid to adapting existing international norms to
new challenges associated with cyber attacks spon-
sored by aggressor states.

Unresolved Issues. Despite active research,
key problems remain unresolved that hinder effec-
tive combating of cybercrime at the global level.
Among them are:

1. The absence of a universal interna-
tional agreement that would regulate mechanisms of
state interaction in the field of combating cybercrime

[3].

2. Imperfection of extradition proce-
dures for persons suspected of cybercrimes, espe-
cially if they are in countries that refuse to cooperate
with international organizations [8].

3. Low effectiveness in implementing
mechanisms for the exchange of operational infor-
mation between states [12].

4. The use of cyber attacks as a means of
warfare, which requires new approaches to interna-
tional legal regulation [16].

Purpose of the Article is to comprehen-
sively analyze the legal challenges of international
cooperation in combating cybercrime in conditions
of military conflicts, to identify the main problems of
such interaction, and to develop proposals for im-
proving the regulatory framework for effective coun-
teraction to cyber threats at the international level.

Main  Content  Presentation.  The
development of information technology has opened
up new horizons for cooperation between states, but
at the same time has caused a number of problems
related to the spread of cybercrime. This problem is
especially acute in times of war, when cybercrime
becomes part of hybrid conflicts and is aimed at
undermining the functioning of state institutions and
critical infrastructure [1, p. 15].

One of the key international documents in the
field of combating cybercrime is the Budapest
Convention on Cybercrime, which defines legal
mechanisms for cooperation between states in the
detection, investigation and prosecution of
cybercrime. The Convention provides a framework
for a joint response to global threats and provides
mechanisms for international legal assistance [2].
However, its effectiveness is limited by the fact that
anumber of states, including key geopolitical players
such as China and Russia, are not parties to it [3, p.
45].
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The Council of Europe reports state that the
Budapest Convention on Cybercrime needs further
improvement, in particular in terms of regulating
cross-border access to data, as modern cyberattacks
are mostly carried out through global networks [1].
In the new conditions of war, the question arises of
the need to strengthen the provisions on the
responsibility of states for the use of cyber weapons
against other countries.

The war in Ukraine has become one of the
most striking examples of the use of cybercrime as a
means of aggression. Cyberattacks accompanying
military operations are aimed not only at
destabilizing the internal situation in the country, but
also at influencing the international community. For
example, in 2022, the Ukrainian energy system
suffered large-scale cyberattacks, the consequences
of which could have had a catastrophic impact on the
population and economy [3].

Such actions require not only a prompt
response from the affected country, but also
international  coordination. In particular, the
experience of Ukraine's cooperation with Europol
and Interpol in investigating cyberattacks on critical
infrastructure confirms the need to expand the legal
framework for effective cooperation [9].

One of the biggest obstacles in the fight
against cybercrime is the issue of extradition of
persons suspected of committing cybercrime. Often,
such persons are in states that do not cooperate with
international organizations or directly support their
activities. For example, the Russian Federation has
repeatedly refused to extradite hackers who carried
out cyberattacks against the European Union and the
United States, making it impossible to bring them to
justice [6].

Researchers emphasize that one of the
reasons for this situation is the imperfection of
international information exchange mechanisms and
the lack of unified standards of evidence in cases
related to cybercrime. This is especially true for
countries with different legal traditions and
approaches to evidence collection [4].

Effective counteraction to cybercrime
requires harmonization of national legislation with
international standards. One example is the
European Union's Digital Shield legislative
initiative, which envisages the introduction of
stricter cybersecurity standards to protect critical
infrastructure. Ukraine, as an EU candidate country,
is also working to implement these standards in its

legislation, which opens up new prospects for
cooperation [5].

However, harmonization of legislation does
not solve all problems. Effective mechanisms need
to be created to ensure prompt access to data on
cyberattacks and perpetrators, as well as to ensure
rapid interaction between law enforcement agencies
of different countries [4].

International organizations play a key role in
coordinating efforts to combat cybercrime,
especially in the context of military conflicts. For
example, Interpol has introduced the Cyber Fusion
Center program, which provides for the rapid
exchange of information between member countries,
the detection of cyber threats, and the coordination
of international investigations. This initiative
reduces the response time to cyberattacks, which is
critical in the current environment [7].

The European Cyber Security Agency
(ENISA) develops strategies to protect against
cyberattacks, including joint exercises, exchange of
experience between EU member states, and the
development of standards to protect critical
infrastructure. At the same time, ENISA faces
difficulties in coordinating with third countries,
including Ukraine, due to differences in legal
standards and procedural norms [5].

The UN also pays considerable attention to
cybersecurity through specialized bodies such as the
UN Office on Drugs and Crime (UNODC). The
organization promotes the development of unified
approaches to investigating cybercrime and
providing access to the necessary resources for less
developed states [2]. However, the effectiveness of
such programs is limited by insufficient funding and
political instability in countries in need of assistance.

One of the key aspects of modern cybercrime
is the use of cyberweapons by aggressor states as a
means of military warfare. Cyberweapons can be
conditionally divided into means:

1. Destructive impact on infrastructure
(e.g., malware that disrupts power systems).
2. Information theft (cyber espionage).

3. Disinformation (creation and
dissemination of fake news to manipulate public
opinion) [10, p. 98].

Classical international law does not fully take
into account the peculiarities of the use of cyber
weapons. For example, the Hague and Geneva
Conventions are aimed at regulating armed conflicts,

ISSN 2409-6415

216



the Journal of Eastern European Law / XKypnaun cxinnoeBpomneiicbkoro npasa. — 2025. — Ne 132.

but do not cover cyberattacks that cause damage
without the direct use of physical force. In this
context, there is a need to create a special protocol to
these conventions or a new international treaty that
would regulate the use of cyber weapons in war.

An important factor in combating cybercrime
is the financing of relevant measures. The cost of
responding to cyberattacks and their consequences
can reach hundreds of millions of dollars, as was the
case with the NotPetya virus attack that paralyzed
businesses in many countries, including Ukraine
[11]. International initiatives aimed at reducing
economic losses include:

- Creation of funds to support the
affected countries;

- introduction of international
insurance of risks associated with cyberattacks;

- involvement of the private sector in
cooperation through public-private partnerships[12].

However, economic support is not always
available to countries at war, which creates
additional challenges for their cybersecurity.

Technical and educational support provided
by the international community to countries with
insufficient training in this area plays a significant
role in the fight against cybercrime. Technical
assistance  programs include training law
enforcement agencies in modern methods of
investigating cybercrime, as well as providing
equipment for monitoring and analyzing data.

Educational initiatives, such as the programs
of the European School of Cyber Security, are aimed
at forming a new generation of cyber defense
specialists. At the same time, UN reports note that
the lack of such programs in the face of global
demand creates gaps in the protection of many
countries [13].

Victims of cybercrime, especially in
wartime, are often left without adequate legal
protection. For example, the theft of personal data
during cyberattacks can lead to financial losses,
reputational risks, and even threats to the physical
safety of victims. National legislation in most

countries does not provide clear mechanisms for
compensation for such losses [14].

International practice in this area is limited to
isolated initiatives, such as the creation of funds for
compensation for losses, but their activities are
significantly limited due to insufficient funding and
the complexity of legal claims.

Conclusions. Cybercrime, particularly in the
context of modern military conflicts, emerges as a
global threat that demands an effective legal and or-
ganizational response at the international level. The
analysis shows that existing legal mechanisms, in-
cluding international agreements, are not fully capa-
ble of responding to new challenges associated with
the use of cyber weapons and the complexity of
cross-border cybercrimes [15]. The uncertainty of
the legal status of such actions, the absence of unified
standards in the investigation and punishment of cy-
bercrimes significantly complicate international co-
operation.

Special attention must be paid to the harmo-
nization of legislation, as differences in the legal sys-
tems of various countries create serious barriers to
effective information exchange, evidence sharing,
and extradition of suspects. In this context, coopera-
tion between states should be based on clearly regu-
lated mechanisms that ensure operational efficiency
and reliability. Military actions in Ukraine have
highlighted the critical necessity of strengthening in-
ternational interaction, particularly in the sphere of
information exchange about cyber attacks and iden-
tifying the individuals behind these crimes.

Furthermore, technological development re-
quires improving the level of training for specialists
in the field of cybersecurity and providing technical
support for states that have suffered from cyber at-
tacks. Such initiatives should be accompanied by the
development of new international standards aimed at
protecting victims of cybercrime, who often remain
without proper legal protection. Successful combat-
ing of cybercrime is possible only under conditions
of a global approach that considers the needs of all
states and offers universal solutions for responding
to the challenges of the digital age.
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