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AHOTAIIA
PO3POBKA CUCTEMM KEPYBAHHS 3AXUCTOM BEBCAUTY

Memorw pobomu € aHali3 CUCTEM KEpyBaHHS BMICTOM BeO-CATIB 3 TOYKH 30Dy
iX MOJIMBOCTEH JUIsl CTBOpPEHHs O€3MeYHUX MPOJYKTIB, a TaKOX IPOBEICHHS
JTOCITIDKCHHST  CTBOPEHHMX  BeO-CalWTIB 3  BHUKOPHUCTAHHSAM  CIICIIali30BaHOTO
IHCTPYMEHTApIIO Ha 1X 3aXHUIIEHICTh Bij Ki0epaTak.

3ag0anuamu pobomu €: MpOAHATI3yBaTH MOXJIMBI 3arpo3u AJig BeO-CaMTiB;
JATU 3arajibHy XapaKTEPHUCTUKYy CHUCTEM KEPYBaHHsS BMICTOM; TIOCTaBUTH 3ajadi
IIOJI0 CHCTEMH KEpyBaHHS 3aXMCTOM BeO-CalTy; 3ampoOIOHYBAaTH IMiIXOIU IIOIO
CTBOpCHHsI BeO-caiiTy 3a momomororo WordPress; BupoOwTH migXoaud IIOA0
CTBOpPEHHsI  BeO-caiiTy 3a jgomoMororo Joomla; omucatu miariHg, 11O
BUKOPUCTOBYIOTHCS JJI PO3POOJICHHS BeO-CalTy; 3aIpOIIOHYBaTH METOIM Ta 3acO0U
JUISL aHAJI13y 3aXHUIIEHOCT1 BeO-CanTIB.

06 ’ekmom 00cniodHceH s € CUCTEMA KePyBaHHS 3aXUCTOM BeO-cailTy.

Ilpeomemom HOCHIKEHHS € MIAXOAU [0 PO3POOKHM CHUCTEMU KEpyBaHHS
3aXMCTOM BeO-CcailTy.

bazoo oOocnidowcenv € aHaNmITUYHI [aHI, a TaKOXX HAyKOBI IyOJKamii Ta
METOJMYHI MaTepiaiu.

3a pe3yromamamu 00CHiONHCEHH CHOPMYIbOBAHI BUCHOBKU MA PEeKOMEHOayii,
0 MOXYTb OyTH BUKOPHUCTaHI y JISJIBHOCTI IIOAO PO3POOKH CHUCTEMU KEepyBaHHS
3aXHCTOM BeO-CauTy.

Ooepoicani pe3ynomamu € BaXIUBUMHU JJIsI KOPUCTYBAdiB, $Kl 3aiiMalOThCs
PO3pOOKOI0 CUCTEMU KEPYBaHHSI 3aXUCTOM BeO-CalTy, OCKUIBKM BIH Ma€ 3HAYHY
MNPaKTUYHY LIHHICTb.

KBanigikamiitna podoTta MICTUTh 52 cTOpiHKH, | Tabnuii0, 52 pUCYHKH, CIIUCOK
BUKOPHUCTAHUX JDKEpE 13 25 HaltMeHyBaHb.

Knrouosi cnosa: Be6-caiiT, miarid, 3aXucT, CHCTEMa KEPYBaHHSI.

Pix BukoHanHs kBamidikaiiinoi podoru — 2022 — 2023 pp.

Pik 3axucty podotu — 2023 p.



ABSTRACT

DEVELOPMENT OF WEBSITE PROTECTION MANAGEMENT
SYSTEM

The purpose of the work is to analyze website content management systems
from the point of view of their ability to create secure products, as well as to conduct
a study of created websites using specialized tools for their security against cyber
attacks.

The tasks of the work are: to analyze possible threats to websites; give a
general description of content management systems; set tasks regarding the website's
security management system; suggest approaches to creating a website using
WordPress; develop approaches to creating a website using Joomla; describe the
plugins used to develop the website; propose methods and tools for website security
analysis.

The object of the study is the website security management system.

The subject of research is approaches to the development of a website security
management system.

The basis of research is analytical data, as well as scientific publications and
methodical materials.

Based on the results of the research, conclusions and recommendations are
formulated that can be used in activities related to the development of a website
protection management system.

The obtained results are important for users involved in the development of a
website security management system, as it has significant practical value.

The qualification work contains 52 pages, 1 table, 52 figures, a list of used
sources from 25 titles.

Keywords: website, plugin, protection, management system.

The year of the qualification work is 2022-2023.

The year of job protection is 2023.
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BCTVYII

[3 po3BUTKOM TexHOJNOTIH 3acobu 30epiranHs Ta mnepeaaul iHdopmamii y
MEpeXi CTald TOJOBHUM (aKTOPOM, IO BHU3HAYAE 3arajibHU piBEHb PO3BUTKY
CYCITUJIBCTBA Ta JIep>kKaBH y niytomy. OTke, MOKHA cKa3aTu, 0 iH(GopMaIlis - 11e oJuH
3 TOJOBHHUX pPECYpPCiB, 3a JOIMOMOTOI0 SIKOTO MOXHa 3AINCHUTH Oynb-siki 1ii, a
0esnexky 1HGOPMAIIHHOTO MPOCTOPY € TOJOBHOI CKJIAJAOBOIO O€3IMeKH Oyb-sIKOoi
JepKaBu. [3 KOXKHUM POKOM 3pOcCTa€e poib 1HGOPMALIHHOTO YHNHHUKA Y Cy4aCHOMY
CYCHIJIbCTBI, MOCTIiHE BIOCKOHAJICHHS 1H(MOpPMAIIHHUX TEXHOJIOTIH aKTyalli3ylTh
MUTaHHS 11010 1HGOpMAaIiitHOT Oe3MeKH.

Bce Oinpina yactTHa KOMIIaHIM MOYalid CTBOPIOBATHU BJIACHI BeOCaTH, IO
CHOYATKy CIYTyBaJld SIK BI3UTIBKA IO 3HAXOJUTHCS Y MEPEXI, Ta 3 IJIMHOM Hacy Il
BeOCaliT MoYyanu BUKOPUCTOBYBATHUCS B SIKOCTI OCHOBHOI'O 1HCTPYMEHTY y O13Hecl,
32 JIONMOMOIrOI0 SIKOTO MOXHa OyJe OTpUMAaTH JOCTYyH A0 BaXJIMBOi 1H(pOpMAIlii,
KOHTAaKTyBaTH 3 KJIIEHTAMH, M1ITBEPAKYBATH 3aMOBJICHHS TOLIO.

Xoya y cy4acHOMY CBITI 0araTo JoJell MaroThb OCOOMCTI BeOCaTH, MPOTE
JTAJIEKO HE KOXKEH MOYKE CTBOPUTH BeOCaWT 3 Hymsl. s Takoro kopucryBaua Oyniu
po3pobisieni Content Management System (CMS) cucremu, 1o € 3pydyHUMH W
IHTYiITUBHO 3pO3yMUIMMM 1HCTPYMEHTaMH 3aJUIsl CTBOPEHHsS BeOCAMTIB, Kl HE
noTpeOyIOTh CIEUiaIbHUX 3HAaHb JJIA X €(PEKTHBHOIO BUKOPHUCTaHHS. Y Mepekxax
icHye 6e31iu CMS cucrteM, e KOKHa 3 SKUX PIZHUTHCS BIJ 1HILOI Ta MAa€ CBOIO
cnenu@iky.

3 KOXKHHMM JHEM DPI3HHX €0CalTiB cTae jaenaii Ouiblie, Mo MATBEPIKYE Te,
10 Y Mepexi [HTEepHET € MepCIeKTUBHU ISl PO3BUTKY. AJie, 3 1HIIOTO OOKY, 1€ HaJae
OUTbIIIE MOXJIMBOCTEW i KiOep3nmouuHIiB. Tum camum, 3a0e3neueHHs Oe3neKu
KOPHUCTYBayiB Y MEpEXK1 CTA€ ChOr'0JIHI HAaraJIbHOIO HEOOX1AHICTIO.

Mertoto poOOTH € aHali3 CUCTEM KEpyBaHHS BMICTOM BEOCAMTIB 3 TOUKHU 30py

iX MOJIMBOCTEH JUIsl CTBOPEHHS O€3MEeYHUX MPOIYKTIB, a TaKOX IPOBEICHHS
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JOCTI/PKEHHSI  CTBOPEHMX BeOCalTIB 3  BHUKOPUCTAaHHSIM  CIEIialdi30BaHOTO
IHCTpYMEHTApIIO Ha 1X 3aXHUIIEHICTh Bij KiOepaTak.
OO0’ €eKTOM TOCITIIPKEHHS € CUCTEMA KepyBaHHS 3aXUCTOM BEOCAUTYy.
[IpenmMeToM MOCHIKEHHS € MIiAXOMW 10 PO3POOKH CHUCTEMH KEpyBaHHS

3aXHCTOM BeOCaTy.
- OCHOBHHMMH 3aBJIaHHS POOOTH €:
- [TpoananizyBaTi MOXKIIMBI 3arpo3u JIsi BeOCalTIB;
- JlaTu 3arajgbHy XapakTepUCTUKY CHCTEM KEPyBaHHS BMiCTOM;
- [ToctaBuTH 3aMa4i MIO/I0 CHCTEMU KEPYBaHHS 3aXUCTOM BeOCaiTy

- 3anponoHyBaTH MIIXOJU IOJO CTBOPEHHS BeOCANTYy 3a JI0MOMOTOIO

WordPress
- BupoOutu miaxoau mo10 CTBOPeHHs BebcaiTy 3a gjonmomororo Joomla;
- OnucaTtu miariiy, 1o BUKOPUCTOBYIOTHCA JIJISl pO3pO0JIEHHS BEOCAUTyY

- 3ampornoHyBaTH METOIM Ta 3aCO0H JJIsI aHATI3Y 3aXUILEHOCTI BeOCalTIB



1  IHO®OPMAIIMHUMU OIJISA

1.1 Amnajuiz MOXKJIMBHX 3arpo3 i BeOCaWTIB

B cBiTi icHye Benuue3Ha KUIBKICTh BEOCAWTIB, Ha sIKI MOXXHa 3IIMCHUTH
kiOeparaku. Ha mepmuii mormsia, MoXe Tak 37aTHCh, IO IIAHC MiAJATUCh aTalll €
Ty’)K€ HU3BKAM, 1 MOTHBYBATH II€ THUM, IO HIKOMY HE IIKaBHH caM 3BUYAMHHMA
BeOCalT, MpOTe 3aBXKIU € IIAHC BIJHOCHO TOTO, IO BEO-pecypc € TPEeHYBAJIbHOIO
TUTOMIMHOTO IS KiOep3nounHIg. Tox 3aBKau MOTPIOHO 3BEPHYTH yBary Ha Oe3IeKy
IHTEpHET-PECypCiB y Teplly 4Yepry, 3aajs Toro, Io0 yOepertd IIICHICTh Ta
KOH(D1IeHIIMHICTh 1H(OpMAITii, IO 3HAXOJUTHCSA Yy CepenuHi BeO-pecypciB. Takum
YUHOM, KOXXHHI BJIACHMK Mae OyTH O3HAaHOMIIEHUM 13 PEKOMEHJIAIlSIMU 00
Oe3neKu.

Sk mpukiag Toro, o 3aXMUcT BeOcaTy € He0OX1JHUM, MOKHA HaBecTu DDoS-
ataku Ha BeOcaiT [Ipe3unenra Ykpainu, Ky Oyja0 HEHTpali30BaHO CHELIATICTaMU Y
cdepi kibepbesriekH, 1 11e Oyia He €JMHa aTaka, Ky OyJIo HallpaBJEHO Ha JIepKaBHUN
abo xomepuiiHui BeOcaiT. I3 xoBTHA 2019 poky y Mepexax mupHuBcs OOTHET 3a
Ha3Boro KashmirBlack, sikuit arakyBaB BeO-pecypc, 1110 BUKOPHUCTOBYBAIH MOIYJISIPHI
CUCTEMU YTIPABIIIHHS BMICTOM, BiH BUKOPUCTAB BXK€ BIJOMI BPa3JIMBOCTI Ha CepBepl
XKEPTBU, y CEPEAHbOMY BHUKOHYIOUM MUIBHOH aTak Ha JIeHb, THM CaMUM Haraayrouu
KOPHUCTYBa4aM Mpo HEOOX1AHICTh JOTPUMYBATHUCS TIEBHUX TIpaBmI Oe3nexu [1].

VY cucremax ynpasmiHHa BMicToM (Content Management System, CMS)
OUIBIIICTh €KCIJIONTY MPUMAJA€E Ha CTOPOHY Opay3epiB, HANMPUKIIAM, JOBUIBHI KOJIU
BUKOHYIOTbCSI Opay3epoM JIOKaldbHO, IO MPHU3BOAUTH 1O HemepeadauvyBaHUX
HACHIKIB, TaKUX, K BUTIK 1H(popmarllii ad0 BUKIMKAE KPUTUYHI NOMMIKH. Takox
JOJJaTKOBUHM pU3UK 1Js1 KopucTyBadiB CMS cuctem CTBOPIOIOTH CIPHUBAIO4€ BIKHO,
IJIarid Ta J0JAaTOK, 10 MpaliTh y BeO-Opay3epax. Bemnka KiIbKICTh TaKUX aTak
MO>KJIMBA, CKIJIbKH K10€p-3JI0YMHIII BUKPAJAI0Th aKAYHTH PO3POOHUKIB 1 BUITYCKAIOTh

OHOBJICHHS, JI0 SIKMX J0JaHO HeOe3newynwit xkoa. He cmim gaBaTtu goctynm 70 KOIy
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JIOTIOBHEHHSI KIHIIEBUM KOpHUCTyBauaM 1 HEOOXiIHO 3a0e3MedYuTH pOo3pOOJIeHHS
noaatkiBs 3a goromororo API WCMS.

besneka CMS moske OyTH MOPYIIEHO 13 JOTMOMOTOK CTOPOHHBOTO KOy Ha
cTopoHi KJieHTiB. OCHOBHa MpoOjemMa MoJiArae y TOMy, 110 OUIBLIICTh JOAATKIB
BKJIIOUYAIOTh y cebe cieHapii, 1o BUKIMKaOTh 1HTepdericu APl nias oHoBIeHHS
CepBEpHUX JaHUX CHUCTEMH VYIPAaBIiHHA BMICTOM, 3a JOIMOMOTOI0  HYOrO
KiOEep3JI0UMHEIb MOXKE HaJICIaTH MKUIMBUNA 3anmut. OgHuM 13 npukiaaiB € SQL
KOMaH/IM, HecmojiBaHi (opmaru Ta creHapii. Takum ymHOoM Oyno 3mamaHo API
Drupal [2].

OpHak OUIBIIICTh KOPYCTYBadiB BBaXKAIOTh, 10 ocKinbku WordPress, Drupal i
Joomla € momynsgpHUMH 1 Yepe3 CBOIO MOIYJSIPHICT, BOHM NMOBUHHI MAaTW HaJIWHUAN
3axucT. OJHaK yepe3 CBOIO MOMYJSPHICTb BOHU € MPUBAOJIMBUMHU MILIEHSAMU IS
Ki0ep-370UnHIIIB. SIK MPUKJIAJ MOKHA HABECTH CHUCTEMY YIMPABIIHHS BMICTOM ITiJl
Ha3Boro WordPress, sika MICTUTh y CBOEMY si/ipl, TeMax Ta IUIariHax npubiauzHo 14
000 Tuc. Bimomux BpasznuBocted. [Ipubmmusno 55% ycix aTak MpOBOISTHCSA udepes
BCTAHOBJIEH! IUIariHHW, SKI MalTh CIA0KUI 3axucT abo OyJuM MOKUHYTI CBOIMHU
po3poOHHKamMu. TakoX O/HI€I0 3 TOJOBHUX BPA3JIMBOCTEN € BCTAHOBJICHHS IIPOCTOTO
JOTiHY Ta MapoJjs, L0 HaJae 3MOTy 3JamaTH BeOCalT 3a JOMOMOrOK IPOCTOTO
nigoopy aanux Bimomoro sik “Brute force” [10]. Ogaum 3 HanmiiiHUX C€MOCOO0IB
3aXUCTY, KUl MOXKE HaJaTu MepeBary, — 1€ BUKOPUCTaHHS 0€3 TOJOBHOTO MiIXO0.Y,
KU BIANOBIAAE 3a YHIBEPCATbHUN KOHTEHT (OEKEH[), 3a JOMOMOIOI0 SIKOTO MOKHA
aBTOMATU3yBaTW  pO3MOBCIOJPKEHHS KOHTEHTY Ha 1HUI  mIaThopMu,  SIKI
BUKOPHUCTOBYIOTh JIaHE «T1JIO».

Cucremu yOpaBliHHS KOHTEHTOM, IO BHUKOPUCTOBYIOTh TaKHil MIJIXIiJ,
HAJIal0Th MOXJIMBICTD JI0 O1IBII )KOPCTKOTO KOHTPOJIIO 32 JOCTYNOoM 10 camoi CMS.

He 3Baskaroun Ha Bce oOmMCaHE BHIE, HEOOXITHO OHOBIIOBATH JOHATKH,
cueHapii i incTpyMeHnTu. Yepes Te, 1110 cTapi BEpCii MOKYTh MICTUTH Y cO01 pecypcH,
K1 3aKPUBAIOTHCS 3 BUXOJOM HOBOI BEPCii, 1 3MEHIITYIOTh IIAHCH TOTO, IO CalT Oyie

3JlaMaHuM, ajie HeOOXiAHO Tam sTaTH, 110 OHOBJICHHS MOKe OyTH BUIyIIeHE 0e3
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BiJIOMa aBTOpa, 1 MOKe MicTUTH Hebe3neunuii koa. llle oqaum cmocobom HamiitHUX
3aXUCTIB € MapoJib, SKUW BIJMOBIAAE YCIM CydacHUM CTaHAapTaMm, TOOTO Mapojb Mae
MICTUTH BEIUKY JITEPY, CHEHIaTIbHUI CUMBOJI, MAJICHBKY JIITEPY, LU(PPY Ta MICTUTH
BiCIM CUMBOJIIB. 3317151 301JIbIIIEHHS! HAJIHHOCTI1, pO3TalllyBaHHSI CHUMBOJIIB MOXeE OyTH
JTOBUTBHUM. € BUMAIKU, KOJM KOPUCTYBadl HE MOXE MPHUAYMaTd HAJliHI Tapodil, y
TaKUX BUMAAKaX OUIBIIICTh CAWTIB Nal0Th KOPUCTYBAady BHITAJKOBO 3TrE€HEPOBAHHIA
1apoJib, BUKOPUCTAHHS SKOTO YHEMOXJIMBHUTH IIBUAKUH 3J1aM aKayHTY KOpHUCTyBada

Ta MJBUIIUTE PIBEHb OC3IEKHN TaHUX, SKi 30epiratoThCs Ha caiTi [3].

1.2 3aragpHa XapaKTepHCTHKA CHCTEM YIPABJIiHHSA BMICTOM

Vci CMS cucTeMH BHKOHYIOTH OaHy M Ty caMy OYHKIIO IIBHIKOTO
CTBOpPEHHs BeOcalTiB 0e3 cremianbHOTO 3HaHHA. Po3risHemMo aeski HalOUIbII
nommpeni CMS cuctemu.

1.2.1 WordPress

WordPress — 1me cuctema yIpaBJIiHHS BMICTOM 13 BIJAKPUTHM KOJIOM, IIIO
BUKOpucToBye MoBU mporpamyBanHs PHP 1 CYBJ[ MySQL, mo miarpumyroTscs
BEJIUKOI0 KUIBKICTIO XOCTUHTIB. [IpoTe 3-momixk OE3KOHMITOBHOTO BHKOPUCTAHHS
MOKHA MPUAOATH TUTaH, SIKUM Ja€ OUTbINe pi3HUX MOXIHBOCTEH. 3a3Buuaii o CMS
CUCTEMY BHKOPHUCTOBYIOTH 3aJyIsi CTBOPEHHS MPOCTUX 1 MaJEHbKUX BEOCAMTIB,
HaIpUKIad, OJ0TiB. 3a 10MOMOror BOYJAOBaHMX 1HCTPYMEHTIB BeOCAUT, Skl Oys0
ctBopeHo B WordPress MoHa NepeTBOPUTH Ha Oyb-SKHUIl 1HIIHI TUIT PECYPCIB.

OCHOBHUMU TI€peBaramy €:
e BenmnuesHa KUIBKICTh MOB;
e [IpocroTa B OCBO€EHHI;
e Benuka pi3HOMaHITHICTh IHCTPYMEHTIB MEpCOHATI3AIlIT;
e BukopucTaHHS Pi3HUX TUIATIHIB,;

e [IpocToTa B OHOBJIEHHI;



e BiakpuTi nporpamHi Koau.

OCHOBHUMH HGI[OJ'IiKaMI/I €:
e Yac 3aBaHTaXCHHSA CTOpiHOK;

e [IpoGnemu i3 cucremoro Oe3nexu [4].

Jlist po3poOHUKiB cTopiakn WordPress MaroTh BHUTIIS, 0 HaBEJACHO Ha PUC.
1.1,1.211.3.

KoHcone
Fhsowan
: Ao6po noxanosaTs &8 WordPress!
7 ! P ;
a - Ans avana Cheayoupte warv Apyrwe aeiictenn
K . B Hecrpodre swax
+ ATe CTPANING L]
2 v 70 2057y Ty @ worpie @ =
»
-,
7 Ha iy Bacrp preova
>~ 4 -~ a
o a
S By
° Ax
Hoboctu WordPress

Puc. 1.1. Iatepdeiic roioBHOT CTOPIHKH pO3pOOHUKA



A 3anucu

Q7 Meanadaiinu

W Crpanwus

Bce cTpaHuust

[lo6a8u TS HOBYIO
P Kommentapum

2 Brewnwit sun

@& Kowncons

A 3anucu

Q) Menvadaiins
W Crpanuus
Bce cTpaHuus

[lo6asuTb HoBYIO

P KommeHTapum

2 Buewnwii Bug
£ Mnaruwxs
e MMonbaosarenu

& VHCTpymeHThl

Dewcteva §  MNpumennts
3aronosok

About The Tests

0 fobasus Meanadaiin

B I # = = ¢

A633u vy

i

Hello world

— Page Image Alignment

[o6aBnTb CTPaHULY

BeegouTe 3aronosok

CTpaHuLbl Actasurs Hosyo

Bce (16) | Ony6nukosannie (16) | Kopsuna (69)

Bce parnt $  Oumrp

— Page Markup And Formatting

HacTpoiku skpana ¥ fomows ¥

Nouck cTpanmy

16 anemenToB

HacTpoitku axpana ¥ Nomous ¥
Ony6nukoBats a
Coxpanuts MNpocmorpers

§ Craryc: YepHosux Vsmenuts

Busyanswo  Texcr
® BUAUMOCTS: OTKPBITO UamenuTs

il OnyGnukosars cpasy UsMerurs

ATPUGYTHI CTPaHMUD! a

PopuTensckas

(HeT ponMTenbeKoM) B

Puc. 1.2. Iutepdeiic cTBOpEHHSI HOBO1 CTOPIHKH

@ Koxcons

A 3anucu
Q7 Menmadaitns
I Crpanuupi

P KommenTapum

2 Brewnwi Bun

Tembl
Hactpouts
Bupxerst
Mexio
3aronosok
®oH

Pepaxrop

K¢ Mnaruss

o
e [Monssosarenu

& VHcTpymeHThl
Hacrpoiiku

© CaephyTs MeHio

BuOXKETbl  Nepeiiti x ausyansHoii Hactpoiike

LocTynHble BUAXETbI

Y106bt aKTHBMPOBATL BUAXET, NEPETALMTE ro Ha BOKOBYIO KONOHKY MAK

HAXMUTE Ha Hero. YTO6b AeaKTHBHPOBATH BHAXET AN YAANHTS ero
HACTPOIKM, NEpeTaLIMTe ero 06paTHo.

RSS

3anucu n3 No60# nexTa RSS nnn
Atom,

Kanenpaps

Kanenpaps 3anucei sawero
caira.

0O6nako merox

0618K0 HACTO UCTIONb3YeMBiX
MeTOK.

MNpoussonsHoe MeHio

Llo6asbTe Ha 60KOBYI0 KONOHKY
NPOMSBONHOE MeHIO.

Ceexwue 3anucu

Cambie cBeXwe 3anucy Bawero
canra.

Crpanuus!

Cnurny eTnakuwn Ranern calira

Apxuesi

Apxus 3anucei Bawero caiTa no
Mecauam.

Mera

Cesinkw Ha sxon/seixon, RSS-
newty u WordPress.org.

Mouck

Dopma NOUCKa ANs Bawero caiita.

Py6puku

CMCOK WnM BHNARAI0LLEE MEHIO
pyBpuk.

CBexue KOMMEHTapuu

Cambie CBEXHE KOMMENTapUH
sawero caiira.

Texer

Nnouanannsni Taver unu HTMI -

Hacrpoiiku akpana ¥ Momows ¥
Bokosas KonoHka = Moa copepXumMbim 2 =
[fo6asbTe Cl0Aa BUAXETHI, KOTOPHIE BB XOTUTE Orobpaxaerca Noj COAEPXMMbIM Ha CTPAHULEX U
pasmMecTuTh B GOKOBOH KONOHKe. 3anUCAX.
Mowuck v
Csexue sanucu v
Caexue KOMMeHTapuu v
Apxusbl v
Py6puxu v
Mera v

Mop copepXxumbim 1

Orobpaxaercs NOA COAEPXUMBIM Ha CTPAHMUAX U
3aNUCAX.

Puc.1.3. InTepdeiic HamamTyBaHHs 30BHIIIHHOTO BUIY

1.2.2 Drupal

Cucremy ympaBiiHHS BMICTOM i Ha3Boto Drupal Oyino 3acHoBaHO Ha crelri

LAMP, o € Habopom mporpamMHoro 3abe3nedyeHHs 13 BIAKpUTUM KojioM [6]. Drupal

BIJIDIBHSIETHCS MOJYJBHOIO CTPYKTYpOIO, IO HaJa€ MOXKJIMBICTh 3MIHIOBATU
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30BHILIHIN BUA BEOCAWTIB, a OCHOBOIO € SpO, 10 MICTUTH y co0i PHP ckpunty,
HE0OX1/TH1 3317151 KopeKTHO1 po6oTu CMS.

OCHOBHUMHU II€pEBaramMy €:

° Mo3kIMBOCTI pOOOTH HA MPUCTPOSIX 13 PI3SHUMH KOHDITypaIisamu;
° [IpocToTa HamamryBaHHs, MoAu(IKaIlii i1 OHOBJICHHS BEO-peCypcCiB;
° Benuka noctymHiCcTh;
° Bucoxka mBuakicts poboTH;
° [TinTprMaHHS BETUKOI KIJIBKOCTI MOB;
° SEO-ontum3arms.
OcCHOBHUH HENONIK — CHUCTEMa YIPaBIiHHA BMICTOM € 3arajibHO

CIPSIMOBAHOIO, 1 116 HE HaJla€ KOPUCTYBauy MOKIIMBOCTI BUOpaTH TUIl BeOCanTIB [S].

J171st po3pOoOHUKIB CTOPIHKY MalOTh BUTJISA, 1110 HaBeAEHO Ha puc. 1.41 1.5.

E Manage W Shortcuts 1 admin

B Content (v ]
‘-h Structure o
’& Appearance
M Extend
‘K Configuration o
o Feovle — Welcome to drupal8
ol Reports V] No front page content has been created yet.
© Help Q Add content
Tools
Add content

Puc. 1.4. Intepdeiic ronoBHoi ctopinku Drupal



O Back to site E Manage * Shortcuts 1 admin

I Content R Structure €4 Appearance P§e Extend ‘\ Configuration J_l People  4lI Reports © Help

Extend

List Uninstall *

Home » Administration

Download additional contributed modules to extend your site's functionality.

Regularly review available updates to maintain a secure and current site. Always run the update script each time a module is updated. Enable the Update
Manager module to update and install modules and themes.

Filter by name or description

Enter a part of the module name or description

¥ CORE
Actions » Perform tasks on specific events triggered within the system
Activity » Enables tracking of recent content for users.
Tracker

Aggregator » Aggregates syndicated content (RS5, RDF, and Atom feeds) from external sources

Autnamatard » Pravidec an autnmatrad wav tn run rran inhe hv avarutinn tham at tha and nf a carvar recnnnca

Puc. 1.5. Intepdeiic HanamTyBaHHs 10AaTKy

Ane He3BakalOuM Ha ycCl MepeBarv, M0 HaAaloTh Il CUCTEMHU YIPaBIIHHS
KOHTEHTOM, BOHH, SIK 1 1HIIII CUCTEMH YIMPABIIHHAM BMICTOM MalOTh CBO1 HEIOJIKH.
Hanpuknan, BpaznuBicTh, 1o Oyna 3HaiaeHo y 2013 poii 1 sika oTpumana Ha3By
DRUPALGEDDON. 1lsg Bpa3znuBicTh AaBajia MOKJIMBICTh BIANPABUTH CHEL1ATbHO
crBopeHi SQL-3amuTu mpocto HampsMmy A0 0a3u JaHUX, B L€ MOIJIO IPU3BECTH A0
HecnipaBHocTel y poboti PHP ckpunty. Takox y Drupal 6yno BusiBieHo npobOiemu
13 3aXHCTOM BiJ 3arajabHOBiIOMOi BpasnuBocTi Cross-Site Scripting (XSS), mo ix
Oyno0 3HalAeHO y OJHIM 3 ocTaHHIX Bepcii. Ll Bpa3nauBICTh HajgaBajia 3MOry Yy
JMCTAHIINHO BIPOBAKYBAaTH IIKIJIMBI CKPUIITU 1 0€3 J103BOJIy BJIACHUKIB a0o
KopuctyBauiB [11].

1.2.3 Joomla

Joomla, siK 1 1HII BUIIEONUCAHI CUCTEMH YIPABIIHHS BMICTOM, pPeali3y€eThCs
3a minensiero General Public License (GPL), mo #Hamae 3Mory BUIBHO
BUKOPUCTOBYBaTH, MOAM(IKYBATH 1 PO3MOBCIOKYBAaTH PI3HE MpPOTrpaMHe
3abe3neyeHHs. Joomla Oyno Hamucano Ha MoBI mnporpamyBaHHs PHP, Bona

BukopucroBye CYB/, 30kpema MySQL, PostgreSQL a6o MS SQL.
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3a BCTAHOBJICHHSI cucTeMd Joomla KOpPUCTyBad OTPUMY€E KOMILIEKT
HEOOX1ITHMX IHCTPYMEHTIB 3aJiI1 CTBOPEHHS ITOBHOLIIHHOTO BEOCAWTy 1 3 IUIMHOM
yacy 1ied Habip 301IbIIYBAaTHMETHCS 3aBASKM IHIIAM KOPHUCTyBadam, sKi
CTBOPIOBATUMYTH CBOi IHCTPYMEHTH.

OcHOBHI TlepeBary MoJsraloTh y:
e 3pydyHOMY yIpaBJIiHHI O0JIIKOBUMH 3alTUCAMU;
e Benukii KiIbKOCTI TOTOBUX IIA0JIOHIB;
e 3pydHOoMYy iHTep(eiic;
e [[ixTpuMIll BEIUKOI KIJIbKOCTI MOB;
e CTaHaapTU30BaHOMY 1HTEpQEIcCi;

o DyHKIIOHATLHOCTI [7].

Onniero 3 mepeBar s Joomla Oyno BUSIBIEHO KUJIbKa BpPa3IMBOCTEH, SIKi
OPU3BOJAMIM JO BHUTOKY JaHHX ab0o0 HEKOpeKTHoi poOortu. OnHa 3 TakuX —
BPa3JIMBICTh CHUCTEMH YINPABIIHHAM BMICTOM SQL-1H’€KIii, yepe3 10 BHUSBIIEHI
HernepeadauyBaHi HacHiIku. Taky Bpa3nuBicTh Oyio 3HaiineHo y 2016 pori. Takox
MO’KHA 3raJaTd Mpo BPa3JIMBICTh, IO Jajla MOXIJIMBICTb CTBOPUTH AaKayHTH 3
npaBaMy aJMIHICTPATOpa, SAKUH, y CBOIO YEpry, Ha/JaBaB MOXIJIMBICTh BCTAHOBUTU
HeOe3neuHi qoxarku [12].

Jlist po3poOHUKIB cTopiHkH Joomla MarOTh BUIIISIA, IO HABEJAEHO Ha puc. 1.6,

1.711.8.
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Change language

Select Language

English (United Kingdom)

o Setup Login Data

Enter the name of your Joomla site. *

Alex Harpeq

Setup Login Data »

Puc. 1.6. Inrepdeiic cTBOpeHHS calTy

Y # Control Panel Joomlal 40.0-dev

Ol R %

Extensions
are up fo date.

’ Joomia is up
New Article Media Modules to date.

Sample Data & Logged-in Users &
¥ Blog Sample data

Super User Administration 8 2018.07-2310:56
Sample data which wil set up a blog site
If the site is multilingual, the data will be tagged to the
active backend language. Popular Articles @

No Matching Results
Recently Added Articles

No Matching Results

Puc. 1.7. Intepdeiic KOHTPOJIBHOI TAHE1
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2 3
t"’ > Media Joomlal 4.0.0-dev = A4 a
& Upload W Create New Folder % Delete &  Options 2 Help
5 images & inages - + = i
banners
headers
sampledata

banners headers sampledata joomla_black png powered_by.png

e H O ® i K #

Puc. 1.8. Intepdeiic nis BcTaBku mMeaia ¢aitnip

1.3 ITocranoBKa 3agaui

Ha ocHOBI ipoBeZIeHOT0 aHai3y MOCTABIICHO TaKi 3aBAAHHS:

1. O6paru OB1 cUCTEMHU YNPABIIHHSI KOHTEHTOM 13 BUCOKMM pIBHEM O€3MEKH 1
JOBIpM KOpUCTyBadiB. PiBeHb BIAMOBIAHOI O€3MEKHM BH3HAYAETHCS 3a KUIBKICTIO
ICHYIOUMX BpPa3JIMBOCTEH, JaH1 PO K1 3HAXOAAThCA B IHTEpHETI.

2. JIOCHIAUTA MOXKIJIMBOCTI OOpaHMX CHCTEM YIPABIIHHSA BMICTOM 1 CTBOPHUTHU
IBa BeOcaiTa Ha I11if OCHOBI.

3. Buznauntu etanu i iHCTpYMEHTH sl TOCI1HDKSHHS 3aXUIIICHHS BEOCATIB.

4. TIpoBecTu TecTyBaHHSI BEOCAMTIB 331 aHAI3Y iX 3aXHUIIEHOCTI 1 3pOOUTH

BIJIITOBITHI BUCHOBKH.
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2 CTBOPEHHS BEECAMTIB 3A JIOIIOMOTI'OIO CMS TA AHAJI3
IIJIATTHIB BE3ITEKH

3a/y11 MOAAJBILIOT0 KOPEKTHOI'O aHali3y CTBOPIOBaTUMEMO BeOCalWTH Ha

ocHOBI Takux CMS-cucrem:
- WordPress;

- Joomla.

CrBopeHHs BeOcaiity 13 gomomororo CMS-cucreM poO3NOYMHAETHCS 3
3aBaHTAXEHHS I[l€] CHUCTeMH Ha poOodl KOMIT'IOTEPH, HA SIKUX MPOXOJAUTHME
CTBOpPEHHS BeO-caiiTy, Ta BUOOPY TEMATUKH BEOCANTY, 1110 CTBOPIOETHCSI.

2.1 CTtBopenHs BebGcaiiTy 3a 1onomoro WordPress

Jliist moyatky poOOTH HEOOX1JHO BCTAaHOBUTHU Ta HajamtyBath CMS cuctemy.
ITicns  3aBanTaxkeHHs CMS cucreMu Ha JIOKajdbHI CEpBEPU  KOPHUCTYyBaul
NOTPAIUIAIOTh Ha CTOPIHKY 3 onucoM CMS cuctemu, miciisi 03HAMOMIIEHHS 3 SIKOIO
KOPHUCTYBaul MEPEXOAATh Ha HACTYNHY CTOPIHKY, A€ MPOXOAUTh KOH(ITYpyBaHHS

JIoCTymy 110 6a3 nqanux (puc. 2.1).

Huxkue Bn MaeTe sBeCTW cBOT AeTani NiAKNKYeHHA A0 0331 Jannx. AKWLO BK He BNEBHEHI, 3B AXITLCA 3i CBOIM
XOCTUHT-NPOBAAAEPOM.

Hazea 6azm ganux [L-vordpress Hazea Bazv QaHux, AKY BM XOUeTe
evkopucToeyeaTk = WordPress.

Im'a kopucTyBaya username Bawe im'A kopwcTyBaua Dazu AaHnx

I'Iaponb napone Baw napoib Bazu AaHuX.

Xoct 6azn paHux localhost B MOXeTe OTPUMATK Ui BIROMOCTI Bia CEOTO
XOCTMHI-Npoeadaepa, Rkwo localhost He
NpaLKe.

TabnuuHuii npedike u AKwo By xo4eTe MaTW 0aHy Basy AaHWX AnA

| Bianpaewti |

Puc. 2.1. HanamryBanus 3’ equanasa 3 0a3010 JaHUX
y
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Hamani HeoOXigHO BKa3aTH Ha3BYy BeOCaWTy, IM’sl TOJIOBHOIO KOPHCTyBaua, 3
9

npodinst sxoro OyAe MNPOBOAUTHUCS TMOAANbIIA POOOTa Ta EIEKTPOHY aJIpecy

(puc. 2.2).
(W)

MNackaeo Nnpocvmo 40 BIAOMOro MATUXEWAMHHONS Npouecy ecTadoeneHHA WordPress! Mpocto 2ancerite

JfMackaeo npocrmmo

IHHOoOPpMaLID HMKUS, Ta CKOPO BU BYASTE KOPUCTYBATUCE HARBIABLU POSLLUMPHIBAHOK Ta NOTY3KHOK MAaTHOPMORD
nepcoHaneHoT NySaikawii B CeITi.

HeobxigHa iHdbopmauin

Byae nacka. HagalTe HacTynHY iIHGopMauiko. By 3301 3MOXKETE 3MIHMTK Ul HAA3WTYEBaHHA NizHiwe,

Hazsa cadty [ | ]

Im"a KopucTyBaua | |

lveHa KOpWCTYBaUIE MOXYTE MICTUTH TinbKK ByKEW, Uumdpr, NpoGinnm, HWXHI AiHIT,
Aedick, Kpankw, Ta cuMEeon @.

FrndwGUuSYMDThO2%477

CvneHMWA

Mapone

Baxxnmeo: Bam Byas noTpiGerd ueld napons, wob yeidtk. Byas nacka, =Bepiradte

Foro B SezneuHonMy Micui.

Baw e-mail

Jeivi nepeeipTe cBOO e-mail aapecy Nepes THM, AK NPO40EXMTM.

BuawmicTte ana

[ ] 3anponoHyEaTH NOWYKOEWMM CMCTEMANM HE IHASKCYEATKM Wel CaiAT
NoOWYKOBMX CUMcTenm

MoWyKOBI CUCTEMI MOXYTE ITHOPYEATK Lef 2annT.

BcranoeBwmTi WordPress

Puc. 2.2. Cropinka cTBOpeHHS Ha3BH Ta MpoQiII0 aaMiHIcTpaTopa

Onpa3y miciisi CTBOPEHHS KOPUCTYBAUiB 3’ SIBIISIETHCSI CTOPIHKA, 10 MOBIIOMIISIE

mpo te, mo WordPress Oyna BctaHOBIeHA KOPEKTHO (puc. 2.3).
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Bitaemo!

WaordPress ecTadoeneHo. HaconomxyAtecs!

Inm'a kopucTyBaYa Eugen
MNapons Baw exdsarul napoae.
YBiliTH

Puc. 2.3. [loBigommneHHs mpo KopekTHEe BcTaHoBIeHHS WordPress

Hactynnuii kpok — BXia 10 OOJIKOBOIO 3alycy KOPUCTYBadiB 3 MpaBamMu

aJIMiHICTPaTOPIB.

BW BMIAWAN 3 CUCTEMIA.

I'A kopucTyeaua abo Email agpeca

|

Mapons

| @

() 3anam'ataty mene YRt

BTpaTWau cBiid napons?

+— Hazaa ao sportclothest

E‘ | YkpalHceka hd Change ]

Puc. 2.4. BikHo BXo1y y npodisib
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[Ticas BBemeHHs JaHUX OJpa3y sl BXOAY y podiii KOPUCTyBadl MEepPexXoiaTh
Ha TOJIOBHY CTOpIHKY, /1€ MOXHa JeTaipHiime HajamryBatu CMS-cuctemy y

Halkpanui croci6 (puc. 2.5).

WordPress

Build the site you've always wanted — with blocks

What's New Credits Freedoms Privacy

Maintenance and Security Releases

Version 5.9.3 addressed 19 bugs. For r

Full Site Editing is here

It puts you in control of your whole site, right in the WordPress Admin.

Puc. 2.5. T'onoBHa ctopinka WordPress

JIJist CTBOpEHHS CalTiB 13 MiIHIMAJIbHUMHU (YHKIIOHAJTBHUMHU MOXJIHUBOCTSIMU

HEO0OX1THO BCTAHOBUTHU TeMy «Astray 1 muiarin Starter templates (puc. 2.6 1 2.7).

The works of Berthe 1 I:'el lo Museum of Modern Art
Morisot, 1800s-era | omcimem | ‘
- French painter P _

o =] HelloBmentr S
;
d Hansunysannn o

Create and grow your website
fast, with Neve

Welcome

PUGRPE” . .

OceanWPp Twenty Seventeen Twenty Nineteen Neve

Puc. 2.6. Bubip temu
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Beautiful, Conversion
Optimized Templates N
- N

Starter Templates — Elementor, WordPress .

FREE TEMPLATES FOR ELEMENTOR, BEAVER BUILDER AND BLOCK
EDITOR

Puc. 2.7. BcranoBiieHHs muiaridy Starter templates

[Ticnst BcTaHOBJIEHHS IJIAriHIB HEOOXiAHO BUOpaTu builder, 3a momomororo
sKoro Oyzie CTBOPIOBAaTUCH BeO-cTOpiHKa (pHC. 2.8).

Q

Select Page Builder

Puc. 2.8. Mento Bubopy Builder y mnarini Starter templates

HactynHuM KpokoM KOpHCTyBaul 00MparoTh MakeT (puc. 2.9).
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Selected Tempiate
Plant Shop Greenstore

Logo

anytime later

Upload File Here WELCOME TO THE GREENSTORE

Suggested Dimensions: 180x60 pixels

Let’s Bring the Spring to

Don't have a logo? No problem!

Your Home
Logo Width
Baci
Waiting for localhost..

Puc. 2.9. BuGip mab6ioHiB

[Ticnss oOpanHs MakeTy OyJie MPOXOJIUTH Mpolec OyayBaHHS BeO-CTOPIHKH,
SKUN 300paxkeHo Ha puc. 2.10.

>

We are building your website...

1. Installing required theme, plugins, forms, etc 7%

Installing Required Plugins.

Puc. 2.10. IToGynoBa BeO-cTOpiHKM Ha 6a31 BUOPAHOTO MIA0IOHY

g mojanbiioi poOOTH HEOOXIIHOIO € 3MiHA AU3aiiHy 1 HAalOBHEHHS BeO-
CTOpiHKM 1100 BiH BiAMOBIJIAB BiAMOBIAHIA Temartuii. Ha puc. 2.11 300paxkeHo

TOJIOBHY CTOPIHKY BeO-CalTy.
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Premium quality Global Shipping ~ 100% Money Back
L4 5

Best value for the money Shipping arount the world I the item didn't suit you

Puc. 2.11. T'onoBHa cropinka moOya0BaHOTO BeO-CaTy

3aa11 TOKpAIEHHS 3aXHUIIEHOCTI BeOCaWTy 3acTOCOBYEThCS Iuiarid Jetpack.
[le#t mariH BUKOPUCTOBYE BIAMOBIAHHUM HaOIp IHCTPYMEHTIB, PE3€PBHE KOIIIOBAHHS

y peaTbHOMY 4aci, 3aXUCT BiJl cCllaMy 1 BiTHOBJICHHSI yCiX daHuX (puc. 2.12).

o

Safer. Faster.
More traffic.

antespa

Jetpack — WP Security, Backup, Speed, & Gr

Screenshots  Reviews

Description

Installation  FAQ ~ Changelog

The most popular WordPress plugin for just about everything.

WordPress security, performance, marketing, and design tools — Jetpack
is made by WordPress experts to make WP sites safer and faster, and

help you grow your traffic.
24/7 AUTO SITE SECURITY

We guard your site 50 you can run your site or business. Jetpack Security
provides easy-to-use, comprehensive WordPress site security including
auto real-time backups and easy restores. malware scans, and spam
protection. Essential features like brute force protection and downtime /

uptime monitoring are free.

« Back up your site automatically in real time and restore to any point
with one click. Unlimited storage for your backup. Great for

eCommerce stores especially Woo,

Manage migration to a new host. migrate theme files and plugins to
anew database, easily duplicate websites, create full database
backups. clone websites. repair broken websites by restoring older

backups or easily set up a test site by creating a duplicate of your

Version: 10.9
Author: Automattic
Last Updated: 2 weeks ago

Requires WordPress Version: 5.8 or
higher

Compatible up to: 5.9.3

Requires PHP Version: 5.6 or higher
Active Installations: 5+ Million
WordPress.org Plugin Page =

Plugin Homepage =

AVERAGE RATING

ok ok k

(based on 1,763 ratings)

REVIEWS

Read all reviews on WordPress.org or
write your own!

5 stars 1122
Astars 141
2 ctarc 2

Puc. 2.12. Cropinka mariny Jetpack
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2.2 CTBOpeHHs BeGcaliTy 3a 1onoMoror Joomla
[Ipouiec cTBopeHHst BeOcaiTiB Ha 6a31 CMS cucremu Joomla po3noynHaeThCs
3 3aBaHTAXKEHHS I[I€1 CUCTEMHU.
[Ipouiec 3aBanTaxkeHHs Joomla mpoxoauTh y Tpu eTanw, € NEPIIUM € BUOIp

Ha3BU BeOcailTy il MOBH 1HTepdeiicy (puc. 2.13).

5 Joomla Installer scomi 414

D Select Installation Language

& Setup Site Name

Setup Login Data >

Puc. 2.13. Bubip Ha3Bu BeOcalTy

Jlpyruii eTan BCTaHOBJICHHS — CTBOPEHHS OOJIIKOBOTO 3aIlMCy aJMIHICTpaTopa,

3a JIOTIOMOT'0F0 SIKOTO BUKOHYBAaTUMEThCS MOAAIBII po6oTH (puc. 2.14).

B Joormlar 28 Joomla Installer cona <14

& Login Data

Puc. 2.14. CTtBopeHHs 001IKOBOTO 3aMKCy aAMIHICTPaTOPiB
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Tperiii eTanm BCTAaHOBJIICHHS — HaJAIITyBaHHA 3 €AHAHHS 3 0a3010 JaHUX

(puc. 2.15).

25 Joomla Installer icoma«14

= Database Configuration

Install Joomla >

Puc. 2.15. HanamryBanss 3’ € 1HaHHS 3 023010 TaHUX

Onmicnst BctanoBieHHs: CMS cucteM 3’SIBUTHCSL BIKHO 3 MOB1JIOMJICHHSIM III0J10
TOTOBHOCTI JI0 pOOOTH 1 MOMIIMBICTIO TMEpPEeUTH 10 MEHI0 aaMiHicTpatopa abo

6e3nocepeHbo BebcaitTy (puc. 2.16).

¥ Joomiar 22 Joomla Installer woms 14

¥ Congratulations!

Congratulations! Your Joomla site is ready.

Install Additional Languages ¥

Directive Recommended Actual

Display Errors. o] on

Output Buffering [on ] on

Puc. 2.16. [ToBigomiieHHs 1110/10 KOPEKTHOTO BcTaHOBIEHHST CMS cuctemu
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Jlnia moyatky 6e3mocepeiHboi po3poOKH BeOcallTy HEOOX1THO MPOBECTU aHATI3
JOCTYIMTHUX Ta I[IJIbOBUX IUIAriHIB, OCKIJIBKM HE BCl IUIAariHU Ta TEMH €
OE3KOIIITOBHUMH.

Jlist cTBOpeHHS BeOcalTy iHTepHET-MarasuHiB 3a jgomomororo CMS cucrem
Joomla 3nHaiineno 1 BcranomieHo muiarid HikaShop, mabmon ET SHOES, a 3amns

MOJIIIIIIEHHS Oe3mneku BeOcanTiB BCTaHOBJIEHO Tuiarid Watchful.

2.3 Onuc nuaridiB, BAKOPHCTAHUX JIs1 po3po0dieHHs BeOcaiiTiBStarter
Templates
[Tnarinm Starter Templates HagatoTe qocTyn a0 Oimbiie ske 280 mabnoHiB i
IHIUBIyaIbHUX CTOPIHOK JUJISl PI3HUX IHCTPYMEHTIB MOOYIOBU CTOPiHOK. OKpiMm
1a0JIOHIB, Il TUIAriHU HAJAI0Th MOJKIIMBICTh 3aBaHTAKYBaTH JIEMOBEPCIIO BEOCAUTY.
[1nariHu BUKOPHUCTOBYIOTH OUIBIIE OJHOTO MIJIbAOHA JIIOJEH 3 PI3HUMHU HaBUYKAMU 1
3aBJAHHSAMHU Yepe3 Te, 110 BiH MIBUAKOMIMHUM, JIETKUW MO0 HAJAIITyBaHHS, Mae
MIKCEIbHO-17ICaTbHUNA  u3aiiH 1 OUIbIN TJIMOIIY IHTETpallil0 MO0  I1HIIUX

1HCTPYMEHTIB.
OcHoBHI (yHKIII1, 1110 X BUKOHYE TUIariH:
- moOynoBa BeOcaiTiB Ha 0a3i BUOpaHUX IIA0JIOHIB;
- MOXJIMBICTh TOBHUX PEJAryBaHb OKPEMHX OJIOKIB CTOPIHKHU;

- BEJIMKa KUIBKICTh PI3HUX 0€3KOIITOBHUX 300paxeHs [13].
WooCommerce
WooCommerce — e oaHa 3 HaHOMyJSIpHIMMX MaaTdopM i IHTEPHET-
Mara3uHy 3 BIIKPUTUM KoAOM. IlnariHu MarTh BIAKPUTHI MOYATKOBUN KO, LIO
pPOOUTH iX THYYKUM 1 O€3KOIITOBHUMHU YePe3 BETUKY KUTbKICTh PO3POOHUKIB.
[{i nyarinu JgomoMarairoTh CTBOPIOBATH OHJIAMH-MarasuHu 1 MaroTh Taki

GyHKIIT:

- MOXJIMBOCTI pO3pOOKH BITPUH HA OCHOBI 00paHOT TEMAaTHKU;
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-  MOJKJIMBOCTI BHCTaBJICHHS Ha IMpoaaXx TOBapiB, 3aBaHTAXKCHHSA 1

copTyBaHHs 1H(pOpMAITii 111010 TOBAPIB;
- Ppi3HI CIIOCOOHU PO3PaXyHKIB;

- HaJalITyBaHH mpoiecy Kymisimi [ 14].
Jetpack

Jetpack 3aGe3mnedye 3axuCT BeOCAWUTIB 13 JOIMOMOIOK KOMIUIEKCHOTO Habopy
npoctoro 3aco0y 3axucty. I[lnmariHum BriIIOYarOTh y ce0e MOMKIMBICTH CTBOPCHHS
pEe3epBHOI KOIii y peaybHOMY 4Yaci 1 3pydYHE BIJHOBIJICHHS, MOIIYK IIIKiJJTMBUX
nporpaMHuX 3a0e3nedeHb W 3axucT Bif crnamy. Kpim mux (yHKIN, TakoX MOXKHa
MOJICTIIUTH Mepexi] BeOCalTIB HAa HOBUM XOCTUHT, CTBOPUTH IyOJIKAaTH CaWTIB JJIst
TECTyBaHHs, MOXJIMBOCTI BIJIKaTy /10 CTapoi Bepcii BeOCAlTy 1 CTBOPEHHS PE3EPBHUX
KOk 0a3 JaHuX, [0 Ma€ MOXKJIUBICTh BECTH OOJIIK BHECEHHX 3MIH 1 THX, XTO
3M1HCHMB TaKl 3MiHH [15].

HikaShop

HikaShop € nie mnarinom, 1mo gonomarae CTBOPUTH IHTEpHET-Mara3uHu Ha BCIX
Bepcisx Joomla.

HikaShop Ttakoxx Mae IMMpPOKUN CHEKTP MAPKETUHIOBUX IHCTPYMEHTIB, a
TaKOX MOTYXHI1 1HCTPYMEHTHU Ui CKJIaJIaHHA CTATUCTUKH, KA BIAOOpakaeTbcsl Ha
iHdopmariiHii maHemni, MO0 TOJErmUTH KOPUCTYyBady KOPUCTYBaHHS CBOIM
IHTEpHET-Mara3uHoM. TakoXX TIled JOJaTOK HaJga€e pO3MIUPEHE YIPaBIiHHSA
MoJaTKaMHu, 30HaMH, MOBAMH Ta BaJllOTaMH I MPOJAXKIB, a TAaKOX PO3IIMPEHI
MO>KJIMBOCTI HaJallITYBaHHS BAIlIOTO IHTEpHET-Mara3uny [16].

Watchful

Watchful — 1e Habip iHCTpyMeHTIB, SKHil 3aomliajpkye OaraTo dYacy Ha
ynpasmiaHsa BeOcaditamu. Watchful mo3Bonsie aBToMatus3yBaTtw Taki 3aBAaHHS, 5K
CTBOPEHHSI PE3EPBHUX KOMIA BeO-CailTiB, CKaHyBaHHS Ha HAasBHICTh O3HAK
BTOPTHEHHSI 1 MAaCOBE OHOBJICHHS IUIariHiB. TakoX /103BOJIsIE CKaHyBaTU BeOCalT Ha

NpeIMET BHUKOPUCTAHHS HAWKpalMX METOAIB O€3MeKH, BHUKOHYBaTH TJIMOOKe
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CKaHyBaHHS i1 TOTO MO0 3HAWTHM TOTEHLINWHI 3arpo3u Oe3meli, a TaKoxX
CTBOPIOBATH 3BITH BEOCAUTY JJIsl CBOIX KIIIEHTIB.

OcHOBHMM (PYHKIIIOHAJIOM TUIATIHY €:

- HaJamTyBaHHS 1H(QOpPMAIIHHOI MaHesl JUisl TOTo, 00 OTPUMATH OTJIS

BCHOT'O CBOTO areHTCTBA;
- CTBOPEHHS 3BITY II[0JI0 TEXHIYHOTO OOCITYTOBYBaHHS CBOIX KJIIE€HTIB,;

- MOXJIMBICTh IUIOAO00BOTO aBTOMAaTUYHOTO PE3EPBHOTO KOTMIIOBaHHS, a

TaKOX IOTHXKHS a00 IOMICSIIS;
- HeoOMeXeHa HasiBHA KUIbKICTh PE3EPBHUX KOIIN;

- AaBTOMATHYHC BHABJIICHHA PC3CPBHUX 3aCTapiJII/IX KOHifI, a TaKOX

MOMIJIOK KOH(ITYpaIlii pe3epBHUX KOMii;

- TMOCTIHHE BIJICTeXKYBaHHS BeOCalTy 13 JOMOMOIOI CKaHyBaHHS

BHABJICHHA BTOPIHCHBb ITOHSA,

- OHOBJICHHS KOMEpIIIHHOTO TIUIariHy, BUKOPUCTOBYIOYM 0a3y ITaHHUX

JIIeH311 OHOBJICHHS 1 IICHTpaIi30BaHUX KIr04iB [17].
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3 METO/IUKA TA PE3YJIBTATHU JOCJILIKEHHSA

3.1 Metoau Ta 3aco0m AJ151 aHAJI3Y 3aXMILEHOCTi BeOcaiiTiB

AHami3 3aXuIeHoCTi BeOCATIB MOke OyTH peasli3oBaHUi JTBOMa METOJAMM:
PYYHUM Ta aBTOMAaTHU30BaHMM. PydHe TecTyBaHHsS NPEACTaBII€ COOOIO Take
TEeCTyBaHHs, A¢ Oe3rocepeaHI0 yJacTb Oepe JItoAuHa, TOOTO JIIoJAuHA BUOUpae, sKi
napamMeTpyu TECTyBaTH Ta SKUM YHHOM. ABTOMAaTH30BaHE TECTYBaHHS IPEICTABIISIE
co00I0 TECTYBaHHS 3 BUKOPUCTAHHSM CIICIiali30BaHUX YTWIIT. Po3risiHemMo neski 3
HUX.

Nikto2

Nikto2 me ckanep 3 BIZKpUTUM KoAoM. CKaHEp BHMKOHYE KOMIUJIEKCHE
CKaHyBaHHS BeO-CEpBEPIB, MICTUTh B COOl CIUCOK, SKUH CKJIAJAETHCA 3 OUIBII HIXK
6700 nebOesneunux (aitnip abo mporpam, nepesipse 1200 cepepiB Ha 3acTapiiie
nporpamie 3abe3nedeHHs Ta 270 cepBepiB Ha crernudiyHl BpPa3IMBOCTI, KOTPI
npuTamMaHHi Jme UM cepBepaM. Oxpim  mporo, Nikto2 Takox mepeBipse
KoH(pirypaiiitHi ¢ainum, daiinu 3 Ha3zBor «index», omii npotokoxry HTTP Ta moxe
11eHTU(IKYBaTH BCTAaHOBJIEHE MNporpaMHe 3abe3nedyeHHs Ta BeO-cepBep. CkaHep
JI03BOJISIE CKaHYBaTH BCTAHOBIICHI IUIATTHU Ta NIEPEBIpATH 1X Bepcito. L yTwmiTa He €
3acO00M IS TIAaCUBHOTO TECTYBaHHs, BOHA TECTye€ BeOCEepBep Yy IIBUIKICHOMY
pexxumi [18].

OWASP ZAP

OWASP ZAP (Zed Attack Proxy) mo’ke mpOBOOUTH aKTHMBHE 1 IAaCHBHE
CKaHyBaHHsI Bpa3iuBocTel. [lacuBHUI TECT 1€ TaKUil TECT, SIKUW MepeBipsie BeOCalT
Ha HasBHICTh BIJIOMHX Bpa3JIMBOCTEH Ta HISKMM YMHOM HE BIUIMBAa€E Ha JaHi
BeOcaiTy, 1m0 € OuThbll O€3MeYHHM CIOCOOOM CKaHyBaHHA. AKTHBHE CKaHyBaHHS
MOK€ BUKOPUCTOBYBATH PI3HOMAHITHI METOIM MPOHUKHEHHSI, BOHO MOKE 3MIHIOBATH
JIaH1 Ta BCTABIIATA HEOE3MEeYH1 CKPUNTH. TOMY aKTHUBHUM BHJIOM CKaHyBaHHS Kpare
KOPUCTYBAaTHCSl 3 METOI NEPEeBIPKM BeOCANTy, SAKUH 3alylIeHU Ha JIOKaJIbHOMY
xocti. OWASP ZAP moxe reHepyBaTH TE€CTOBI PSAIKH PI3SHUMH METOJIaMH, 10, B

CBOIO 4Yepry, JOBOJII KOPUCHO MpH TNepBiCHOMY BHsBIeH1 3arpo3u. llle opmniero
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OCOOJIMBICTIO IIHOTO IHCTPYMEHTY € T€, IO B HHOMY € MOXKIHWBICTh T€HEPYBaTH
3amuTH  O€3MOCepPeHhO IIPU  BUSBIICHI 3arpo3W, BIJNOBIAL Ha Il 3alUTH
BiTOOpa)kaeThCs y TOMY >K poOOYOMY BIKHI, IIO 3HAYHO MOKpAIIy€ IIBUIKICTD
NPUHAHATTS PIIICHHS 111010 TIeBHO1 3arpo3u [19].
Sglmap

Sqlmap BUKOPUCTOBYETBCS [l TECTyBaHHS Ha TIPOHUKHEHHS Ta Mae
BIIKPUTUH TMOYATKOBUH KOJ, IO 3a MOTPEOOI0 J103BOJISIE MOAU(DIKYBATH HOTO i
HeTpuBianpHl 3amaui. Llell 1HCTpyMEHT aBTOMAaTu3ye TMPOIEC BHIBICHHA Ta
eKCIUTyaTallii Bpa3IMBOCTEH, TAKOXK MICTUTh B cO01 6araTto pi3HOMaHITHUX (YHKIIIH
B1J1 300py BiIOUTKIB 0a3 JaHUX 32 OTPUMAHOIO BiJl HUX 1H(OpMAIIii 70 MOXKIHUBOCTI
oTpUMatu JAOCTyn 10 ¢ainoBoi cucreMu. IlinTpumye wmaiixke ycl cucTeMu
ynpasmiHaM 6a3zamu nanux (CYBJ]), moxke HampsiMy migkiaodaTucs 10 0a3 TaHHX,
aBTOMATUYHO po3Mi3Hae GopmaTy 3amm@poBaHUX JaHUX, HAsBHA MOXKJIMBICTh
CTBOpEHHs 0a3u aaHux ta iHme [20].

Nmap

Nmap 1e 0e3KOIITOBHA YTHIIITA 3 BIAKPUTUM KOJOM, IKY BUKOPUCTOBYIOTb JIJIsI
aynuTy Oe3neku Ta momyky mepex. g ytuiita BukopuctoBye Hemoaudikonani [P
MaKeTH, IO JIO3BOJISIE BU3HAYMTH, SKI XOCTH JOCTYIIHI Y MEpexi, SKI CEepBICH IIi
XOCTH MPOMNOHYIOTh, Ky OINEpaliiiHy CUCTEMY BUKOPUCTOBYIOTh, AKUH (haiiepBoi ado
G1IBTp MaKeTIB BUKOPUCTOBYETHCS HA JaHU MOMEHT. Lleil iHcTpyMeHT po3pobiieHunin
JUTSl CKaHYBAaHHS BEJIMKMX MEPEkK Ta €PEKTUBHO TMPAIOE 3 OJUHOKMMH XOCTaMu. B
JOJIaTOK A0 KJIacu4HOro (hyHkuioHamy Nmap Hajgae mpocyHyTHH iHTepdelc, THyYKy
nepeaavy JaHuX, MEepeHaAnpaBiIeHHS Ta 1HCTPYMEHTH IJisi JeOariHry, TakoXX Haaae
MO>KJIMBICTh TMOPIBHIOBATH PE3yJIbTaTU Ta IHCTPYMEHT MJisi TeHepalii Ta aHami3y
nakeTiB [21].

VegScanner

[leit iHCTpYMEHT € OE3KOIITOBHMM CKAaHEPOM Ta TECTOBOKO IIAT(GOPMOIO 3

BIIKDUTUM KOJIOM JUIsi TECTyBaHHsS Oe3neku BeOCaiTiB, Mae BOYIOBaHUU CKaHEp

BpA3JMBOCTEN ISl IIBUJKOTO TECTyBaHHs. VegScanner AONOMOXKE 3HANUTH Ta



27

niarBepauT SQL 1H’eKIii, KpOCCAaWTHHTOBUN CKPINTUHT, HE3aXUIICHY YyTJIUBY
iHpopmariito Ta iHme. OKpiM 1BOTO MOXKE 30HAYBATH HAJIAIITyBaHHS O€3MEKU
nporokony TLS/SSL 1 3anmpomoHyBaT MOKIUBI PIICHHS JIsl TIOKPAIIEHHS 3aXUCTY
cepBepa. Po3pobneHo 1eil iHCTpyMEHT Ha MOBi mporpamyBaHHs Java. Bin Mae
rpadiunuii iHTEpdelc Ta CyMICHHM 3 yciMa BIJOMHUMH OIEpalliiHUMU CHUCTEMaMH
[22].
WPScan

WPScan nie ckaHep Bpa3iIMBOCTEH, SKUI Ma€ 3aKPUTUN TOYATKOBHHA KOJ 1
pO3pOOICHUI JJII CKaHyBaHHS BeOcailTiB, cTBopeHuMX Ha 0a3i Wordpress. Ileit
IHCTPYMEHT Ma€ CBOIO 0a3y JaHUX Bpa3IUBOCTEH, ki mpucyTHi B WordPress. Ckanep
Ipaltoe 3a MPUHIUIOM «YOPHOI» CKPUHBKMA 1 IIJ Yac CKaHyBaHHS BiH IMITYe
XaKepChKi aTtaku [23].

WhatWeb

WhatWeb ctBopenuit qis inentudikaiii BeocaiiTiB. MeTor0 1IbOr0 IHCTPYMEHT
€ CKaHyBaHHsS BeOCalTiB Ta iJIeHTU(]IKaIlg TEXHOJOTH, K1 OyJid BUKOPUCTAHI MPHU
CTBOPEHHI pecypcy, a Takok CMS cucremy, SKIIO Taka BUKOPHUCTOBYBAJIACH.
WhatWeb mae 6inb1ie 1700 QyHKITIOHYIOUMX TIJIariHIB, KOXKEH 3 SIKUX BUKOHYE CBOIO
3amauy. lleit 3aci6 nmependayae MOKIUBICTh PETYIIOBAHHS PIBHS arpeCUBHOCTI, SIKUN
BUKOPHUCTOBYETHCA Yy BUMAAKAX KOJU 3 TMEPIIOTO pa3y HE BIAIOCS OTPUMATH YCIO
HeoOX1mHy iH(opmariito. binbiicTsh MariHiB, MO BUKOPUCTOBYIOTHCS, €
(dbyHIaMEHTAIBHUMH Ta Y CBOill poOOTI BpaxOBYIOTh BEUKY KUIbKICTh P3HOMAHITHUX
nanux. Jleski BeOCalTH BHAANAIOTH TEer <meta>, 3a SKUM MOKHA BH3HAYUTH
Bukopuctany CMS cucremy, Tomy WhatWeb mpu TectyBanHi BUKOpPUCTOBYE 15

PI3HOMaHITHHUX TECTIB [24].

3.2 Opran3zauisi J0CTiTKeHHSA

TectyBanHsi Ge3neku 1€ METOJA OLIHKM O€3MeKH CHCTEeMHU YU MEpexi, M0
nepeBipsie Ta MIATBEPIKYE €PEKTUBHICTH CUCTEMHU KOHTPOJIIO O€3MEeKU PECYpCIB.
TecryBanHsi BeOcaWTIB 30cepe/keHe Ha OUIHLI Oe3neku BeOcalTiB. [Ipouec

TECTYBaHHS BKJIFOYA€ aKTUBHUU aHali3 BeOcailTy Ha BpasnuBocTi. [Hdopmaliis npo
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OyAb-Ky Bpas3luBICTh, 110 BUSBJIEHA i Yac TECTYBaHHS, JOBOAMTHCA N0 BiaoMa
BJIaCHUMKA BeOCaiTiB, pa3oM 3 TOSICHEHHSIM TOr0, fK CaMe BpAa3JIMBICTh MOXKE
BIUTMBATH Ha O€3MeKy Ta MUISIXU BUPIMIEHHS Ii€T TpoOIeMu.

J171s1 MOBHOIIIHHOT'O PO3yMiHHSI HEOOX1THOCTI TECTYBaHHS MOTPIOHO YTOUHHTH,
0 Take BpAa3NIMBICTh, HeOE3Meka Ta TeCT. Bpa3nuBicTh 1ie HEJOJIK JU3ailHy
CUCTEMHU, SIKUHA MOKe OyTH BUKOPUCTAHWUU ISl MPOHUKHEHHS JI0 MIPOTPAMHOTO KOIY
BeOcaiiTiB. HeOesmeky s BeOcaiTy mpencTaBise yce, MO IMAAAE CUCTEMY
Hebe3melll, Y4 TO 30BHIIIHI aTakd, YA TO BHYTPILIHSA HeAOamicTh po3poOHuKiB. Ilin
TECTOM PO3YMIIOTh Ji0, SKa CIPsSMOBaHa Ha MEPEBIPKY CUCTEMHU Oe3MmeKu BeOCalTiB
Ha BPa3JUBICTh Ta BIJIMOBIIHICTh BUMOTaM O€3IEKH.

JI1st mpoBeAeHHS JOCHIKEHHS 3aXUIIEHOCTI CTBOPEHUX BEOCAMNTIB SIK OCHOBY
BukopucTaeMo Metoaosiorito OWASP Web Security Testing Guide (OWASP WSTG
- v4.2) [25]. Metomomnoris OWASP 06a3yeTbest Ha Miaxoi «40pHOT CKpUHBKW». CyTh
MiAXO0AYy «4YOpHA CKPUHBKA» MOJATAE Y TOM, IO TECTYBaJbHUK BOJIOJIE TIEBHOIO
MIHIMAJIBHOIO KUTBKICTIO 1H(GOpMAIIii PO CUCTEMY, IO TECTYETHCS.

3rinno  metomoisiorii OWASP Web Security Testing Guide TecTyBaHHS
MOJUIAIOTH Ha JIBa BUJIM: MTACHBHE Ta aKTUBHE.

[lacuBHe TecTyBaHHA TOJISITA€E y TOMY, IO TECTYBJIbHUK HAMara€ThCs
3pO3YMITH JIOTIKYy MOOYyAOBU BEOCAMTIB Ta MOCHIAXKY€E BeOCATH, SIK KOPUCTyBad.
Takox TeCTyBaJIbHUK MOXE BUKOPUCTOBYBATH PI3HOMAHITHI IHCTPYMEHTHU JIJIsl 300py
iH(popmarii. Hanpuknan, HTTP npokci MokHa BUKOPUCTATH 3 METOO OIJISIAY YCIX
3aMMTIB Ta BIANOBIAEH Ha HUX. [10 3aBepuIeHH!O 1i€l cTali TEeCTYBaJbHUK MOBHUHEH
3HATH YC1 TOYKH JIOCTYITY Ta YBECh (DYHKI[IOHAT CUCTEMH.

AKTHBHE TECTyBaHHS MOAUISIETbCS Ha 12 KaTeropiil, KO>KHa 3 SIKMX Ma€ CBOIO
METy Ta CIoci0 peanizarii.

[lin wac akTuBHOrO TectyBaHHs 3a Meromonorieclo OWASP Web Security

Testing Guide nepenbavaroThbes Taki €TaNyU MEPEBIPKH:

- 30upaHHs 1HpOpMAIlii;
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- KoH(irypariis i po3ropHeHHs TeCTY MEHEPKMEHTY;
- TECTYBaHHS yNPaBIiHHSA 1AeHTU(DIKAIIETO;

- TECTyBaHHS ayTeHTHdIKaIIIT,

- TECTyBaHHA aBTOpHU3allii;

- TECTYyBaHHS CECiii MEHEIKMEHTY;

- TECTYBaHHS MEPEBIPKU BBEIACHHS,

- 00poOKa MOMUJIOK;

- KpunTorpadis;

- TeCTyBaHHS O3HEC-JIOTIKH;

- TECTYBaHHS Ha CTOPOHI KIIIE€HTA;

- TtectyBaHHsa APL
Xoua 3a mertononoriecto OWASP WSTG nependavaerbcst nepeBipka y 12
€TaIliB, KOKEH 3 SKUX MICTUTH IlI€ ¥ mifeTanu, JUisl aHald3y 3aXUIIEHOCTI BEOCAMTIB,

CTBOpeHHUX 3a qonomororo CMS cuctem, 00paHo came Taki eTaru:

301p iHdopMmaIrii nmpo BeOcanTuu;

tectyBaHHs MeTo1iB HTTP;

TECTyBaHHS Ha MOXKJIMBICTh BBEJICHHSI CTOPOHHIX CKPHUIITIB;

tTecTyBaHHA Ha SQL 1H’ekii.

Po3rigHeMo geTanpHIIIE KOXKEH 3 €TAIIIB.

1. 36ip indopmarrii mpo BeOCanTu.

VY xoxnoro BebOcaiity € HTML 3aronoBku, cookies Ta cTpyKTypa AUPEKTOPIH.
VYei 1mi yacTMHM BeOCaWTIB  JomomararoTh iAeHTU(IKyBaTH, IO came OyJio
BUKOPUCTAHO Tpu po3poOsieHHi BeOcaitiB. bimpmicte CMS cuctem wmaroth

CrieliaJibHI MapKepH, SIKl JOoroMararoTh BIJIPI3HUTH iX BijJ 1HIIMX. [le B oCHOBHOMY
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Te, 0 aBTOMAaTU30BaHl 1HCTPYMEHTHU 3A1MCHIOIOTh: IIYKAIOTh 111 MapKepu, a MOTIM

MOPIBHIOIOTH 3 Oa3aMu JaHUX.

3BUYANHO 111 MAPKEPH PO3TAIIOBYIOTHCS Y TAKUX MICLAX:

3arojioBku HTTP;

cookies;

Buxigauii HTML kon;
crienudiuHi (aim Ta manku;
po31IMpeHHs GaiiB;

HOBiI[OMHGHHSI IIpO IIOMUIJIKH.

OcHoBHUM crioco0oM ineHTu(ikailii € nepesipka mojs X-Powered-By B HTTP

3arojoBkax. [HmmM HamiifHUM criocoboM € riepeBipka Cookies.

2.

TectyBanns meroniB HTTP npononye Habip MeromiB, siKi 3BUYAtHO

BUKOPUCTOBYIOThCS TIpH poboTi BeOcaiTiB. Camumu Bigomumu HTTP meromamu €

Meronu POST ta GET, 3a nomoMorow SKMX HaJaeTbCs OCTYN A0 1HQOpMalii

BeOcepBepiB. AJie OKpiM HHUX ICHYIOTH 1HII BIJOMI METOJH, 32 JOIOMOTOIO SIKUX,

3JIOBMUCHUK MO>K€ OTPUMATH JOCTYII 10 1H(pOopMaAIIii.

ITepenik icaytounx HTTP meTomis:

GET;
POST;
HEAD;
PUT;
DELETE;
CONNECT,
OPTIONS,;

TRACE.
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He3Bakatoun Ha Taky BeNIMKY KUIBKICTh PI3HUX METOIB, y BeOCaMTiB.
3azguuaii  BukopuctoBytorh Metonu POST Ta GET, ski oTpumyroTh naHi
kopuctyBaua 3 psaka URL, mo BBoasThCs kopuctyBaueMm. CTaHIAapTHI MOCUIAHHSA,
gk 1 ¢opmu, Bu3HadyeHi Oe3 iHimiamii merony GET. JavaScrips ta AJAX 3anutu
MOXXYTh HAJCHJIATH 1HII METOIH, aje 3BUYalHO LIbOro HE pobiyaATh. Yepes Te, 10
1HIIII METOJM BUKOPUCTOBYIOTHCS HE y>K€ 4acTO, OUIBIIICTh PO3POOHUKIB HE OEpyTh
JI0 yBaru Te, sik BeOCalT B3a€EMOJII€ 3 TUMU METOIAMH.

3. TectyBaHHS Ha MOXJIMBICTh BBEICHHS CTOPOHHIX CKPHUITIB.

KpoccaiitoBuit ckpuntuar abo XSS Bpa3nuBicTh 1€ TaKUi BUJ BPa3IHBOCTI B
IHTEpaKTUBHUX YacTHMHAX BEOCAWTIB, KOJM ICHYE MOKJIUBICTh BBEJCHHS CTOPOHHIX
cKpunTiB. XSS Bpa3auBOCTI BUHUKAIOTh Y CUTYallIsIX, KOJIM y 3T€HEPOBAHY CEPBEPOM
CTOpPIHKY MOTPAIUISIOTh KOPUCTYBallbKi CKpuITU. BimoOpaxeni XSS sk oauH 3
P3HOBHIIB KPOCCAUTOBOTO CKPUNTHUHTY 3 SIBISIIOTHCS KOJM 3JIOBMUCHHUK BBOJMTH
BUKOHYBaHMI KoJl B Opay3ep B ogHomy HTTP 3anurti. [Ipote kox, sKuil BBEIEHO HE
30epiraeTbcsi BcepeAMHI BeOCaWTIB, 1 MNpU TEpe3aBaHTAKEHHI CTOPIHKH BCE
MOBEPHETHCS IO TOYATKOBOTO CTaHy. ATaKylOUWW PAJOK BXOIUTH IO CTBOPEHOTO
URL psanka abo HTTP mapametpa, siki HEKOPEKTHO OOpOOISIOTHCS BeOcaTamu.
BinoOpaxeni XSS 1e oauH 3 HaMOIBII BUKOPUCTOBYBaHMX BUIIB XSS artak. Taki
aTaky IIE€ BIJIOMI, K HENOCTIHHI, OCKIJbKM HAaBaHTA)KCHHS aTAKHW ITOCTAYa€ThCSA Ta
BUKOHYETHCS 3a JOIMOMOTOI0 OJHOTO 3alUTy Ta BIAMOBIAI, iX IIe MOXXHA MOOAYUTH
i/ Ha3BOKO aTaKH MEPIIOTO MOPSAKY.

Konu BeOcallT BpaznuBuid O TaKOTO THUITY aTak, BIH MPOMYCKAE HEMEpEeBIpEHi
BXIJIHI JlaHi. 3BHYaHUM CIIGHApIEM € HaJaHHS KopuctyBauy 3MiHeHoro URL
MOCWJIAaHHS Ta MEPEKOHAHHS KOPHUCTYyBauya y JETITUMHOCTI IbOro nocuianus. [licms
nepexoay 3a HaJAaHUM TIOCWJIAHHS HEOE3MEYHMM CKPUNT T[OYWHAE MISTH 3
BUKOPUCTAaHHAM Opay3epa KOpUCTyBaya.

OpHi€ro 3 TOJIOBHUX YAaCTUH NPOTUAIT XSS ckpunram € npaBUibHE KOAYBaHHS

CUMBOJIB. Y Jeskux BUNaAKax BeOcepBep abo BeOcaT HE MOXYTh (PUIBTpyBaTH
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Jesiki KOAYBaHHSA, HamNpuKIaj, BeOcallT Moxke BiaduIbTpyBaTu <script>, ane He
3Moxke BiihuibTpyBaTH Yo3cscript%3.
4. TectyBannsa Ha SQL iH’ekuii.

TectryBanust Ha SQL in’exii mepeBipse Yu MOKJIMBO BIPOBAIKYBATH JaHI Y
BeOCallT Tak, 00 3aMUT BUKOHYBABCA Ha CTOPOHI Kii€HTa. Biana excrutyaTaris miei
BPa3JIMBOCTI JO3BOJISIE HEABTOPU30BAHOMY KOPUCTYBaua MaHIMyIIOBaTH JAHUMHU.

Ataka 3a nmomomMororo SQL i1H’eKIiii BUKOHYETHCS 3a JIOTIOMOTOIO 1H €KINT
KOMaH/M B MATOTOBJICHOMY 3amluTi. B OCHOBHOMY TaKi Bpa3JlMBOCTI MOXKJIMBI Yepes
HasBHICTh TOMWJIOK y HamucaHiii po3pobHukoM SQL komaHau, sika mpuiiMae JaHi
BiJ KopuctyBada. Hampukian, select title, text from news where id=$id, ae 3MiHHa
$id, sxka sBise coOOrO JaHi, BBEJCHI KOPUCTyBadyeM, a IHIIA YacTUHA 3aIlUTy
HarnucaHa po3pOOHUKOM Ta HE 3MIHIOEThCS, 1110 POOUTH 3aMUT TUHAMIYHUM.

VYemmua SQL  iH’ekmiss noTpeOye CTBOPEHHS TaKOr0 CHHTAaKCHYHO
NPaBUIBHOTO 3aIUTy, 110 BEOCAUT HE MOMITUTh BTPYYaHHSA 1 BUKOHA€ HANMCAHUU
3anuT. SIKIo BeOCAalT MoBepTaEe MOBIAOMIIEHHS PO HEMPABUIBHUMN 3aMUT, LIE MOXKE
JOTIOMOITH 3JIOBMUCHUKY MEpEeNucaTd 3amuT, Tak, o0 Horo He MoXHa OyJo

BUABUTH.

3.3 Pe3yabTaTn npoBeeHOro A0CiIKeHHA

JIns ekcnepuMeHTaabHOI YaCTUHM OyJio MpOaHajd30BaHO JiBa BeOCaWTH, IO
oyno ctBopeHo Ha CMS cucremax Joomla ta WordPress. [lman mocmimxeHHs
KOKHOTO 3 BeOCallTiB mependayaB aHaid3 pecypcy 0e3 BUKOPUCTAHHS 3aXHUCHOTO
IUIariHy Ta 3 BUKOPHUCTaHHSAM BiANOBiAHOro muiariny. as koxknoi CMS cucremu
00paHO HAWMOMYJIAPHILIl Ta OE3KOIITOBHI TUIArIHA OE3MEKH.

AHaJI3 3aXHUIIEHOCTI po3p00JIeHNX BEOCANTIB CKIAAETHCS 3 YOTUPHOX YACTHH.
[To-nepme, HeoOxigHO 310path iH(pOpMaLi MpPo BeOCAT, Ha SIKOMY cepBepl
po3TalloBaHa, SIKi TEXHOJIOT1i BUKOPUCTOBYBAJIUCS TOIIO. J{Jis pean3ariii miel 3amayl

Oyne BukopuctoByBaTucs iHcTpymeHT WhatWeb. lleit iHCTpyMeHT Mae Tpu piBHI
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arpecUBHOCTI, ane s 300py iHQopmarii 1moa0 BeOCalTy, SKUM TeCTYEThCS
JOCTATHRO TEPIIIOTO PiBHSL.

Jlns Toro, moO mouatu 30ip iHGopmalli HEOOXiTHO BBECTH Y KOHCOJb
koMany whatweb [ommii] <URL>. Ilepmum Oyiio mpoBeneHo 30ip iHdopmarllii mpo
BeOcaiiT Ha 6a31 CMS cuctemun WordPress 3 neaktuBoBanuMm marinom (puc. 3.1 -
3.2).

[Ticass oTpumaHHS pe3yabTaTiB aHai3ly 3 JEaKTUBOBAHUM IUIAriHOM Oyio
npoBeneHo 30ip iHpopmarii mpo BebcalT Ha 6a3i CMS cucremun WordPress 3

aKTUBOBAHUM IUIariHoM (puc. 3.3 — 3.4).

— http://localhost/wordpress/wordpress/
WhatWeb report for
Status : 200 0K
Title lothes &#8211; Ho-Ho Ha-Ha
Ip : <Unknown>
Country

Summary : Apache[2.4.53], HTML5, HTTPServer[ 1L 1, JQuery[3.6.0
], MetaGenerator[WooCommerce 6.5.1,WordPress 6.0], PoweredBy[SportClothes], Script[text/javascrip
t], UncommonHeaders[link], WordPress[6.0]

Detected Plugins:

[ Apache ]
The Apache HTTP Server Project is an effort to develop and
maintain an open-source HTTP server for modern operating
systems including UNIX and Windows NT. The goal of this
project is to provide a secure, efficient and extensible
server that provides HTTP services in sync with the current
HTTP standards.

Version : 2.4.53 (from HTTP Server Header)
Google Dorks: (3)
Website : http://httpd.apache.org/

[ HTMLS ]
HTML version 5, detected by the doctype declaration

[ HTTPServer ]
HTTP server header string. This plugin also attempts to
identify the operating system from the server header.

0s :
String : (from server string)

[ Jquery ]
A fast, concise, JavaScript that simplifies how to traverse
HTML documents, handle events, perform animations, and add
AJAX.

Version 53 0
Website ¢ //jquery.com/

[ MetaGenerator ]
This plugin identifies meta generator tags and extracts its
value.

String
[ PoweredBy ]

This plugin identifies instances of 'Powered by x' text and
attempts to extract the value for x.

Puc. 3.1. Ilepuia yactuna 360py iHpopMallii npo BeOcailT 0e3 aKTHBOBAHOTO

3axucHoro rariny Ha 6a3i CMS cuctemun WordPress



[ Script ]
This plugin
returns the

String
[ UncommonHeaders ]

Uncommon HTTP se
standard he s t 5 t common ones.

[ WordPress ]
WordPress is an open

HTTP

rdpress/w
rdpress/wordpress/ind

ion/json”
rdpress/wordpres

harset=UTF-8

Puc. 3.2. JIpyra yactuna 300py iH(popmariii npo BeOcaiT 6€3 akTUBOBAHOTO

3aXMCHOTO TUariny Ha 6a31 CMS cuctemu WordPress

34
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http://localhost/wordpress/wordpress/
WhatWeb report for
Status : 200 OK
Title : SportcCl s §#8211; Ho-Ho Ha-Ha
ip : <Unknow
Country

Summary : Apache[2.4.53], HTMLS5, HTTPServer|[ 1L ], JQuery[3.6.0
], MetaGenerator[WooCommerce 6.5.1,WordPress 6.0], PoweredBy[SportClothes], Script[text/javascrip
t], UncommonHeaders[link], WordPress[6.0]

Detected Plugins:

[ Apache ]
The Apache HTTP Server Project is an effort to develop and
maintain an open-source HTTP server for modern operating
systems including UNIX and Windows NT. The goal of this
project is to provide a secure, efficient and extensible
server that provides HTTP services in sync with the current
HTTP standards.

Version 2.4.53 (from HTTP Server Header)
Google Dorks: (3)
Website : http://httpd.apache.org/

HTMLS ]
HTML version 5, detected by the doctype declaration

HTTPServer ]
HTTP server header string. This plugin also attempts to
identify the operating system from the server header.

0s g
String 4 (from server string)

JQuery ]
A fast, concise, JavaScript that simplifies how to traverse
HTML documents, handle events, perform animations, and add
AJAX.

Version : 3.6.0
Website : http://jquery.com/

MetaGenerator ]
This plugin identifies meta generator tags and extracts its
value.

String
PoweredBy ]

This plugin identifies instances of 'Powered by x' text and
attempts to extract the value for x.

Puc. 3.3. [lepmia yactuna 360py iHbopMaIlii mpo BeOCaNT 3 aKTUBOBAHUM 3aXHUCHUM

rarinoM Ha 6a31 CMS cucremu WordPress

3a pesynbratamu 300py iH@opmariii npo BeOcailt Ha 6a3i CMS cucremu
WordPress gk 3 BHUKOPUCTaHHSIM 3aXMCHOTO IUIAriHy, Tak 1 0e3 Hboro, Oyio
BHU3HAYEHO, 110 3aXMCHHUM NTOAATOK HE BIUIMBAE HA Pe3yJibTaTd 310paHoi 1H(opmalii
po BeOCaNT.

[Ticnsa 300py 1H(oOpmanii npo Bebdcait, sikuid OyB cTBOpeHHil Ha 0a3i CMS
cuctemu WordPress, HeoOXi11HO mpoBecTH 301p 1H(dOpMalli nmpo BeOcalT, sskuii OyB
ctBopeHuii Ha 0a3zi CMS cucremu Joomla, 3a Ti€0 & CXEMOIO SIK 1 MOMEPEIHIN.

PesynpTaTn 300py iHpopMalii 6€3 3aXMCHOro IUIariny HaBeaeHi Ha puc. 3.5, 3.6 1

3.7.
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[ Script ]
This plugin detects instances of script HTML elements and
returns the script language/type.

String

[ UncommonHeaders ]
Uncommon HTTP server headers. The blacklist includes all
the standard headers and many non standard but common ones.
Interesting but fairly common headers should have their own
plugins, eg. x-powered-by, server and x-aspnet-version.
Info about headers can be found at www.http-stats.com

String 2 (from headers)

[ WordPress ]

WordPress is an opensource blogging system commonly used as
a CMs.

Version : 6.0

Aggressive function available (check plugin file or details).
Google Dorks: (1)

Website : http://wm .wordpress.org/

HTTP Headers:
HTTP/1.1 200 OK
Date: Mon, 06 Jun 2022 17:00:02 GMT
Server: Apache/2.4.53 (Debian)
Link: <http://localhost/wordpress/wordpress/index.php?rest_route=/>; rel="https://api.w.o
rg/"
Link: <http://localhost/wordpress/wordpress/index.php?rest_route=/wp/v2/pages/1305>; rel=
"alternate”; type="application/json"
Link: 2 ocalhost/wordpress/wordpress />; rel=shortlink
Vary: Accept-Encoding
Content-Encodin
Content-Leng
Connection
Content-Type: text/html; charset=UTF-8

Puc. 3.4. Jlpyra yactuna 300py iHhopmarlii npo BeOCaiT 3 aKTUBOBAHUM 3aXHUCHUM

mrarigoM Ha 0a31 CMS cucremu WordPress

, Meta-Author[
. UncosmonHeaders|

Bootstrap ]

[ WTTPServer

Hetponly )

Puc. 3.5. Tlepma yactuna 360py iHpopMallii mpo BeOcaT 6€3 akTHBOBAHOTO

3aXHMCHOTO Tuiariny Ha 6a31 CMS cuctemu Joomla
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Meta-Author ]
This plugin retrieves the author name from the meta name
- in

vebmarketingnow.com/tips/meta-tag c red.html

#author
String
MetaGenerator |

This plugin identifies meta generator

String

String

Script ]
This plugin de
returns the

String

UncommonHeaders ]

WordPress |
WordPress is an opensource blogging

X-Frame-Options ]|
This plugin
HTTP
http

Puc. 3.6. JIpyra yactuna 300py iHpopmariii npo BedcaiT 6€3 akTUBOBAHOT'O

3aXHUCHOTO Iariny Ha 6a31 CMS cuctemu Joomla

qrilpan586501i io; pa /; HttpOnly

Jun
no-store, no-

Puc. 3.7. Tpers uactuna 300py iHdopmariii mpo BeOcallT 6€3 aKTUBOBAHOTO
3aXHMCHOTO Tu1ariny Ha 6a31 CMS cuctemu Joomla
PesynbraTu 300py iH(hOpMaIllii 3 aKTUBHUM 3aXMCHHUM IJIAriHOM 300pa)K€HO Ha

puc. 3.8,3.9.13.10.



ocalhost/Joomla/

<Unknown>
Country

Summary : Apache[2.4 , Bootstrap, Cookies[e31daa51b@78f1b19549e
er[ 1L 1, HttpOnly[ aa51b@
a-Author[yevhen], HetaEeneratnr[Ha1 i Ho;f Popu].‘
penSearch[http

1, HTML5, HTTPServ
'“'], JQUery, Met

a dule], UncommonHeaders[1a+arr 1—pclluy,u10
], WordPress, X-Frame-Options[SAMEORIGIN]

S-0r cpene:—polluy

Detected Pl
[ Apache ]
The Apache HTTP Project is an effort to develop and
maintain an open-source HTTP server for modern operating
ns includi ind Windows NT. The goal of this
i ide a secure, efficient and ensible
es in sync with the current

(from HTTP Server Header)
httpd.apache.org/

Bootstrap ]
Bootstrap is an open source toolkit for developing with

tstrap.com/

Cookies ]
Display the names of cookies in the HTTP headers. The
values are not returned to save on space.

String

1

HTML version 5, detecte v e doctype declaration
HTTPServer ]

HTTP se¢ r header string. This plugin also 4ff=mp+: to
identif e ting system from the se

(from server string)

HttpoOnly ]
If the HttpOnly flag is included in the HTTP set-cookie
response header and the browser supports it then the c

Puc. 3.8. Ilepiia yactuna 300py iHpopmariiii mpo BeOCalT 3 aKTUBOBAaHUM 3aXHCHUM

ruiarinoM Ha 6a3z1t CMS cucremu Joomla

38
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[ JQuery ]
A fast, concise, ] ript that simplifies
HTML documents, handl nts, perform anima

jquery.com/

[ Meta-Author ]
This plugin retrieves the author name from the meta name
;—in
ebmarketingnow.com/tips/meta-tags-uncovered.html

ing
[ MetaGenerator ]
This plu

value.

String

[ OpenSearch ]
This plugin identifies open search and extracts
i ection of simple formats for

[ Script ]
This plugi : i of script HTML elements and
e i ype.

[ UncommonHeaders ]
Uncommon HTTP server headers.
the standard he
Inte ing common

_bvr =]

(from headers)
[ WordPress ]
WordPress is an opensource blogging system commonly used as
function available (check plugin file or details).

rdpress.org/

Puc. 3.9. [Ipyra yactuna 300py iHpopmariiii mpo BeOCalT 3 aKTHBOBAaHUM 3aXHCHUM

ruiarinoM Ha 6a3z1 CMS cucremu Joomla
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[ X-Frame-Options ]
This plugin retrieves the X-Frame-Options value from the
HTTP header. - More Info:
http://msdn.microsoft.com/en-us/library/cc288472%28VS.85%29.
aspx

String

HTTP Headers:
HTTP/1.1 200 OK
Date: Mon, ©6 Jun 2022 21:11:17 GMT
Server: Apache/2.4.53 (Debian)
Set-Cookie: e31daa51b078f1b19549e76742823674=ctgtr6blfgmeht2m3ueecgriqu; path=/; HttpOnly

x-frame-options: SAMEORIGIN

referrer-policy: strict-origin-when-cross-origin
cross-origin-opener-policy: same-origin

Expires: Wed, 17 Aug 2005 00:00:00 GMT
Last-Modified: Mon, 06 Jun 2022 21:11:17 GMT
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Vary: Accept-Encoding

Content-Encoding: gzip

Content-Length: 5377

Connection: close

Content-Type: text/html; charset=utf-8

Puc. 3.10. Tpets yactuna 300py iH(popMallii mpo BeOCANT 3 aKTUBOBAaHUM 3aXUCHUM
riarinoM Ha 6a31 CMS cuctemu Joomla

Pesynbrar 300py iH(opmarii momo BeOcalTy, cTBopeHoro Ha 6a3t CMS
cucteMr Joomla, 3 aKTMBOBAaHHMM 3aXWCHHM INIAariHOM Ta 0€3 HBHOTI'O JIO3BOJISIE
KOHCTaTyBaTH BIJCYTHICTh BiAMIHHOCTEH. ToMy MOKHa 3pOOUTH BHCHOBOK, IO
BCTAHOBJICHUH 3aXMCHUI IUIArIH HISIKUM YMHOM HE NEpEeLIKokae 300py 1H(popmanii
po BeOCaNT.

Hanami neoOxigno mpoBectu anan3 aoctynmaux HTTP meroxais. s anamsy
3aCTOCOBYEMO 1HCTpyMEHT Nmap 3 BHKOpHUCTaHHSIM ckpunrta http-methods. Ilpu
HepeBipIli BUKOPUCTAEMO TaKy Komanay nmap -A -T4 --script http-methods --script-
args http-methods.url-path="isix 1m0 BeOcaiity' localhost, B skiii Bka3aHO Ha3BY
1HCTPYMEHTY, OISl BAKOPUCTAHHS CKPUITA Ta LUILOBUN peECypC.

[lepmum mpoanan3yemo BebOcailT, cTtBopeHuid Ha 0a3zi CMS cucremu
WordPress. Pe3ynbTaTu TecTyBaHHs HaBeaeHO Ha puc. 3.11.

PesynpraT aman3y BeOcaiiTy, cTtBopeHoro Ha 6a31 CMS cucremu Joomla,
HaBEJICHO Ha puc. 3.12.

3a pesynbraramu aHan3y poctynHux HTTP merosiB BeOcailTiB, CTBOpEHUX Ha
0a3i CMS cucrem WordPress Tta Joomla, 3 akTUBHUM 3aXWMCHUM IIJIariHOM Ta 0e3
HbOT'O MOXHa MPUITH A0 BUCHOBKY, IO IJariH He BIUIMBaEe Ha aoctynHicte HTTP

METO/I1B TIO BIIHOIIEHHIO IO B€OCANTIB, 110 PO3TOPHYTI HA JIOKATLHOMY CEpPBEpI.
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t http-methods t http-methods.url-path="http://localhost/wordpress/wordpress/' localhost

Starting Nmap 7.92 ( https://nmap.org ) at 2022-06-06 17:31 EDT

Nmap scan report for localhost (127.0.0.1)

Host is up (0.000060s latency).

Other addresses for localhost (not scanned): :1

Not shown: 998 closed tcp ports (conn-refused)

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.53 ((Debian))
| http-methods:

| Supported Methods: GET HEAD POST OPTIONS

|_ Path tested: http://localhost/wordpress/wordpress/
| _http-server-header: Apache/2.4.53 (Debian)

3306/tcp open mysql MySQL 8.0.29

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 7.63 seconds

Puc. 3.11. Anam3 noctymanx HTTP meroxis aiis BeOcaiity, ctBopeHoro Ha 6a31 CMS

cucremu WordPress 3 akTHBHUM 3aXHUCHUM IUIAriHOM

[~

t http-methods ript- http-methods.url-path="http://localhost/Joomla localhost

Starting Nmap 7.92 ( https://nmap.org ) at 2022-06-06 17:33 EDT
Nmap scan report for localhost (127.0.0.1)

Host is up (0.000060s latency).

Other addresses for localhost (not scanned): ::1

Not shown: 998 closed tcp ports (conn-refused)

PORT STATE SERVICE VERSION

80/tcp open http Apache httpd 2.4.53 ((Debian))
| http-methods:

|_ Path tested: http://localhost/Joomla/

| _http-server-header: Apache/2.4.53 (Debian)

3306/tcp open mysql MySQL 8.0.29

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 6.51 seconds

Puc. 3.12. Anan3 ngocrynaux HTTP meroxiB nis BebcaiiTy, ctBopeHoro Ha 6a31 CMS
cucteMu Joomla 3 aKTUBHUM 3aXMCHUM IJIarIHOM

PesynbraTu anan3y mocrynuux HTTP MetoniB 30iratoTbest s BeOCaiTIB, sKi
cTBOpeHi Ha p3anx CMS cucrtemax, uepes Te, 10 11l BeOCaWTH PO3TOPHYTI HAa OJTHOMY
JIOKaJIbHOMY CEPBEPI.

Hactynaum etanom Oy/e TecTyBaHHS Ha BIPOBA/KEHHSI CTOPOHHIX CKPHIITIB,
K€ BUKOHY€ThCA 3a JonoMororo iHctpymenTa OWASP ZAP, koTpuil MicTuTh B co01
P3HOMaHITHUM (PYHKIIOHAJI Ta Mae€ p3HI BaplaHTU CKaHyBaHHS. i1 movarky
HEOOX1THO BUOpaTH BUJI CKaHYBaHHS (aBTOMATH30BaHUW 4u py4HHil). OOupaemo
aBTOMATH30BaHMI Ta BBOJMMO MOCWIaHHS Ha BeOcaiit. Ha puc. 3.13 i puc. 3.14
HABEJICHO pe3yJbTaTH CKaHyBaHHA BeOcaiiTy, cTBopeHoro Ha 06azi CMS cucremu
WordPress 6e3 akTUBHOTO 3aXHCHOTO ITUIAriHy, SIKi CBiI4aTh MPO Te€, IO BEOCAMT

CXWJIBHUM 1O BIPOBAJKEHHSI CTOPOHHIX CKPUITIB.
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Cross Site Scripting (Reflected)

URL: http:/flocalhost/wordpress/wordpress/?amp;embed=true&page_id=1304
Risk: ® High

Confidence: Medium

Parameter: username

Attack: " onMouseOver="alert(1);

Evidence " onMouseOver="alert(1);

CWE ID: 79

WASCID: 8

Source: Active (40012 - Cross Site Scripting (Reflected))
Description:

Cross-site Scripting (XSS) is an attack technique that involves echeing attacker-supplied code into a user's browser instance. A browser instance can be a standard web browser client, or a browser
cbject embedded in a software product such as the browser within WinAmp, an RSS reader, or an email client. The code itself is usually written in HTMUavaScript, but may also extend to VBScript,
ActiveX, Java, Flash, or any other browser-supported technology.

Gther Info:

Solution:

Phase: Architecture and Design

Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid

Examples of libraries and frameworks that make it easier to generate properly encoded output include Microsoft's Anti-XSS library, the OWASP ESAP| Encoding module, and Apache Wicket,

Reference:
http://projects.webappsec.org/Cross-Site-Scripting
http:/fcwe.mitre . org/data/definitions/7 S.html

Alert Tags:

Key Value =
OWASP_2021_A03 https:/fowasp.org/Top10/A03_202 1-Injection/
WSTG-v42-NPV-01 https:/fowasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testi.
OWASP_2017_A07 https:/fowasp.org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XSS).html

Puc. 3.13. Pe3ynbrar aHan3y Ha MOKJIMBICTh BBEJICHHSI CTOPOHHIX CKPHUMTIB 0€3
AKTUBHOT'O 3aXMCHOTO IJIAriHy

® Cross Site Scripting (Reflected) (2)

B POST: http://localhost/wordpress/wordpres:
| POST: http://localhost/wordpress/wordpress

Puc. 3.14. Ilepenik 3arpo3 KpUTUYHOTO PIBHS HA MOKJIMBICTh BBEACHHS CTOPOHHIX
CKPHITIB 0€3 aKTUBHOTO 3aXUCHOTO TUIAriHY
[IpoBenennii anan3 BeOcalWTy 3 AaKTUBOBAHMM 3aXHMCHHM IUIariHOM 3a
nornomororo OWASP ZAP 3acBimuuB, 1O 1I€il MJariH He MOKpally€e 3aXHINEHICTh

CalTy BiJl BIPOBAKEHHS CTOPOHHIX cKkpunTiB (puc. 3.15 1 puc. 3.16).

Cross Site Scripting (Reflected)

URL: http:/flecalhost/wordpress/wordpress/?amp;embed=true&page_id=1304
Risk: R High

Confidence: Medium

Parameter: username

Artack: " onMouseOver="alert(1);

Evidence: " onMouseOwver="alert(1);

CWE ID 79

WASCID: 8

Source: Active (40012 - Cross Site Scripting (Reflected))
Description:

Cross-site Scripting (XSS) is an attack technique that involves echoing attacker-supplied code into a user's browser instance. A browser instance can be a standard web browser client, or a browser
object embedded in a software product such as the browser within WinAmp, an RSS reader, or an email client. The code itself is usually written in HTML/JawvaScript, but may also extend to \VBScript,
ActiveX, Java, Flash, or any other browser-supported technology.

Other Info:

Solution:

Phase: Architecture and Design
Use a vetted library or framework that does not allow this weakness to oceur or provides constructs that make this weakness easier to avoid
Examples of libraries and frameworks that make it easier to generate properly encoded output include Microsoft's Anti-XSS library, the OWASP ESAPI| Encoding module, and Apache Wicket,

Reference:

http:/fprojects.webappsec.org/Cross-Site-Scripting
http:/fcwe.mitre.org/data/definitions/79.html

Alert Tags:

Key Value =
OWASP_2021_A03 https://owasp.org/Top10/A03_2021-Injection/
WSTG-v42-NPV-01 https://owasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security Testi...
OWASP_2017_A07 https://owasp.org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XSS).html

Puc. 3.15. Pe3ynbrar aHan3y Ha MOKJIMBICTb BBEJCHHSI CTOPOHHIX CKPHIMTIB 3

AKTHUBHHMM 3aXHWCHUM IIJIariHOM
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i Cross Site Scripting (Reflected) (2)
| POST; http:/flocalhost/wordpress/wordpress
| POST: http:/flocalhost/wordpress/wordpress

-

Puc. 3.16. Ilepenik 3arpo3 KpUTUYHOTO PiBHSA Ha MOYKJIUBICTH BBEACHHS CTOPOHHIX
CKPHIITIB aKTUBHUM 3aXHUCHUM ILIArTHOM
[IpoBeneHo aHaoriuHi JIii MO BiAHOIICHHIO 1O BEOCAWTy, CTBOPEHOTO Ha 0asi
CMS cucremu Joomla 3 aKTHBHMM 3aXHCHUM IIIariHOM. Pe3ynbTatu mnepeBipKu

MPOJIEMOHCTpOBaHO Ha puc. 3.17 1 puc. 3.18.

Cross Site Scripting (Reflected)

URL: http://localhost/loomlafindex. php/component/finder/search?ltemid=101&qg=javascript %3Aalert%281%29%3B&t %5B%50 =
Risk: m High

Confidence: Medium

Parameter: g

Attack: javascript:alert(1);

Evidence: javascript:alert(1);

CWE ID: 79

WASCID: 8

Source: Active (40012 - Cross Site Scripting (Reflected))
Description:

Cross-site Scripting (XSS) is an attack technique that involves echoing attacker-supplied code into a user's browser instance. A browser instance can be & standard web browser client, or a browser
object embedded in a software product such as the browser within WinAmp, an RSS reader, or an email client. The code itself is usually written in HTML/JavaScript, but may also extend to VBScript,
ActiveX, Java, Flash, or any other browser-supperted technology.

Other Info:

Solution:

Phase: Architecture and Design
Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid
Examples of libraries and frameworks that make it easier to generate properly encoded output include Microsoft's Anti-XSS library, the OWASP ESAPI Encoding module, and Apache Wicket

Reference:
http://projects.webappsec.org/Cross-Site-Scripting
http://cwe mitre.org/data/definitions/7 9.html

Alert Tags:

Key Value =
OWASP_2021_A03 https:/fowasp.org/Top10/A03_202 1-njection/
WSTG-v42-NPV-01 https:/fowasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testi...
OWASP_2017_A07 https:/fowasp.org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XSS).html

Puc. 3.17. Pe3ynbrar aHan3y Ha MOKJIMBICTb BBEJICHHSI CTOPOHHIX CKPHITIB 3

AKTHUBHHMM 3aXHWCHUM IIJIariHOM

i Cross Site Scripting (Reflected) (5)
| GET: http://localhost/loomla/index.php/corr
. GET: http://localhost/joomlafindex.php/corr
| GET: http://localhost/loomla/index.php/corr

GET: http://localhost/loomla/index.php/con
| GET: http://localhost/loomla/index.php/corr

Puc. 3.18. Ilepenik 3arpo3 KpUTUYHOTO PiBHS HA MOKJIUBICTH BBEJCHHS CTOPOHHIX
CKPUITIB aKTUBHUM 3aXHUCHHUM IJIariHOM
PesynpraTn anan3y BeOcaiTy 0e3 aKTUBHOTO 3aXMCHOTO IUIAriHy HAaBEJICHO Ha

puc. 3.19 1 puc. 3.20.
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Cross Site Scripting (Reflected)

URL. http://localhost/Joormlafindex.php/cormponent/finder/search?amp%3Bltermid=1016q=|avascript%3Aalert %2 81%2 9%3B
Risk: m High
Confidence: Medium
Parameter: q
Attack: javascript:alert(1);
Evidence: javascript:alert(1);
CWE ID 79
WASCID: 8
Source: Active (40012 - Cross Site Scripting (Reflected))
Description:

Cross-site Scripting (XSS) is an attack technigue that involves echoing attacker-supplied code into a user's browser instance. A browser instance can be a standard web browser client, or a browser
object embedded in a software product such as the browser within WinAmp, an RSS reader, or an email client. The code itself is usually written in HTML/JavaScript, but may also extend to VBScript,
ActiveX, Java, Flash, or any other browser-supported technology.

Other Info:

Solution:

Phase: Architecture and Design
Use a vetted library or framework that does not allow this weakness to occur or provides constructs that make this weakness easier to avoid
Examples of libraries and frameworks that make it easier to generate properly encoded output include Microsoft's Anti-XSS library, the OWASP ESAP| Encoding module, and Apache Wicket

Reference:
http://projects.webappsec.org/Cross-Site-Scripting
http:/fcwe mitre.org/data/definitions/7 9.html

Alert Tags
Key Value =]

OWASP_2021_A03 https:/fowasp.org/Top10/A03_202 1-njection/

WSTG-v42-4NPV-01 https:/fowasp.org/www-preject-web-security-testing-guide/42/4-Web_Application_Security_Testi...

OWASP_2017_A07 https:/fowasp .org/www-project-top-ten/2017/A7_2017-Cross-Site_Scripting_(XSS).htmil

Puc. 3.19. Pe3ynbrat aHan3y Ha MOKJIMBICTb BBEJCHHSI CTOPOHHIX CKPHUMTIB 0€3

AKTHUBHOI'O 3aXHCHOI'O HHaFiHy

P Cross Site Scripting (Reflected) (5)
B GET: http://localhost/loomlafindex.php/comi
| GET: http://localhost/joomla/index.php/comE
. GET: http://localhost/oomlafindex.php/comi
| GET: http://localhost/joomla/index.php/comE
. GET: http://localhost/oomlafindex.php/comi

Puc. 3.20. Ilepenik 3arpo3 BUCOKOIO PiBHS Ha MOXJIMBICTh BBEIEHHSI CTOPOHHIX
CKPHITIB 0€3 aKTUBHOTO 3aXUCHOTO TUIAriHY

[Ipu nopiBHSAHHS PE3yNbTATIB MEPEBIPKHA 3 BUKOPUCTAHHSAM 3aXHCHOTO MJIAriHy
Ta 0e3 HBOro, MOJIMIICHHS O€3MeKW Yy BIJHOIIEHHI [0 3arpo3d BBEICHHS
CTOPOHHBOTO CKPHITA, HE OYJIO BiJJ3HAYEHO.

Tenep mpoBeneMoO aHa3 HAa MOXIIMBICTH BHpoBakeHHs SQL iH’exmiil 3a
nonomororo OWASP ZAP. Ilix dac ckaHyBaHHS BeOCAMTIB Ha 3axHIICHICTh BiJ
BBEJICHHS CTOPOHHIX CKPHUIITIB TaKOX OyJIO MPOBEACHO aHal3 Ha MOXIMBICTH SQL
1H €Ki, OyJ0 MpOaHaa30BaHO BeOCAaWTH 3 AKTHUBHUM 3aXMCHUM IUIariHOM Ta 0e3
Hboro. Pesymbratm anamy BebOepecypcy, cTBopeHoro Ha 0a3t CMS cucremu

WordPress 06e3 akTHBHOT'O 3aXMCHOTO IJIariHy, HaBeJeHo Ha puc. 3.21 1 puc. 3.22.
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SQL Injection
8 http:/flocalhost/werdpress/wordpress/?amp,embed=true&page_id=12

Risk: " High

Confidence: Medium

Parameter: wpforms[submit]

Attack: wpforms-submit AND 1=1 -
Evidence:

CWE ID: 89

WASCID: 19

Source; Active (40018 - SQL Injection)
Description:

SQL injection may be possible

Other Info:

The page results were successfully manipulated using the boolean conditions [wpforms-submit AND 1=1 -- ] and [wpforms-submit AND 1=2 -- ]
The parameter value being modified was NOT stripped from the HTML output for the purposes of the comparison

Data was returned for the criginal parameter.

Solution:

Do net trust client side input, even if there is client side validation in place.

In general, type check all data on the server side.

If the application uses |DBC, use PreparedStatement or CallableStatement, with parameters passed by '?*

Reference:

https://cheatsheetseries. owasp.org/cheatsheets/SQL _Injection_Prevention_Cheat_Sheet.html

Alert Tags:

Key Value =]
OWASP_2021_A03 https://owasp.org/Top10/A03_202 1-Injection/
WSTG-v42-INPV-05 https://owasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testi.
OWASP_2017_AO1 https:/fowasp.org/www-project-top-ten/2017/A1_2017njection.htrml

Puc. 3.21. Pe3ynbrar aHan3y Ha MoxJuBicTh SQL 1H€KI[i# CKpUNITIB 0€3 aKTUBHOTO

3aXMCHOTO IUIariHy

B SOL Injection (12)
| GET: http://localhost/wordpress/wordpress/’
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress

: http:/flocalhost/wordpress/wordpres:
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress

Puc. 3.22. Tlepenik 3arpo3 KpuTUYHOTO PiBHS Ha MOXKJIUBICTE SQL 10’ ekIIiit 6€3
AKTUBHOTO 3aXHCHOTO TIATiHY
PesynbraTn ananzy BeOepecypcy, cTBopeHoro Ha 06a31t CMS cucremu
WordPress 3 akTHBHUM 3aXMCHUM IUTariHoM, 300paxkeHo Ha puc. 3.23 1 3.24.
PesynbTaTn anan3y Bedepecypcy, ctBopeHoro Ha 6a3i CMS cuctemu Joomla 3

aKTUBHUM 3aXMCHUM ILIariHOM, HaBeJeHO Ha puc. 3.25 1 puc. 3.26.



SQL Injection

URL http://localnost/wordpress/wordpress/?amp;embed=truetpage_id=12
Risk: mHigh

Confidence: Medum

Parameter: wpforms[hp]

Attack:  ZAP" AND "1'="1"
Evidence

CWED: 89

WASCID: 19

Source:  Active (40018 - SQL Injection)
Description;

SQL injection may be possible

Other Info

The page results were successfully manipulated using the boolean conditions [ZAP" AND "1" ] and [ZAP" AND "
The parameter value being modified was NOT stripped from the HTML eutput for the purposes of the comparison
Data was returned for the original parameter.

Solution

Do not trust client side input, even If there s client side validation in place

In general, type check all data on the server side

If the application uses JDBC, use PreparedStatement or CallableStatement, with parameters passed by '?*
Reference:

https:/cheatsheetseries.owasp.org/cheatsheets/SQL Injection_Prevertion_Cheat_Sheet.htmi

Alert Tags:

Key Value
OWASP_2021_A03 https://owasp.org/Top10/A03_202 linjection/
WSTGv42-NPV-05

OWASP_2017_AOL https://owasp.org/www-project-top-ten/2017/A1_2017njection.htrl

https://owasp .org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testi..

a
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Puc. 3.23. Pe3ynbrar aHan3y Ha MOkJIUBICTh SQL 1H’€KI[i{ 3 aKTUBHUM 3aXHUCHUM

IUIAriHOM

f SQL Injection (9)
| GET: http://localhost/wordpress/wordpress/:
| POST: http://localhost/wordpress/wordpress
http://localhost/wordpress/wordp
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/weordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress
| POST: http://localhost/wordpress/wordpress

Puc. 3.24. Ilepenik 3arpo3 KpUTUYHOTO PiBHS HA MOKIUBICTh SQL 10’ €KIiif 3

AKTHUBHHMM 3aXHCHUM IIJIariHOM

SQL Injection

URL: http://localhost/oomila/index.php/component/finder/search?itemid=101%27 +AND+ %27 1%27 %3D%27 1%27 +--+&format=feed&type=atom
Risk: o High

Confidence; Medium

Parameter: Itemid

Attack: 101'OR '1'="1" --
Evidence:
CWE ID: 839

WASCID: 19
Source: Active (40018 - SQL Injection)
Description

SQL injection may be possible.

Other Info:

The page results were successfully manipulated using the boolean conditions [101' AND '1'='1' -] and [101' OR '1'='1" - ]
The parameter value being modified was stripped from the HTML output for the purpeses of the comparison

Data was NOT returned for the original parameter.

Solution:

Do not trust client side input, even if there is client side validation in place

In general, type check all data on the server side

Ifthe application uses JDBC, use PreparedStatement or CallableStatement, with parameters passed by '?*

Reference:

https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.htrml

Alert Tags:

Key Value

OWASP_2021_A03 https:/fowasp.org/Top10/A03_202 1njection/
WSTG-42-NPY-05

OWASP_2017_AO1 https:/fowasp.org/www-projecttop-ten/2017/A1_2017-njection.htrm

Puc. 3.25. PesynbTaT aHan3zy Ha MOXKIUBICTE SQL 1H’ €K1l 3 aKTUBHUM 3aXUCHUM

IJIAriHOM

https:/fowasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security Testi

k]
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 SOL Injection (2)
B GET: http://localhost/joormlafindex.php/comp
L GET: http://localhost/loomla/index.php/cormi

Puc. 3.26.11epemnik 3arpo3 KpUTUYHOTO PiBHS HA MOKIUBICTh SQL 10’ €Kil 3
aKTUBHUM 3aXUCHHM IIJIaTiHOM
PesynpraTtn anamy BeOGepecypcy, crBopeHoro Ha 6a3i CMS cuctemu Joomla

0e3 aKTHBHOIO 3aXHUCHOTO IUIariHy, HaBeAeHo Ha puc. 3.27 1 puc. 3.28.

SQL Injection

URL: http:/Mlocalhost/oomlafindex.php/component/finder/search?itemid=101+AND+1%3D1 +--+&format =feedfig=ZAP&type =atom
Risk: ®High

Confidence: Medium

Pararmeter: ltemid

Attack: 101 AND 1=1 --

Evidence:

CWE ID: 89

WASCID: 19

Source; Active (40018 - SQL Injection)
Description:

SQL injection may be possible.

Other Info:

The page results were successfully manipulated using the boolean conditions [101 AND 1=1 -] and [101 AND 1=2 -]
The parameter value being modified was NOT stripped from the HTML output for the purposes of the comparison

Data was returned for the original parameter.

Solution:

Do not trust client side input, even if there is client side validation in place

In general, type check all data on the server side.

If the application uses |DBC, use PreparedStatement or CallableStatement, with parameters passed by '?

Reference:

https://cheatsheetseries.owasp.org/cheatsheets/SOL_Injection_Prevention_Cheat_Sheet.htmil

Alert Tags:

Key Value =]
OWASP_2021_A03 https://owasp.org/Top10/A03_202 1-njection/
WSTG-v42-NPV-05 https://owasp.org/www-project-web-security-testing-guide/v42/4-Web_Application_Security_Testi...
OWASP_2017_A01 https://fowasp.org/www-project-top-ten/2017/A1_2017-Injection.html

Puc. 3.27. Pe3ynbTaT aHan3zy Ha MOXIUBICTh BBeIeHHS SQL 1H ekl 0€3 akTUBHOTO

3aXMCHOTO IUIariHny

B SOL Injection (2)
L | GET: http:/localhost/loomlafindex.php/comg
B GET: http://localhost/joomlafindex.php/comp

Puc. 3.28. Ilepenik 3arpo3 KpUTUYHOrO PiBHS Ha MOKJIUBICTh SQL 1H €K1l 0e3
aKTUBHOTO 3aXMCHOTI'0 IUIariHy

[TopiBHIOIOUM pe3yJIbTaTH aHAJ3Y JIBOX BEOCANTIB, MOKHAa KOHCTATYBaTH, IO
3aXMCHUN TUIariH JIO3BOJISIE 3HU3HMTH KIJIBKICTh BPa3JIMBOCTEH, MOB’s3aHuX 3 SQL
1H €KLIAMM, JIUILIE Y BUMNAAKy BeOcalTy, cTBopeHoro Ha 6a3i Wordpress. ¥V toii xe
yac, sIK y BUIAJKy BeOcailTy, cTBOpeHoro Ha 0a3zi Joomla, 3axycHUil TUIariH He J1aB
HIIKUX  pe3ynbTaTiB. J[ms mepeBipku  paHilie BUSABICHUX  BPa3JIMBOCTEH
BUKOpHCTaeEMO iHCTpyMeHT SQLmap. Jns mouaTky aHan3y BBOJUMO KOMaHIY
sglmap -u “nocumanns Ha BeOcant” --batch —banner/--password, micnis goro BeOcaiT

aTakyeThcs 3 BukopuctanuaMm SQL i1’ ekt (puc. 3.29 1 puc. 3.30).
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obey all applicable local,

 other (potential) technigue found. Do you want to reduce the number of requests? [Y/n] ¥

*. Do you want to follow? [¥/nl ¥
injectable

1F)

Puc. 3.30. PesynbraT anan3zy Ha SQL iH’exii BeOcaiTy Ha 6a3i Joomla

AHansytoun oTpuMani pe3ynbratd, SQLmap He BUSBUB MOXIUBOCTI Ha
BBeAeHHa SQL iH’ekiiii 1o BeOcaiTiB, xoua npu ckanyBanHi OWASP ZAP Taki
Bpa3nuBOCTI Oynu imeHtudikoBani. [lonpu Taki pe3ynabTaTd OyJlO IPOBENEHO I
onvH aHan3. byma 3pilicHena cmpo0a aTakyBaTh 3HaiIeHI Bpa3IUBOCTI 3a
JIOTIOMOTOI0 BBEJICHHSI 3alpONOHOBAHUX 1H €K Yy Bpas3iauBl Micls, $K1 OYJ0
3HaiieHo 3a  gomomororo  OWASP  ZAP. Ilpu  BUKOHaHHI  3amluTy
«http://localhost/Joomla/index.php/component/finder/search?itemid=101+AND+1%3
D1+--&format=feed&q=ZAP&type=atomy», y cTtBopeHOMY BeOcaiTi Ha 6a3zi CMS

cuctemu Joomla Oyno orpumano Taki pesynbraru (puc. 3.31).
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« > C@

Kali Linux & Kali Tools = c 0 ! Kali NetHunter Exploit-DB Google Hacking DB OffSec

What should Firefox do with this file?

ith  Firefox ESR (default) 1 O l

automatically for files like this from now on,

e R und [name, type, prefix]: article, html, site

Puc. 3.31. Pe3ynbrar anan3y Ha SQL i1’ ex1ii BeOcaiiTy Ha 0a3i Joomla 3a
JIOTIOMOTOI0 PYYHOTO aHal3y
VY pe3ynbTaTi OTpUMAaHO 3alUT Ha 3aBaHTaXXEHHS (aility miJ Ha3BOKO «searchy,

KWW MICTUTB B 001 Taki JaaHi, 300pakeH1 Ha puc. 3.32.

C @ O file:///home/kali/Downloads/search

KaliLinux # Kali Tools <« KaliDocs & Kali Forums X Kali NetHunter Exploit-DB Google Hacking DB OffSec
Home zap is required http://localhost/Joomla/index.php/component/finder/search 2022-06-07T13:47:57+00:00 Joomla! - Open Source Content Management

Puc. 3.32. Bmict daitny mijg Ha3Borw «searchy

Sk MOXHA TIEPEKOHATHCS, )KOJHUHN YyTIIMBUX JaHUX HE OyJo BusiBiieHO. [IpoTe
1€ MiABOAUTH HAC J0 TOTO, 110 MOKJIUBICTh IPOHUKHEHHS JTy’KE BUCOKA.

IIpu cripoO1 pyunoro BBeneHHa SQL 1H’ekuiil y BeOcailT, cTBopeHuid Ha 0asi
CMS cuctemu WordPress, Takux pe3ynbTaTiB TOCSTHYTO He OyI10.

3a miIcyMKaMH aHal3y 3aXMUIIEHOCTI MOXKHA BII3HAYMTH, 110 301p 1HpOopMalii
npo BeOCailTh BAIOCs 3A1MCHUTH MPOCTO Ta 0€3 MmepenKko. Y pe3yibTari 3’ 1COBaHO
AKUi cepBep OyB BUKOPUCTAaHUN Ta HOro Bepciro, 1HPOpPMAIlI0 MPO BUKOPUCTAHI
TexHoJorii Ta CMS cuctemy npu cTBopeHHI, ii Bepcito. TectyBanns HTTP metonis
nokasajo, mo gocrynmaumu € Taki metoau: GET, POST, OPTIONS Ta GET. Anans
Ha MOJIMBICTh BBEJICHHS CTOPOHHIX CKPHIMTIB 3aCBiUMB, 110 TaKa 3arpo3a iCHy€ B
HE3aJIe)KHOCTI1 BiJl YBIMKHEHOTO 3aXUCHOTO TUIariHy. AHalI3 Ha MOXKJIMBICTh BBEJCHHS
SQL i ek1iii mokasas, 110 TaKa 3arpo3a iCHye, X0o4a 1 He BJAIOCs 1€ MATBEpAUTH 3a

JIOTIOMOT'010 aBTOMAaTHU30BaHO1 CUCTEMU Ha 000X BeOcaiiTax. [IpoTe BUkopucToByroun
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py4yHEe TEeCTyBaHHA, OyJO MIATBEP/KEHO OJHY 3 BHSBICHHUX Bpa3IUBOCTEH Yy

BeOcaiiTi, ctBopeHoMy Ha 0a31 CMS cuctemu Joomla.

3aranbHi faHi aHan3y BigoOpaxeni y Tabm. 3.1.

Taomug 3.1
[TopiBHSHHSA pe3yIbTATIB aHATI3Y
WordPress 3 Joomla 3 WordPress 6e3 | Joomla 6e3
CMS cucrema 3aXHCHUM 3aXHCHUM 3aXHCHOTO 3aXHUCHOTO
JIariHom TJIariHoM IJIariny TJIariny
BBenennsa
CTOPOHHIX 4 3 4 3
CKpHIITIB
SQL in’ekinii 4 3 3 3
Pyunuii anans
oy 5 3 5 3
SQL 11’ exmii

OuiHky BUCTaBJICH] y aiama3zoni Bix 1 1o 5: 1 — He 3axwuineHa, 2 - Maibke He
3aXUIleHa, 3 — CEPEIHs 3aXUILEHICTh, 4 — MaiiXke 3aXUIIeHa, 5 - 3aXUIICHa.

3arajioM aHan3 3axWIICHOCTI BeOCaKTIB, CTBOpeHHX 3a jgornomororo CMS
cucteM WordPress Tta Joomla, mokasaB, mo y 1nux BeOcailTax aocTymHHI 30ip
1H(popMaIlii, a TaKOXK BAANOCSA A3HATUCA, SIKI IOPTH BUKOPHUCTOBYIOTHCS Ta JOCTYIHI
meronn HTTP. Anan3 Ha BpasnuBicTh 10 XSS 3acCBITYMB, 110 CTBOPEHI BeOCaWTH
MarTh TaKl Bpa3JIMBOCTI, a 3aXUCHI IJIariHU HE JomomararoTh ix mo3oytucs. [Ipote
JesIK1 Bpa3uBOCTI, sKi moB’s3aHl 3 SQL ix’ekmisimu, marinu  Jetpack ta Watchful

3MOTJIH 3a0JIOKYBATH.



o1

BUCHOBKU

VY naniit po6oTi Oyn0 JOCHIAKEHO OCHOBHI BPa3jIMBOCTI CHCTEM YTPABIIHHS
BMICTOM Ta pO3pO0JICHO METOJMKY aHaji3y 3aXHIIEHOCTI BeOCaiTy, CTBOPEHOIO 3a
nonomororo CMS cucteM. [l mpoBeIeHHs aHaJI3y 3aXUIIEHOCTI CTBOPEHO BeOcai
Ha 0a3i CMS cuctrem WordPress ta Joomla. OcHOBOI0O s pO3poOKH METOIUKU
JTOCIIDKEHHS CcTajla iICHyr0Ya METOJIONIOTI TecTyBaHHs Oesneku BeOcaiTiB OWASP
Web Security Testing Guide, 3 sikoi oOpaHO BiAmoBigHI Okpemi etanu. J[is oOpanmx
eTariB 3AIMCHEHO aHaj i3 Ta ONKC AaBTOMATHU30BaHUX 1 PYYHHX METOIIB aHaJi3y
3aXHUIIEHOCT1, PO3TJIAHYTO CIIEHIai30BaHUN 1HCTPYMEHTapii, 3a JOMOMOTOI0 SKOTO
MOXHA MPOaHaJ3yBaTH 3aXUIIEHICTh BeOCcalTiB. 30KpeMa, Jid aHali3y Oyyio oOpaHo
Taki iHcTpyMeHTH, ik WhatWeb, Nmap, OWASP ZAP ta SQLmap. KoxeH 13 Takux
IHCTPYMEHTIB Ma€ CBOi (DYHKIIOHAJIbHI MOXJIMBOCTI 1 BIJNOBIJA€ 332 KOHKPETHI
eTaIlu.

[IpoBenenuit anami3 3axuIIEHOCTI BeOCaiTIB, cTBOpeHHX Ha 0azi CMS cuctem
WordPress Ta Joomla, noka3zas, 1110 3a JOCTaTHBOI'O PIBHS 3aXUCTY MEBHI HEAOIIKH Y
3aXMIIEHOCTI PEecypciB BCE K ICHYIOTh. 3Ba)Kaloud Ha pe3yibTaT aHami3y,
BCTAHOBJICHO, N[0 BeOcalTH, $KI PO3pOOJEHO 3 BUKOPHUCTAHHIM BIIMOBIIHUX
mariHiB (Starter Template, WooCommerce, Jetpack) nnst WordPress ta (HikaShop,
Watchful) nns Joomla, matoTh cepeaHiii piBeHb 3aXHINEHOCTI. Bu3HaueHO OCHOBHI
Bpa3MBOCTI BeOCaiTiB, o0 cTBopeHi Ha 0a31 CMS cucrem WordPress ta Joomla.
[Tpu 11bOMy BapTO BpaxoBYBAaTH, IO aHAII3 3MIACHIOETHCS Y «CTEPHIIBHUX» YMOBAX
Ha JIOKaJFHOMY CepBepi, 110 BIUIMHYJIO Ha pe3ynbTatu aHamizy. Hapasi BusBIiieHi
3arpo3u HE € KPUTUYHUMHM, TOXK CTBOPEHI BeOCAWTH MOKHA BBaXKAaTU OE3MEUHUMU
JUTSl KOPUCTYBayva.

AHaniz miaTBepAuB (PaKTH TOro, 110 BUKOPUCTaHHS CHCTEMH YHPABIIHHS
BMICTOM € JIOI[IbHUMH Yepe3 MPOCTOTY CTBOPEHHS BeOCANTY 1 BOYJOBaHUM 3aXUCT

JUTSI KOPUCTYBaviB 03 CIemiaiIbHuX HAaBUYOK PO3POOJICHHS BEOCAMTY.
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