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KIBEP3JIOUMHHICTH B YKPATHI: AHAJII3 AIEBOCTI CITIOCOBIB PO3CJIAYBAHHSA
KIBEP3JIOYHMHIB I HAIIPAMMU IX BAIOCKOHAJIEHHS

CYBER CRIME IN UKRAINE: ANALYSIS OF EFFECTIVENESS OF WAYS
OF INVESTIGATION OF CYBERCRIMES AND DIRECTION OF THEIR IMPROVEMENT

SIuuxk T.I1., K.10.H., 1O1IEHT,
JIOLEeHT Kadeapu KPUMMiHAJBLHOIO NPoLecy Ta KPUMiHATICTUKHU

HayionanvHuil yrigepcumem 0epaicasHoi QickanvHoi ciyacou Yrpainu

Kucaa K.O., crynentka
Hayionanenuii ynisepcumem oepoicasHoi gickanvnoi cuyscou Yxpainu

[MymkapsoBa T.M., cTyaeHTKa
Hayionanenuii ynisepcumem oepoicasHoi ghickanvnoi cuyscou Yxpainu

Po3rnsiHyTo NUTaHHs CTOCOBHO SIKOCTI PO3CHigyBaHHs! KibepanoynHiB B YkpaiHi LNsiXoM NpoBeAeHHs aHanidy 3akoHoAaB4oi 6a3u Ha npegmMeTt
AKICHOCTi BperyroBaHHs NPaBOBIAHOCUH Y Ll cdepi, okpecneHo nepenik cnocobis i 3acobiB, siki 3aCTOCOBYOTLCSA AN hOPMyBaHHS [A0Ka30BOi
6a3u, 30Kpema HaBedeHO NOeTanHe NPOXOMKEHHS! KOMIM KO TEPHO-TEXHIYHOT eKCrepTUau.

Knrouogi cnoea: kibepanouuH, kibepnpocTip, kibepsarposa, kibep3axuct, kibepbeaneka, kibepnoniuisi, CTpateriss 60poTb061, KOMM' OTEPHO-
TexHiYHa ekcnepTusa.

PaccmoTpeHbl Bonpochkl OTHOCUTENBHO KavyecTBa paccrnefoBaHns kubepnpecTynneHuii B YkpanHe nyTeM nNpoBefeHWs aHanvaa 3aKkoHoAa-
TenbHoW 6a3sbl Ha NpeaMeT KavyeCTBEHHOCTU YperynmpoBaH/sl NPaBOOTHOLLEHW B AaHHOW cdpepe, HameyeH nepedyeHb CNocoboB M cpeacTs,
npYMeHsieMbIX NpU OPMMPOBaHNN JoKa3aTeNbHoW 6a3bl, B YaCTHOCTW NPUBEAEHO NO3TanHoe NPOXOXAEHNE KOMMbIOTEPHO-TEXHUYECKOW IKC-
nepTussbl.

KntoueBble cnoBa: kubepnpectynneHue, knbepnpocTpaHCcTBO, knbepyrposa, knbepsaiymra, knbepbezonacHocTb, knbeprnonvums, Ctpate-
st 60pbObl, KOMMBIOTEPHO-TEXHUYECKAS IKCNEPTU3a.

Over the past ten years, the number of Internet users has increased in Ukraine, because it is accessible and convenient for everyone. Statis-
tics show that our country is one of the leaders in the number of cyberattacks around the world. Ukraine turned out to be fourth in the sector after
Russia, Taiwan and Germany. Therefore, the issue of studying the problem of the growth of cybercrime, and especially the reasons that allow it to
do so, becomes relevant. That is why the article deals with issues related to the quality of the investigation of cybercrime in Ukraine, through the
analysis of the legislative framework, on the quality of the settlement of legal relations in this area. Thus, the main focus is on the Strategy of the
Cybersecurity of Ukraine, as it establishes not only methods for combating cybercrime, but also the main subjects on which these duties are as-
signed. Therefore, based on the provisions of this normative act, the cyberpolice, the Ministry of Defense of Ukraine, the State Service for Special
Communications and Information Protection of Ukraine, the Security Service of Ukraine, the National Bank of Ukraine, and intelligence agencies
are the subjects of counteraction and criminality in cyberspace in Ukraine. In addition, the list of methods and means used for the formation of the
evidence base is outlined, in particular, the step-by-step passing of the computer-technical expertise and its classification, depending on the tasks
which are planned to be resolved as a result of the concrete examination, are outlined. As a result, positive and negative aspects are revealed in
the course of the study, in particular, the latter can be attributed to the fact that the norms of domestic legislation remain only on paper and are
not carried out in practice, although in their content they do not infer the norms of European legislation. And as a positive feature, the creation of

a specialized Government response team on computer emergencies of Ukraine, such as CERT-UA, could be called positive.
Key words: cybercrime, cyberspace, cyber threat, cyber defense, cyber security, cyber police, Combat strategy, computer-technical exper-

tise.

ChOrojicHHsI BaXXKO YSIBUTH O€3 BHUKOPUCTAHHS Pi3HO-
MaHITHUX 1HQOpMAIIMHUX TEXHOJOTIH, B OCHOBI SKHX
JIEKUTH IMHPOKE BHUKOPHCTAHHS KOMIT'IOTEPHOI TEXHIKH Ta
HOBITHIX 3aco0iB komyHikauii. [Ipore mopsa i3 po3BUTKOM
inpopmaniitnoi cdepu HaOyBae OIIBIIOrO 3HA4YEHHA NPO-
0JieMa KOMII FOTEPHOT 3JIOMMHHOCTI. XaKepChKi aTaku CTaloTh
Oy/ICHHUM SIBHILEM 1 3aBIalOTh 3HAYHUX 30UTKIB SIK 0cobam,
TaxK i JepkaBi.

3a ocraHHI JAecsATh POKiB B VYKpaiHi 3pocia KiIbKICTh
KOpHCTYyBauiB Mepeki [HTepHer, 00 11e JOCTYIHO i 3py4HO A
kokHOTO. CTaTHCTHKa CBiMYMTbH, IO HAaIla KpaiHa € OJHUM
13 JinepiB 3a KiIBKICTIO KibepaTak y BCbOMY CBITi. YKpaiHa
BusBMIacs y 1id cdepi Ha 4 micui micist Pocii, TaiiBanio i
Himeuunnu. Tak, ctanom Ha mucronazn 2018 p., 3a nanumu
T'eHepanbHOT IPOKYpaTypH, Oyi10 3apeecTpoBano 2 245 npaBo-
MOPYIIEHB, i3 AKuX 32 129 KpUMiHAJIBHUMHU MPOBAIKEHHIMHU
0yJ10 BUHECEHO BUPOK, a BC1 iHII Oyau abo npu3ynuHeHi, abo
pilIeHHs 32 HUMH He Oyiio npuiHsATO [1].

3 omsiAy Ha BUIICHABEICHY CTAaTUCTUKY YKpaiHa po3po-
Owna crparerito KibepOe3neKH, FoIOBHOI METOIO SIKOT € CTBO-
peHHSL yMOB Juis Oe3leuHoro (yHKIIOHYBaHHS KibGeprpoc-
TOpY, MHOr0 BUKOPUCTAHHS B iHTEpecax 0coOM, CYCHIIbCTBA 1
JepIKaBH.

BiagnoBigHO 10 LEOTO HOPMATUBHO-IIPABOBOTO aKTa TOJIO-
BHHM OpraHoM, IIO BiAMOBimae 3a iHpopMalliiiHy Oe3rneky, €
nigpo3ain HamionansHol moditii — kibeprominis. Kpim toro,
000B’SI3KM 1010 MPOTHIIT KiOEP3IIOUMHHOCTI MOKJIAAal0ThCS
Ha MiHicTepcTBO 000poHH YKpainu, [epxaBHy ciryxOy crie-
LIATBHOTO 3B’S3KY Ta 3aXUcTy iHpopmanii Ykpainu, Ciayx0Oy
Oesneku Ykpainu, HamioHanpHuii OaHk YkpaiHu, po3Bi-
yBaJbHI Opranu [2].

Crparerist po3BUTKY KibepOe3neku YKpaiHu nependauae,
110 OCHOBHUMH HarnpsiMmaMu 3a0e3rneueHHs Oe3rneku y Kidepn-
poctopi Ykpainu €:

— PO3BHTOK 0€3MEYHOTO, CTAOIILHOTO 1 HAAIHHOTO Kibepr-
pocTopy, TOOTO CTBOPEHHS €IWHOI HOPMAaTHBHO-IIPaBOBOI
0a3u 1 JoBeeHHs 11 O MIMPOKHUX Mac i3 METOIO ITi[BUILCHHS
piBHS 0013HAHOCTI HACEJICHHS.

— KiOep3axuCT JAepKaBHHUX EJICKTPOHHHX iH(OpPMALIHHUX
pecypciB Ta iH(OpMaNiiHOI iH(pPacTPYKTypH, NPHU3HAYCHOI
Juis 00poOku iH(opMalii, BUMOra 100 3aXUCTy SIKOi BCTa-
HOBJICHA 3aKOHOM, TOOTO BUPOOJICHHS €(hEKTUBHOT METOTUKHU
MPOTHIIT HA PIBHI IEPXKABHUX 1 MICIIEBUX OpraHiB;

— Ki0ep3axucT KpUTHIHOI IHYPACTPYKTypH — Mependadae
PO3POOJICHHST €IMHOTO MEXaHIi3My JIep>KaBHO-IIPUBATHOTO
napTHepCTBa y 3arnodiranHi Kibep3arposam;
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— PO3BUTOK HOTeHLuany ceKTopy Oe3mnekn i 00OpOHH
y BCi MONEpeHi Kareropii i 3B°s3y€ iX y €IMHUNA KOMILIEKC.
IMocniJOBHO  BU3HAYAIOTHCS  amapaTHO-TEXHIYHI  3aco0u
Ta TPOrpamH, IO KEPYIoTh HUMH. Hocnimxyrorses in(op-
MaLIII/IHl JaHi, SIKHMH ONEPYIOTh KOpHCTyBadi. Bussiserscs,
SIK 3B’S3YFOTHCS 1 DYHKILIOHYIOTh OKpEMi CTaHIIi B Mepexe-
BOMY OTOUYCHHI.

BU3HAYMBIIKCH i3 BHIAMH EKCIIEPTH3, HEOOXiTHO MpO-
CTEXKUTH AITOPUTM X MpOBeACHHS. J[OLiIIbHO BUIIIUTH TaKi
eTaru opraHizaiii mpoiecy KOMII IOTepPHO-TEXHIYHOT eKCIep-
TU3U:

1. OTpuMaHHS J03BOTY MPO MPH3HAYCHHS SKCIICPTU3H — I
Iii BB)KAIOTHCS 3AKOHHUMHU Y pa3i OTpUMaHHs yXBalM CIil-
yoro cynni. CynoBa ekcriepTusza Moke OyTH OpraHizoBaHa 3a
0COOMCTORO IHII[IATHBOIO YUYACHHUKIB CYJIOUHHCTBA, HATIPUKJIA/,
[o3MBa4YeM, BiJIOBiga4eM, OOBHHYBAaYeHHUM, MOTEPILINM,
a/IBOKaTroM, abo 3a KIJIOMOTaHHIM MPOKYpOpa Yu CIIIY0ro 3a
MTOTO/IKEHHSM i3 MPoKypopoM. TTicist cXBaeHHs 3aluTy CKJla-
JIA€THCSI CIIUCOK MUTaHb, Ha SIKi (paxiBellb TOBUHEH JaTH PO3-
TOPHYTY BIATIOBiAb y CTPOKH, BIIIIOBIAHI yXBaJIi.

2. HanmpapneHHs KOMII'IOTEPHOI TEXHIKM i MpOrpaMHUX
IIPOIYKTIB 10 BKAa3aHOTO B yXBaJi CIIAYOTO CyAll eKcHepT-
HOTO LEHTPY.

3. Be3nocepenHe MpoBeIeHHS JOCTIKEHb 1 HaJlaHHS BijI-
MOBiJIeil Ha MOoCTaBieHi MuTaHHA BU3Ha4yeHi y Hakazi MiHic-
TEPCTBA IOCTULT YKpaiHHU.

4. OTpuMaHHs BUCHOBKY €KCIIEpTa. 3a HEMOXKJIHMBOCTI
JaTH BUCHOBOK €KCIepT 3000B’s3aHHH CKIACTH IOSCHIO-
BaJIbHY 3aIIHCKY, B SIKiil IOBHHEH HA/IATH PO3’ ICHEHHS IPUIUH
BiIMOBHU BiJl €KCHEPTH3H, 10 HAWOUIbII MOMIMPEHUX MOXKHA
BiJTHECTH HETIPUJATHICTh MarepiaiiB i 00’ €KTiB AOCHIKEHb;,
HEIOCTATHICTh KBai(iKOBAaHUX KaJpiB; BIJCYTHICTh CydYac-
HUX TEXHOJIOTIH, 10 HE JI03BOJISIE IATH BiAMOBIAb HA 3aBIAHHS
eKCIIEPTU3U.

He3sBaxaroun Ha 3Ha4HI HEJOJNIKH y NPABOBOMY PEryJito-
BaHHI KibeprpocTopy B YKpaiHi, MOXXHa BHOKPEMHUTH 1 TO3H-
TUBHI aclekTd. Tak, HampuKiIag, MPaBOOXOPOHHUMH Opra-
Hamu Ykpainu, CIIIA, Benukoi bpuranii, fnonii, ®ininmi,
Innonesii, Manaiizii Gya0 mpoBeAeHO Taki onepartii:

— «cekc Topiny, BHACIIIOK SIKOT 3aTpUMaHo 56 oci0, JTik-
BiJIOBaHO 4 TpaHCHAI[IOHAIBbHI KPUMIHAJIbHI YIPYIOBaHHS,;

— «3eBcy, 3aBHAHHSAM SIKOi OylIO 3HEHIKOMKECHHS MiXk-
HApOJHOI OPraHi3oBaHOI 3JI0YMHHOI IPYyIH, KOTpa 3 METOI0
BUKpaJeHHS (HiHAHCOBHX PEKBI3UTIB 1 AOCTymy OO OaHKiB-
CBKMX paxyHKIB PO3MOBCIOMKYBajla MIKI[UIMBE MpPOrpaMHe
3abe3neyeHHs «3eBcy. [1in yac omepallii 3HEIIKOIKEHO 1H(-
pacTpyKTypy Mepexi, 1o BkiItouana nonag 40 tuc. iHdiko-
BaHUX KOMII'IOTEpiB i cepBepiB, JEBOBA YaCTKa SKUX 3HAXO-
nunacst Ha teputopii Ykpainu. CripuduHEHI 30MTKH TTOHA
300 mutH monapiB. YneHH OpraHi3oBaHOTO 3JI0YMHHOTO yrpy-
moBaHHs — xakepy 3 Onecu Ta XapKoBa Ha YOI 3 TPOMAJITHH-
HoM Pociiicekoi @eneparii [4, c. 65-70].

Kpim Toro, 3 2018 p. B Vkpaini 3ampaioBana YpsaoBa
KOMaHJla pearyBaHHs Ha KOMIT'IOTepPHI HaJ3BUYalHI MOMIIl
Vipainn CERT-UA, sika y cBoill HisZIBHOCTI HiIHOPSAKOBY-
eTbest JlepaxaBHiil cnyx0i creniaabHOTO 3B’SI3KYy Ta 3aXHUCTY
iHpopmanii Ykpainu. IIpaBoBa peraMeHTalis AisIbHOCTI
MiCTHThCS Y 3akoHi Ykpainu «IIpo ocHOBHi 3acamu 3abe3mne-
yeHHs1 kibepOesneku Ykpainm» Big 21 uepBHs 2018 p. Tax,
OCHOBHUMU 3aBJaHHSIMH LICHTPY €:

— HAKOTMYEHHS Ta MPOBEACHHS aHANi3y JaHUX MPO Kibe-
PIHIMICHTH, BECHHS IEPKABHOTO PEECTPY KiOCPIHIIU/ICHTIB,

— HaJaHHS BJIACHMKaM 00’ €KTIB KiOep3axHCTy MpaKTHY-
HOI JIOTIOMOTH 3 TIMTaHb 3aI00iraHHsl, BUSBICHHS i YCYHEHHS
HaCJIIAKIB KiOEpIHIUAEHTIB II0/10 LUX 00’ €KTIB;

— Opraizalis Ta NPOBEIACHHS NPaKTUYHHX CEMiHapiB
3 MUTaHb KiOEP3aXUCTy I Cy0’€KTIB HAllIOHAJIBHOT CHCTEMH
kibepOe3neku Ta BIaCHUKIB 00’ €KTIB KiOep3axucry;

— MiJITOTOBKA Ta PO3MillleHHs Ha CBOeMY o(iliiiHOMY BeO-
caiTi peKOMeHIallii 11010 NPOTHIi Cy4acHIM BUaM Kibepa-
TakK i Kibep3arpos;

— B3a€MOJisA 3 INPAaBOOXOPOHHUMM OpraHamu, 3abese-
YEeHHs X CBO€YACHOTO iH(OPMYBaHHS MPO Kibeparaku;

— B3a€MOJIis 3 1HO3EMHUMH Ta MIXXHAPOJHUMH OpraHiza-
isIMA 3 TIMTaHb pearyBaHHS Ha KiOepiHIMAEHTH, 30KpeMa
B paMKax y4acti y @opyMi KOMaH]| pearyBaHHs Ha iHI[HCHTH
6esnexu FIRST 3i criaToro MmopivHUX WIEHCHKUX BHECKIB;

— B3AaEMOJIsl 3 YKpaiHCBKUMM KOMaHIaMH pearyBaHHS
Ha KOMIT FOTepHI HaJ3BHYAiHI TOJii, a TAaKOXK IHIIUMHU TIiJI-
MIPUEMCTBAMH, YCTAHOBAMU Il OpraHi3alisMH HE3aJICKHO
BiZ ()OpPMH BIACHOCTI, SKi IPOBaAATh AiAIbHICTh, IIOB’SI3aHY
13 3a0e3neueHHsIM Oe3reku KibeprpocTopy;

— ONpAIFOBaHHS OTPUMAHOI Bl TPOMaJIsiH iHGOpMAIIiT Ipo
KiOepiHIMIEHTH 111010 00’ €KTIB Kibep3axucry;

— COpUSIHHS JISp)KaBHUM OpraHaM, OpraHaMm MiCI[eBOTO
CaMOBPsI/lyBaHHs, BIfICBKOBUM (DOPMYBAHHSIM, YTBOPCHHM
BIJIIOBI/IHO 10 3aKOHY, IiANPHEMCTBAM, YCTAHOBAM Ta Opra-
Hi3aLlisiM He3aJIeKHO BiJl OPMH BIIACHOCT, @ TAKOXK rpomaisi-
HaM YKpaiHu y BUPILICHHI MUTaHb K16ep3aXHCTy Ta IPOTHIIT
kibep3arposam [5].

Ho mocsruens CERT-UA MoxHa BimHecTH iX CIiabHE 3i
Cnyx00r0 30BHIIIHBOT PO3BIAKH YKpaiHU BHSIBICHHS HOBOI
Mozaudikanii MKIUIMBOrO IPOrpaMHOro 3a0e3IEeUeHHs TUILY
Pterodo Ha xomm’roTepax JepKaBHUX OpraHiB YKpaiHH, sKa,
HMOBIPHO, € MiJrOTOBYMM €TarloM JJIsl NpPOBEICHHs KiOe-
paraku. Takuii Bipyc 30HMpae JaHi PO CHUCTEMY, PETYISIPHO
BIJIPaBIs€ X Ha KOMAaHJHO-KOHTPOJIbHI CepBepH W Odi-
Ky€ MoJaNbIIMX KoMaHZ. Takox Oyino momepemkeHa crpoba
BUMHEHHS KiOep3nouuHy y ¢opmi QimmHry 3a K0momMororo
€JICKTPOHHOTO JIUCTA 3 MPHUKPIMICHUM (GaiiioM — JOKyMEH-
TOM 13 po3mHpeHHsIM «docx», SIKHH MPHUXOBAHO 3aBAHTAXKYE
IHIIMHA JTOKYMEHT JIETaIbHUM YHHOM, aJie BXE 3 MaKpoCcaMH,
KOTpi 3aBaHTaXxyIOTh payload [6].

IIpore npobneMHrMU [T YKpaiHHU 3aIMIIAIOTHCS Oarato
MTUTaHb, 30KpeMa CTOCOBHO TEXHIYHOTO OCHAILIEHHS CIIia40l
rpynu. Ha Hamy QymKy, JOIIIBHO MapaienbHO 3 TpaauIii-
HUMH KPHMIHQJTICTUMHUMH Balli3aMd 3alpOBaJUTH CIIelia-
JIi30BaHE HAYKOBO-TEXHIYHE CIOPSDKEHHS U BUSBICHHS,
¢ikcarii Ta Bigbopy iHPOPMAIIIHUX CIIIIB HA MICIIi CKOEHHS
3nmouynHy. Tak, HamNpHKIaa, HEOOXiMHO CTBOPHUTH CIICIialli-
30BaHe MpOorpamMHe 3a0e3Me4YeHHs, sike O MOIIO aHali3yBaTH
KiOep3JI0UMHK, JONOMarard BHUSBIATH Ta JIOCIHIKYBaTH
JIOKa3H CTOCOBHO BUMHEHHS LIUX 37I0YHHIB.

HactynHe muTaHHS — MPOBEOECHHS EKCIIEPTH3 CTOCOBHO
CIITYMX HEMIACHUX PO3IIYKOBUX i, OCKIJIBKH 3aKOHOM
He BU3HAYEHO, SIK 1 XT0 Mae ix npoBoxutu. CyloBa eKCIepTusa
BBAXKACTHCA OCHOBHMM BHJIOM BHKOPHCTaHHSA CHeLiaJbHIX
3HaHb y PO3CIiYBAaHHI KOMII'IOTCPHUX 3JI0YHHIB, MpH3HAYa-
€TBHCSI 1 MPOBOJUTHCS ITICIIs MOPYILIEHHS KPUMIHAIBHOI CIIPABH
3 IOTpUMaHHSIM BUMOT cT. 75—77 Ta 196 KIIK Vkpainu. Ilepe-
JIiK CKCIIEPTH3, WO MOXYTh NPOBOAWTHCA Y CMpaBax Mpo
KOMII'IOTepHI 3J104MHH, 1OCUTH LMpOKHii. Lle i Tpamuiiiini
CKCIIEPTH3H — TPACOJIOTiYHa, JAKTHIIOCKOIIYHA, TEXHIKO-KpH-
MiHaJTiCTHYHA, EKCIIePTH3a JOKYMEHTIB, CYIOBO-C€KOHOMIYHa,
1 creniayizoBaHi — KOMIT IOTEPHO-TEXHIYHA Ta MPOrPaMHO-
TEXHIYHA, SKI BINIrparOTh MPOBIJHY POJIb Y PO3CHiTyBaHHI
3JI0YMHIB BKa3aHOi Kareropii. OueBHIHO, [0 BUKOHYBATH 1€
MOBMHEH CHELialliCT, OMHAK JIO 3aBJaHb i3 TEXHIYHOI JIOTO-
Moru crneuianicra, nepeniuenux y 4. 2 ¢t. 71 KIIK Ykpainuy,
BKa3aHi Oil He BiIHECEHO, NPOTE€ MOXIMBICTH 3alydeHHS
TaKUX CIICI[ANICTIB IMOBIPHO BHM3HA4Y€HA 3aKOHOAABCTBOM
y . 6 ct. 246 KIIK VYkpaiHu, sSKUM mependadyeHo y4acTb y
IIPOBEAEHHI TaKUX Aill, KpiM NepesidyeHUX Y HbOMY MpOLecy-
aJbHMX 0Ci0, 1m1e ¥ «iHmmx» [7].

KpiM TOro, mpakTHKa CBIIYHMThH, IO MPABOOXOPOHHI
OpraHd Ta CyAd B IUTaHHAX KPHMIHAJIBHOTO IMPOBAIKEHHS
00 KiOep3JI04UHIB 4acTo JIiI0Th 3a CTApUMHU, YCTaleHHUMU
NpaKTHUKaMH, OI0 HE CIPHUSIOTH 310paHHIO JOKa30BO1 0a3u 4yu
00’€KTUBHOMY BUpIlLIICHHIO crpaBu. [IpukiamoM € Yxpaia
crmiguoro cymai Ileyepcbkoro paiioHHoro cymy M. Kuesa
28 nucronana 2016 p. y cipasi Ne 757/58671/16-k mpo Hakia-
JICHHSI apeliTy Ha TPOIIOBI KOIITH, PO3MIIICHI Ha paxyHKax
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(imentH(ikaTopax) eNEeKTPOHHOI IUIATDKHOI cuctemu «Beo-
MaHi.Ioel», CKacyBaTH SIKMH BAANOCS JIMIIE 3aBISKU Tpa-
MOTHI} NO3ULIT aJBOKaTa, KOTPHH JOHIC JO Cyay PO3YMiHHS
TOrO, IO paxyHkH «BeOmaHi.roei» HE MICTATH TPOIMIOBHX
KOIITIB, OCKUIBKY I MJIATKHA CHCTeMa He repeadadae o0iry
TPOIIOBHX KOIITIB, TOMYy (DaKTHYHO Ha BKA3aHUX pPaxyHKax
po3mimeHa iHdopMalis mpo OONIK Ta eIeKTPOHHHHA OOMiH
TUTYJIBHUX 3HAKIB, SIKi MAlOTh BUPAXCHY BapTiCTh y TPOLIO-
BOMY CKBIBQJICHTI Ta SIKUMH KOPHCTYBaui CHCTEMH MOXYTh
3IIMCHIOBATH OIUIATy 3a TOBapH Ta IMOCIYTH TOLIO, aie ax
HiSIK HE TPOMIOBI KOIITH. TOMY 3 OISy HA BHIICHABEICHY
iH(opMalito HeOOXiTHO 3BEpHYTH yBary Ha TakUH acIleKT,
K MpodigbHe HABUAHHS KaJpiB BiINOBIJHUX OpraHiB CTO-
coBHO Kibepchepu. Tak, y CIIIA 1e € nepuio4eproBoro i€,
OCKIJIBKH BiJI 3M10HOCTEH Cy0’€KTIB PO3CITiyBaHHS 3aJIC)KHUTh,

4y Oy/ie PO3KPHUTO 3JI0YUH 1 UM IMOHECE BUHHUIA BiIMOBIAIb-
HICTh 32 BUNHECHE MPOTHIPaBHE AistHHA [8].

OTxe, NpoaHaNli3yBaBUIM CHUCTEMY 3aXOAiB IPOTHIIi
Ki0ep3/104MHHOCTI B YKpaiHi, MOXHA JiTH BUCHOBKY, 1110 O1/1b-
IicTh HOpM, nependadeHux 3akoHoM Ykpainu «IIpo ocHOBHI
3acaju 3abe3neucHHs KibepoOesneku Ykpainmy», Ykazom IIpe-
suneHTa Ykpainu «IIpo pimenns Paan HaioHaNbHOT Oe3meKu
1 oboponu Ykpainu Bixn 27 ciuns 2016 p. «IIpo Crparterito
KibepOe3nexu Ykpainm» Bix 15 6epesns 2016 p. Ne 96/2016»,
3akonom Ykpainu «[Ipo [epxaBHy cinyxOy creriaisHOro
3B’3Ky Ta 3axucTy iHdopmamii Ykpaium», 3akoHOM Ykpa-
iHn «IIpo TeJIeKOMYyHIKaIil» TOMIO, 3aJHMIIAIOTHCS TiTBKU
Ha narnepi i He BUKOPUCTOBYIOThCS Ha MPAKTHUIIi, X04a 32 CBOIM
3MICTOM BOHHM HE IIOCTYNAIOTHCSI HOpPMaM €BPOINEHCHKOrO
3aKOHOJIABCTBA.
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