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CraTTs npucBSYeHa AOCTIPKEHHIO ITaliichbKkol apXITeKTypU Kibepbesmeku, cTparerii Ta opraHiza-
MIMHAX 3acaj 3aXHCTy KPUTHYHOI 1H(ppacTPYKTypH KpaiHH, JTOTIKM T€XHIYHUX, IPABOBUX Ta IHCTUTY-
IMHAX HOBOBBEJEHD B cepi Kibepaaxucty ITamiicokoi Pecrrybmiku. Beranosneno, mio [Tamis 3pobuna
MepIi peryIsITOpHI KPOKU 1010 KibepOe3mekn BiTHOCHO MI3HO MOPIBHIHO 3 IHIIUMH €BpONeHChKIMU
nepxasaMn — y 2013 pomi («/lexkper Mounti»). [pyra itamifickka cTpateris kidepbesnexn («exper
HKeHTiTOHI») Malla Ha MeTl BIOPAAKYIBHHS IHCTUTYIIHHOI €KOCHCTEMH KibepOe3nekn BIMMOBIIHO A0
BUMOT €BpoIeichkol «upexTuBu mpo MepexeBy Ta iHpopMmaniiiny 6e3nexy (NIS)». Anamiz eBomrorii
iTamiichkol KibepOe3neKku 03BONSIE CTBEP/KYBATH, 110 Mk cTparerismu 2013 1 2018 pokis OUIbIIICTE
3MIH CTOCYBAJHUCS IHCTUTYNIIHHOT 6a3u (3MEHIIEHHS KINBKOCTI YUYACHUKIB 3 AYGMIOI0UNME (HYHKIIISIMU;
[eHTpali3allis CTPYKTYpH), a He GopMYTIOBAHH: MONMITUKY Kibepbesneku. BianosinHo 10 «{upexTunu
NIS» Gynma cTBOpeHa HallioHaNbHa KOMaHJAa /Ul pearyBaHHA Ha KOMIT'IoTepHI iHunaeHTH («Komanna
pearyBaHHs Ha IHIUASHTH KoMIT 1oTepHOT Geaznekm», CSIRT). KoncTaroBaHo, Mo mMoganbIioMy po3BUT-
KY MOCIITOBHOI Ta BCEOCSKHOT MPaBOBOi Ga3n B raiysi KibepOe3lekd CIpUsio CTBOPEHHS TaK 3BAHOTO
«HAI[1IOHAJLHOTO MepuMeTpy Kibepbesmeku» («Perimetro di Sicurezza Nazionale Cibernetica»). 3ako-
HOMABIISIMH YITKO BU3HAYEH] «KPUTUYIHI TEXHONOTI»: IITYYHAH 1HTENEKT, poGOTOTeXHIKA, HAIIBIIPOBII-
HUKH, KibepOesneka, aepokocMidHa MPOMHUCIOBICTE, 060poHa, 36epiranHs eHeprii, KBaHTOBI, SACPHI,
HaHO- Ta 6l0-TexHomorii. Big3Hadeno, 1o 3a OCTaHHI POKH [Taiis 3MiHUIA ¢BOI MOKIUBOCTI Kibep-
3aXUCTY IUISIXOM CTBOpeHHs HamioHambHoOro areHTcTBa Kibepbesmeku (ACN), sxoMmy Oyllo HopydeHO
peanizoByBaTH HOBY (TpeTto) HarionansHy cTpaTerito kibepOesnexn Ha 2022-2026 poku. ABTOpH BBa-
KalOTh, 10 IMUPOKUN Hablp 3aXoiB, MepenbadeHUX ITaliiChKUM 3aKOHOIABCTBOM, 3HAYHOIO MIpOIO
BI/ITOBI/Ta€ BUMOTaM KibGepOesneku, po3pobmeHum iHcTuTyTaMu €C. 3pobneHo BUCHOBOK, IO THYYKE
Hal[lOHaJIbHE 3aKOHOJAaBCTBO 3aCHOBaHe Ha IIOCTAaHOBaX ypAAY /03BOJSE€ YHUKHYTH HaaMipHOI HOpMa-
THBHOI 0a31, OCKUIBKH B HHOTO MOXKHA JIETKO 1 BITHOCHO IIIBU/IKO BHOCHTH TOTIPaBKH.
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Sanzharova G.F., Sirenko O.V., Sanzharov V.A. Italian cybersecurity architecture: protection
of critical infrastructure, technical, legal and institutional innovations.

The article is devoted to the study of the Italian cybersecurity architecture, the strategy and
organizational principles of protecting the country’s critical infrastructure, and the logic of technical,
legal, and institutional innovations in the field of cyber defense of the [talian Republic. It has been
established that Italy took its first regulatory steps on cybersecurity relatively late compared to other
European countries — in 2013 (‘Monti Decree’). The second I[talian cybersecurity strategy (‘Gentiloni
Decree’) aimed to streamline the institutional cybersecurity ecosystem in accordance with the
requirements of the European ‘Network and Information Security (NIS) Directive’. An analysis of the
evolution of [talian cybersecurity suggests that between the 2013 and 2018 strategies, most of the changes
concerned the institutional framework (reduction of the number of actors with overlapping functions;
centralization of the structure) rather than the formulation of cybersecurity policy. In accordance with
the ‘NIS Directive’, a national team was established to respond to computer incidents (‘Computer
Security Incident Response Team’, CSIRT). It was noted that the further development of a consistent
and comprehensive legal framework in the field of cybersecurity was facilitated by the creation of
the so-called ‘national cybersecurity perimeter’ (‘Perimetro di Sicurezza Nazionale Cibernetica’).
Lawmakers have clearly defined ‘critical technologies’: artificial intelligence, robotics, semiconductors,
cybersecurity, aerospace, defense, energy storage, quantum, nuclear, nano- and bio-technologies. It was
noted that in recent years, [taly has strengthened its cyber defense capabilities by creating the National
Cyber Security Agency (ACN), which was tasked with implementing the new (third) National Cyber
Security Strategy for 2022-2026. The authors believe that the wide range of measures provided for by
[talian legislation largely complies with the cybersecurity requirements developed by EU institutions. [t
is concluded that flexible national legislation based on government decrees avoids excessive regulatory
framework, as it can be amended easily and relatively quickly.

Key words: Criminal Law, Cyberspace, Cybersecurity, Cybercrime, National Cybersecurity Agency,
National Cybersecurity Strategy, National Cybersecurity Perimeter.

IocTanoBka mpodaemMu: 3a 0cTaHHI 5 pOKIB KUTBKICTD BUABIEHUAX KiOGep-1HIIUICHTIB IEMOHCTPYE Ofl-
HO3HAYHY TEHJEHINIO 710 3HAYHOTO 3POCTAaHHS: CepeTHBOMICIYHUN oKa3HuK 3pic 31 156 y 2020 poui x0
295y 2024 pori. Y 2024 po1i pidHe 3pOCTaHHS IHIUASHTIB, BUABICHUX 3 yOIIYHUX IKEPET, CTAHOBUAIO
27,4% (3 2779 no 3541). Pix 3a pokoM 3pocTaB cepeiHiil peHTHHT cepio3HOCTI BHUABIECHUX IHIIH/IECH-
TiB, IO € MOKAa3HUKOM JTOJIAaTKOBOTO MHOKHMKa 36UTKIB. Y 2024 pori, sk 1 B 2023 por, kibep-iHIHIEH-
TH, KIacu(piKoBaHI AK «KPUTHUHI» ab0 «cepio3HI», cTaHOBHIM NprbmusHo 80% Bix 3araabHOT KITBKOCTI
(v 2020 pomti — 50%) [1, c. 9]. 3rimno «3BiTy Clusit 2024 npo 6esnexy IKT B ITamii» («Rapporto Clusit 2024
sulla sicurezza ICT in Italia») 3a m’a1s pokis 3 2019 mo 2023 pokn Oyno BusiBeHo 653 kibep-aTaky 3Had-
Hoi cepiiosHocti. 3 HHX 310 Oymo 3apeectpoBaHo y 2023 poui, ToOTO KUIBKICTB Kibep-aTak, CIIpIMOBaHUX
npoty Itamii, 3pocna Ha 65% NMOPIBHAHO 3 TTONEpPeTHIM PoKOM. SIK KUIbKICHHH, Tak 1 sKicHu# (43% 1HUN-
JICHTIB MaJIi BUCOKUY piBeHb HACTIAKIB) piBeHb 1HINAeHTIB [ T-6esmexu B [Tanii mocriitHo 3pocTarots [2,
¢. 9]. HaifqacTimme MilleHHIO KiOep3JIOYMHINIB € nep:kaBHUN cexrop (19%), BupobHuUnTBO (13%), TpaH-
ciopt (12%), muoxkunni wini (11%), ¢pinancu/crpaxysanus (9%) ta ontoBa/posnpidna toprismi (9%) [2,
c¢. 27]. Posmoninena BigMoBa B OOCIYTOBYBaHHI € HAMMTOITAPEHINIO TeXHiKolo atak y 2023 pori (36%)
JULAL ypasKeHHS 1TaNmiichbKUX IIIPHEMCTB Ta YCTAaHOB, IIpH IILOMY IIKLIIIMBE ITporpaMHe 3abe3NevueHHs
cTae MeHII momupeHuM (3HMKeHH 3 53% y 2022 poui no 33% y 2023 pomi) [2, c. 41]. KimbkicTh Ki-
Gep-1HIUACHTIB, o ctamucs y 2024 poui B [Tamii 3pocna Ha 15% nopisrsmo 3 2023 pokoM [1, c. 9]. 3xiiic-
HeH1 KibepamounHIsiMu y 2023 polll atakd B cepelHbOMY TPU3BETH 10 GIMBII KPUTHYHAX HACTIMKIB HiK
B TIOTIEpeIH] pOKU. 3HAYHO 3POCIH IO UITUTYHCTBa» Ta «1H(popMaliifHoi BiifHW», aTak 3 KPUTHIHUM
BIUTMBOM, IepeHIIOBIIN Bi 3HA4eHB, OMU3BKUX 10 50% 1m0 3HaueHb 6mu3bko 70%. Lo TeHaeniito, cueri-
aJliCTH TOSCHIOIOTH TIOCHJIAHHAM Ha pPOCificbKO-yKpalHCHKUH Ta 13pallbchbKO-NaIeCTHHCHKUH KOHQIIIKTH,
K1, IpUHAHMHI 3 TOUKH 30py KibepOe3nexu, OXoIUTIoIThH Oararo kpaiH [2, c. 25].

[tanis movanma 3afiMaTHcs MUTAHHAMYU HaIllOHANBHOI KiGepOe3neku Mi3HO MOPIBHAHO 3 1HITUMU €B-
poTeficbKUMHU JiepskaBaMH — Harpukian, Opanuiero [3, c. 42-45; 4, c. 75-82], Benmukoto bpuranieio
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[5, ¢. 28-30] ta Himeuunnoto [6, c¢. 219-227; 7, ¢. 289-311]. Ha nymxy npe3unentis Clusit ['abpiene
@amxoni (2013-2024) Ta Anan Bakkapeui (2025) Itamis mpoTsaroM oCTaHHIX pOKIB 3alMIIA€ThCA O
Hi€I0 3 HAMOIMBII MOCTPak AKX BiM KiGep3MounHHOI AisapHOCTI Kpain [2; 1, ¢. 9]. ¥ 2024 poui 10%
3apeecTPOBaHUX Ha CBITOBOMY PiBHI KiOep-Hamajais npunajaroTs Ha gomo Itamii (0,7% HacenenHs Ta
1,8% ciToBoro BBII); ans mopisusauus: Opanmist — 4%, HiMeuunna — 3%, Bemuka bputanis — 3% [1,
c. 9] Tum nixasime npoaHani3yBaTH anﬁH;{Ti pillIeHHs BiITHOCHO BIOPAIKYBAHHS Kibepbe3nexoBoi
apXITeKTypH /10 CYy9acHUX MIHJIMBUX BHUKIHMKIB Ta 3arpo3, 3alpoBa/DKEHHA TeXHIYHUX Ta IIPaBOBHX 3a-
MOOKHMKIB /I 3aXUCTY KPUTHUHOT 1HPPaCTPYKTYpH.

Cran onpaumroBanunst mpodaemaTuku: [Iporpec mudposizamii Ta mocTiifHo 3pocTadnil B3aeMo-
3B 430K MK «pealbHUM» Ta NH(POBAM cepenoBuiaMy ([HTepHeT pedeil TOIO) MIIBUINYIOTH 1HTEpeC
K10ep3MOYnHIIIB /10 NaHUX Ta iHdopMalii, focTynHuX B [uTepueri. Kibepbesmneka cTpiMKO po3BUBAETH-
¢, SIK Yepe3 NOIIMPEeHH MeHepaTUBHOTO IITYYHOTO 1HTENEKTY, KA 3MIHIOE cXeMH Kibep-aTak Ta Ki-
Gep-3axXUCTy, TaK 1 4epes 3pocTaounil «upodecioHanizMm» KiGep3ToYnHIIB, K1 BUKOPUCTOBYIOTE JIeal
cKIagHinn Metond. KimbKicTh KiGep3TOUMHINB 1 KUTBKICTh KiOep-1HIIUISHTIB TOCTIHHO 3pOCTalOTh 3aB-
JSIKY TIPOJTaXy «aTak» OLIBII JTOCBITYEHUMU Ki6eppryHOBaHH${MI/I 3MOYUHILIM 13 CEepeHIMU Ta HU3b-
KAMH HaBUYKaMH, I1e TaKoX 3HaYHO 30UIbIIye ITMOBIpHY aym/ITopuo MOTeHIIHHAX KEPTB. ITanificeki
Ta €BPONEHChKI TOCTITHUKHA IPUAUIAIOT 3HATHY yBary BUBYEHHIO iTamichKoTo ,I[OCBlL[y CTBOPEHHSI Ta
MOCTYIIOBOTO BJOCKOHANIEHHS KiGepOe3exoBoi apXiTeKTypH, po3poOKu cTparerii mpoTuii kibep3io-
YUHHOCT] Ta 3alpoBa/KeHHA €THHOTO €BPOIEeHchKOTO 3aKOHOAaBCTBa /10 Kibepmupocropy: skamir epo
Hxarxomenmno (Giacomello), Tommazo e 3an (De Zan), Jlyimxi Maptuno (Martino), [I’ep xopmxo
K’spa (Chiara), Aanpea Crnannanu (Spaziani) Ta iHmn [8, ¢. 199-218; 9, c¢. 121-131; 7, c. 219-227;
4, c. 87-91]. IleBHi po3BiAKH 3 Ii€i MPOOIEMATUKHU 3’ ABUINCSA OCTAHHIM YacoM y BITYM3HSIHINA HayIli
(A. llleBuenko, O. IlaBmox, B. Canxapos) [10, c. 80-82].

MeTo10 mi€i eTaTTi € 1OCHIUKEHHS iTaliifichbKkol apXiTeKTypH KibepOe3neku, cTparterii Ta opraHiza-
MIMHAX 3acall 3aXUCTy KPpUTHIHOT 1H( pacTPYKTYpH KpalHH, TOTIKYA TEXHIYHUX, IPAaBOBUX Ta IHCTUTYIIIN-
HUX HOBOBBeJIeHB B cdepl kibepzaxucTy [tamilicbkoi Pecmyomikn.

Bukaanx ocuoBHoro Marepiany: Itamis 3a BciMa ITOKa3sHUKaMH € Cy9acHUM CYCITUTECTBOM 3 PO3BH-
HEHOIO eKOHOMIKOIO, ajie Ha BIIMIHY BiJ 1HIINX 4ieHIB (G7 MOBUTBHIINIE BIPOBAKY€E HOB1 TEXHONOTIT
Ta IHTEeTpye IX B eKOHOMIKY, IOBIUil Hac KpaiHa TOBUILHINIE pearyBalia Ha Kibep-BpaznuBocTi. llepra
KOMIT' JoTepHa Mepeska [Tanii Gyma ctBopena B 1980 pori, B 1986 pori BoHa mimrodniacs 10 [HTepHeTy
(toni ARPANET) micns Benukoi bpuranii, Himewyunnu Ta Hopgerii. [Tamifcbkuil ypsa DocTifHO M-
TPUMYBAB 1 MATpUMYE [HTepHeT sk KaTami3aTop eKOHOMIYHOTO 3pOCTaHHS, 30IMBIICHHS TYPU3MY, 3HU-
JKEHHS BUTpaT Ha 3B’ 530K Ta IIIJIBAIIEHHs e()eKTHBHOCTI iepkaBHUX onepaiiii. HaitBupasnimoro prcoto
1H(OopMaIlIfHOTO CYCHMITBCTBa [Tamil € HaA3BUYaHUHA po3BUTOK MOOITBHOI TenedoHii Ta MOGITEHOTO
iHTepHeTY. BTiM TpanuiiiHi TapTHEPHU 1 COIO3HUKY [Tamii He 3aBKIU MIATPUMYIOTE ITAMIAChK] 1HIITHATH-
BH: Tak €C ta Cnonyueni LlltaTu BUCTOBUIN cepiio3Hy cTypOOBaHICTB Micis ToTo sik HaBecHI 2019 poky
TicHs MIANUCaHHA MEeMOpPaHIyMY IIpo B3aeMOpO3yMIHHA 3 Kurtaewm, 3a sxuM ITamis BigkprBaia cBOIO
iHppacTpykTypy 5G /g kutaiinis. o Toro  cywacHa KOHIeNis KiGepOe3Nekn € MUPIIOI0, HIX CyTO
TexHIYHUN BUMIp [T-Oe3mexn, 0CcKINBKU BKITIOYa€e KOHTPONH 3a 1H(GOPMAIITHUM MPOCTOpOM (BUIANCHHS
MeBHOT'O KOHTEHTY abo NINNX BeO-calfTiB 3arajioM TOINO), IO B CBOIO Uepr'y MOB’fA3aHe 3 OOMeXEeHHAM
IHJUBIAyalbHUX cBobon [9, ¢. 121-122].

I'aGpiene Oamkomni akleHTYBaB yBary Ha BificTaBaHH1 [Tamii B ramysi u¢gpoBUX HABUYOK, IO MIPO-
nemoHcTpyBaB iHAeke DESI €pometicskol Komicil, sxa y «3Biti 3a 2023 pix» nocrasuna PecnyGmiky
Ha TIepe/IoCTaHHe Miclle 3 JIBa/IIATH ceMH KpaiH 3a 0a30BUMM MU(PPOBUMH HaBUYKAaMH Ta Ha OCTAHHE
Miclle 3a Buryckaukamu 3 [KT. Yactka xinok cepen daxisiis 3 IKT ctanosuts 16%, 1o 3HagHO HHXKYIE
cepenHboro mokazuuka mo €C — 18,9%. Cutyallig 3 IHBECTULIISIMHA B KiGepbesneky HacTymHa: y 2023
pouti Itamis BuTpatuna 2,149 Minssapaa €Bpo, 1e popisHIoe npudmusHo 0,12% BBII. ns nopiBHAHHSA
Taki eBponeiichbki kpainn, sk Opannis Ta HiMeudnna, BuTpadatoTs BaBivi 6unsme; a CLHA — 0,3% BBII
[2,c. 5]

B Iramii perynaropHa 6a3a 3 MATaHb YIPAaBIIHHS Ta MOMITHKYU KibepOe3mekn BUKIANeHI Y IBOX JI0-
kymeHTax: 1) «Quadro Strategico Nazionale» (QSN), sxuif Bu3Hauae 060B’sI3KH Ta POl IHCTUTYIIIH,
3allydeHux 1o Kibepbesneku; 2) «Piano Nazionale» (PN), axuii okpeciioe HallioHAaNbHI IUTI Ta IUTaHU
Aift s X gocsaraeHus [11]. PazoM 1 1Ba TOKYMEHTH YTBOPIOIOTE ITalifiChKy CTpaTeTiio Kibepbesneku.
[lepura itamificbka cTpaTeris KibepOesneku Oyma chopMynboBaHa B JeKpeTi ypamy Mapio MoHTI Bin
24 ciuns 2013 poky («DPCM Monti»): Brepiie 6yno OKpecieHo apXiTeKTYpHY OCHOBY HalllOHalbHOT
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K10epOe3IeKn Ta 3aXUCTy KpUTHYHOI 1H(pacTpykTypH [9, c. 122-123; 4, c. 87]. Ynpasminas Kxidep-
6eanekoro 3aiiicHioe T'onosa Panu minictpis [tamii (Ilpem’ep-miHicTp), SIKUH BIAMOBINAE 3a MPUHHATTS
HarionansHoi cTpareriqnoi paMkoBol mporpamMu Kibepbesneku Ta HaionansHoro miany Kibep3axucTy
Ta Kibepbe3nexu. MIKBITOMYNI KOMITET 3 TUTaHb Oe3nexu Pecny6miku (Comitato interministeriale per
la sicurezza della Repubblica, CISR) nanae xoHcynbrailii, peryasTopHi Ta opraHizallifiHi IpoTO3uIIii.
«/exper» BiMBONNB 3HAYHy pOJE Ha omepaliifHoMy piBHI Jemapramenty indopmarii 3 6e3nexu (DIS)
Ta pisauM arenTcTBaM (AISI, AISE, AgID). Kpim Toro, nekperom 6yno cteopeno Snapo kibepbesmexu
(NSC) y ckmazi BilichkoBOI pagy Ta HHA3KY MOJATKOBUX CTPYKTYP — MIKBIIOMYOTO BIAAINTY KiGepHe-
trnanux kpu3 (NISP), HaykoBoro koMiTeTy, IpUBaTHUX onepaTopiB, HamonansHoTO IeHTPY GopoTHOM 3
1HpOpMAaLlIHHIMH 3TOYUHAMH 3 3aXUCTY KpUTHUIHOI iH(pacTpykTypu (CNAIPIC) Ta I'pynu pearyBaHHs
Ha KOMII IoTepH1 Hag3sudaiini cutyanii (CERT) [11, ¢. 9-12].

Hpyra iTamifickka cTpaTeris KibepOesnekn Oyma omyOmikoBana 17 moToro 2017 poky sk «/lexpet
Jokentimoni» («Decreto Gentiloni») [4, c. 88] micns HabpaHHS YMHHOCTI €Bpoleiichkol «/upekTuBH
po MepexeBy Ta iHpopManiiny Gesnexky (NIS)» 1 Mana Ha MeT1 BIOpPSIKYBaHHs (3MEHIIEHHS CKIaI-
HOCTI) IHCTUTYIIHOTO YIIpaBNiHHA Kibepbesnekoro. Jupextusa NIS Habyma YMHHOCTI B ITAMIHCEKOMY
3aKOHOJABCTBI ¥ (hopMi 3akoHOmaBIor0 AekpeTy Ne 65 y uepsHi 2018 poky Ta cTuMymIIoBaia AesKi BiI-
TOBITHI 3MIHU B ITAMACHKIA 1HCTUTYIIHHIN ekocucTeMi kibepbesneku [7, ¢. 295, Bun. 23]. ['onoBHoto
BIIMIHHICTIO BiJl YIpaBIiHHS KibepOesnexoro, BcraHoBIeHoTo ¥ 2013 pomi, € pons ['enepansHoro nu-
pekTopa HemaprameHTy Gesneku Ta po3Binku (Dipartimento Informazioni per la Sicurezza, DIS), sxuit
OTpUMaB OINBII NpAMY Ta ITOMITHY pOJNb Y BH3HaueHH] 3arajibHOI ITONITHKH, CIIPAMOBaHOI Ha MOKpa-
IIeHHs Oe3Mekn cucTeM Ta Mepex [9, c. 125-126]. Hosnii Ilnan kibepOesnexku MicTuB okpemuit 1lman
nifl, sxuit nepenbadas ctopenHs O6’enHaHOTO KOMaHTyBaHH: KibepHeTHwuHHX omepamii (Comando
Interforze Operazioni Cibernetiche, CIOC) 1 nponoHyBaB HU3KY HOBUX IHIIIaTHB, K OT CTBOPEHHS
HaI[lOHANBHUX MeHTpiB: 1) ZochikeHb Ta po3pobok y ramysi kibepbesnekn 3ais aHali3y IIKITHBUX
IporpaMm, yTpaBJiHHS 0e3NeKol0, 3aXUCTy KPpUTHYHOT 1HPpacTPpyKTYpH Ta aHami3y 3arpos; 2) KpHITo-
rpadii [T BCTaHOBIECHHS MIAQPIB, po3poOKY HAI[IOHANEHOTO aJTOPUTMY 1 ONOKUeiHY, Ta OLIHKHA Oe3re-
ku [9, c. 124]. [pesunii Pagu MiHicTpiB TIATOPAAKOBYEThCSA CTBOpeHa BiamoBinuo o Hupexrtusu NIS
iTamifichka KOMaH/a JUIsl pearyBaHHs Ha KOMIT I0TepHI iHIuAeHTH («KoMania pearyBanns Ha 1HIUICHTH
koM’ foteprHol 6e3nexn», CSIRT). Itamifickka CSIRT namiuye 30 daxisimis; 6romkeT 3 2019 poky ckia-
mae 700000 eBpo (mowarkosi iHBecTHuii — 2000000 eBpo) [9, c. 125].

B po3BHHEHUX CYCHINBCTBAX 10 KPUTHYHOI 1HPPACTPYKTYPH 3a3BUYall BINTHOCATH GaHKIBCBKY CIIpa-
By Ta (piHaHCH, TPOMaJICBKy Oe3MeKy Ta MOPAIOK, 3B’ 30K, CIYXOM €KCTPEeHOI /IOTTOMOTH, eHepreTHd-
HUl cexTop (BUpOOHHITBO, TPaHCHOPTYBaHHA Ta PO3IOILUI), AepKaBHe YIIPaBIiHHI, CHCTEMH OXOpPO-
HU 3/I0pOB’sl, TPAHCIIOPT Ta JOTICTHUKA, BOAOMOCTAaYaHH:, 1H(GOPMAIlIHI TOCIYTH Ta 3acobu MacoBoOi
iHQopMarlii, TocTadaHHs MPOAYKTIB XapuyBaHHs. OcobnuBicTio [Tami mpoTsaroM 3HavyHOTO Hacy Gyma
BIICYTHICTB ogimifinoro peectpy kKputuunol iudpactpykrypu (KI). «/lekper» BH3HAUMB KOMIETEHT-
HI OpraHM, SIKAM BiJiBe/leHa poJib MOHITOPUHT'Y HallloHaJlbHOTO 3acrocyBaHHs Hupextusn NIS: 1) Mi-
HICTEPCTBO €KOHOMIUHOTO po3BUTKY (Ministero dello Sviluppo Economico) nns enepreruuynoro Tta
mudpoBoro cekropis; 2) MiHicTepcTBO 1HGPACTPYKTYPH Ta TPAHCIOPTY [UISI TPAHCIOPTHOTO CEKTOPY;
3) MiHicTepcTBO eKOHOMIKH Ta (piHaHCIB AN OaHKIBCHKOI Ta (piHAHCOBO-PHHKOBOI 1H(PACTPYKTYpPH;
4) MiHicTepcTBO OXOPOHH 3/I0pOB’S /U1l MEINYHOTO CEKTOpY; 5) MiHICTepcTBO HaBKOJNIMIIHBOTO cepe-
JIOBHUINA, 3aXHCTY 3eMellb Ta MOpS /UIS OCTadaHHs Ta pO3MOUTY MUTHOT BOAN. «3aKOHO/ABUHIT 1eKpeT»
nmepenbadaB BKITIOUEHHS BCIX IIUX OpraHiB 1o ckinaay CHOITBHOTO TeXHIYHOTO KoMmiTery npu [lpesmmii
Pamu Minictpis. «/lexkperom [[kentimoni» 6ymo cTBopeHo HoBUiA LleHTp HallioHANBHOT OIIIHKY Ta cep-
tagikanii (CVCN) y ckimani MiHicTepcTBa eKOHOMIYHOTO PO3BUTKY, 3aBIaHHIM SIKOTO € OIlIHKA 6e3meKn
MIPOAYKTIB Ta MOCIYT U KPUTHYIHO BaXXIMBOI HallloHaNBHOT iH(pacTpykTypH [9, c. 124-125].

Ocob6muBicTio [Tamii mepHUi yac Oyia BiICYTHICTh HAIIOHANBHUX 3aKOHIB YU TO OY/b-SIKUX TTHCHEMO-
BUX ab0 YITKO cpOpPMYITLOBAaHUX IOPUAUIHO 0OOB’ I3KOBUX JTOTOBOPIB, IO BU3HAYAIOTh YYACHUKIB, BiJI-
MOBIANbHICT Ta PO3MOLT PU3UKIB AepKaBHO-IPUBATHOTO IapTHEPCTBA B cepl 3aXUCTY KPUTHIHOT
IH(PacTPYKTYpH Bif KibepaTak. 3aKOHOABCTBO CIIPSIMOBaHe Ha Cy0’€KTH rocmolaploBaHHs, K JepiKaB-
Hi, TaK 1 IPUBATHI, K1 HAJAIOTh MOCIYTH a60 BUKOHYIOTH BaXKIUBI (PYHKIIT /UL JepKaBU B CEKTOPax,
10 BBAXKAIOTHCS HallGUIBIN pU3NKOBaHUME (000poHa, eHepreTHKa, TeleKOMyHIKallii, 613Hec Ta ¢piHaHCH,
TPaHCTIIOPT, KPUTUYHI TEXHOIOT1] TOIIO) Ta MOTPebGyIoTh MOCUIeHOT Ge3nekn Gyno MmIcyMOBaHO B 3aKo-
HojaBuoMY ykas3i Bif 21 BepecHs 2019 poxy (DL 105/2019; DL 133/2019) npo cTBOpeHHs «IIepUMeTpy
HallloHaNbHOI KibepOesmeku» («Perimetro di Sicurezza Nazionale Cibernetica») [10, c. 80-82]. Cy6’ek-
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TH, IO BXOJATH /IO «TIepIMeTpay, MOBHHHI BXKMBATH CYBOPIIINX 3aX0/1iB Oe3MeKH, TaKuX AK CKJIaJaHHSA
nepemiky BianoBimHux [KT-aktusis, mosigomnenus CVCN npo mpun6anns [KT-akrusis, cuctem Ta
mocnyT, a Takox nosigomuenus CSIRT npo 6yap-sxi iHnuaeHTH, 0B 13anil 3 [KT-akTusamu [4, c. 89].

Tpets iTamiicebka cTpareris kibepbesnexn Oyma onyomixoBana B 2021 pomi (DL 82/2021). 3a ocranni
I’ ITh POKIB [Tamis 3MilHIIIa cCBOT MOKIIUBOCTI Kibep3aXnCcTy IIJIXOM cTBOpeHHs HallioHaIbHOTO areHT-
cTBa Kibepbesneku (Agenzia per la cybersicurezza nazionale, ACN), sxoMy 6yio mopydeHo peanizyBaTu
Hamionaneny crparerito kibepbesnexu [4, ¢. 88-89]. [mmumu cdepamu BiamosinansHocTi Hamionams-
HOTO areHTCTBa KibepOe3nekn € KOOpAUHAIlig AISTBHOCTI 3 K10epOe3meku MK AepKaBHUMH cy0’ eKTaMu
Ha HaI[lOHANLHOMY PiBHI, BIPOBAXKCHHS 3aX0/IiB MO0 3abe3neueHHs KibepOe3nekn Ta KibepcTIHKoCTI
JUTSL PO3BUTKY ITamiiichbkoi MugpoBizalii, BApoOHNYO! CHCTEMH Ta MepKaBHUX aaMIiHICTpalliil, a Takoxk
CIIPUSHHS HalllOHATBHIA Ta eBporelichkiit aBroHoMIT moxo [T-mpoaykTiB Ta mponecis, Mo MaloTh CTpa-
TeriYHe 3HaYeHHS /I 3aXHUCTy HalllOHANBbHUX IHTepeciB Y Wil raidys3i. AT€HTCTBO BIAMOBIAHO 10 «lu-
pextuBu NIS» BiAIOBITa€e 3a po3CcHINYyBaHHA NOPYIIEeHB Ta HAKNaJAeHHS aJMIHICTPAaTUBHUX CaHKIIIH.

VY tpaBui 2022 poxy HamionamsHe areHTcTBO KibepOesnexu (ACN) mpencraBnno «HamioHansHy
cTparterilo Kibepbesnexu Ha 2022-2026 poxu» Ta «llman ii BupoBamxenna» [12]. «Crpareris» BU3Ha-
Yae TPU KITIOYOBI 1M (3aXUCT, pearyBaHHSA Ta PO3BUTOK) Ta IOB’sA3aHl 3 HUMHU 3aX0AM, PO3/LeHI Ha
TeMaTH4Hi obmacTi. [ii, moB’s3aH1 13 3aXMCTOM, OXOIUIIOIOTE TaKi MUTAHHS, K KOHTPOIb TEXHONOT1H,
mpaBoBa 6a3za, cUTyallililHa 0613HaHICTD, KiGepCTIHKICTD AepKABHOTO YIIPaBIIHH, HalllOHANbHA 1H(ppa-
CTPYKTYpa, IU(pyBaHHS Ta IpOoTUMIs Ae3indopmanii. KpruzoBe ympaBmiHHsI, HallloHANbHI KIOepCIyX-
6u, HapuaHHs, aTpulOy1La, OopoTHOa 3 KIGEP3TOUMHHICTIO Ta MOKITUBOCTI CTPUMYBaHHS — 11e cepH, Ha
SIK1 CIIPSIMOBAHI 3YCHIUISL, TTOB’s13aHi 3 pearyBaHHsaM. HapelnTi, inb po3BUTKY BKJIOYAE /i1, TOB’sI3aHI 3
HarmionansHAM IEeHTPOM KOOp/MHAIIl], HalliOHAJILHIM Ta €BPONEeHCHKIM PO3BUTKOM TexHomoriit, Hari-
OHANBHUM TMapKoM Oe3lekH, KiGepIpocTopoM AK (pakTOPOM KOHKYPEHTOCIPOMOKHOCTI Ta Ge3MedHoI0
mudposizamieto nepxkasu [4, c. 89].

[ranificekuit miaxin g0 KibepAUIIIOMAaTIi [le HacaMIepe OpieHTalllsl Ha MIXHApOAHY CIIBIPAIIO 3
HaJaHHAM IlepeBard MUKHapoJHUM Ta 6araToCTOpPOHHIM (opyMaM HaJl ABOCTOPOHHIMH JIOMOBIIEHHO-
ctamu. [losumis Itanii 8 ObCE monsrae B akTUBHOMY MPOCYBaHHI 1€l BIPOBAMKESHHS «3aX0/IIB 3MIIl-
HeHHs 710BIpH B kibepnpoctopi» ([locTiitHa pama OBCE, 2013, 2016). Ilix vac romoByBaHHs [Tami y
Bemuxiii cimuiy 2017 poui (B pamkax Kibeprpynn G7) Gymno mpuiHATO eKTapalliio Ipo mpasuia BijIo-
B1/IaNTbHOT MTOBETIHKY MIepKaB y KibeprpocTopi (Tak 3BaHa «JIyKKChKa eKIapallisny), SKa, cepell IHIIoro:
1) Bu3HaNa epeBakHy polb AepikKaB y Ipolleci MoOYIOBU Ge3NeUHIOro Ta cTabimbHINIOro Kibepcepe-
JOBUINA; 2) METITUMHICTD JeKknapallil Mae 6a3yBaThCs Ha ALSUTBHOCTI, IO 3AIHCHIOETHCS | eHepalbHOIO
Acambneeto OOH Ta OBCE; 3) minkpecnuia BaKINBICTh 3aCTOCYBaHHSA YMHHOTO MIKHapOJIHOTO MpaBa
1o kibepcdepu [9, c. 127].

BucHoBok: TaxnM YNHOM, MOJKHa CTBEp/UKYBaTH, II10:

1) [Tamis 3pobuna mepIn peryasTOpHI KPOKH 100 Kibepbesneky BITHOCHO Mi3HO MOPIBHIHO 3 1H-
MIMMH €BPOTIeHCHEKUMHY JlepKaBaMH;

2) ctparerii 2013 («/lexper MonTi») 1 2018 («/exper [keHTUTOHI») POKIB CTOCYBAJNCS HacaMIle-
pen GopMyiBHHS 1HCTUTYIIHHOT 6a3u KiGepOesneku (LeHTpami3allis CTPYKTYpU; IpuObupaHHs ay6moro-
qux GyHKIIN);

3) iTamifickka cTpareris 1 CTBOPeHHS «HalllOHAJILHOTO NTepUMeTpy KibepOesnekn» MaJl Ha MeTi BITO-
PAIKYBaHHS IHCTUTYIIAHOT €KOCUCTEMH KibGepOeseku BiMOBITHO 10 BUMOT eBpomelickkol «/upexTu-
BU IIpO MepekeBy Ta iHdopMaiiitny Gesnexy (NIS)»;

4} [Tamis 3MiIHAIIA CBOT MOKITUBOCTI YIIPaBIiHHS KibepOe3neKolo Ta 3aTHICTh BUSBISATH, aHali3yBa-
TH, OIIIHIOBaTH Ta KepyBarh | T-pusukamu 3a 101IoMOroro NpeBeHTHBHAX Ta [TOM AKIITYBaJbHAX 3aX0/IiB
cTBopeHHAM HarionanpHoro arentcrsa Kibepbesneku (ACN), skoMy TOpydeHO peai3oBYBaTH HOBY
(Tpetio) HamionansHy crparerito xibepGesnexu Ha 2022-2026 pokwu.
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