KWiBCbKUW perioHanbHUM LEHTP
HauioHanbHOI akageMil NpaBoOBMX HayK YKpaiHu

B BUEHI EAVHI

€BPOIHTEIPALIA

HOBE YKPAIHCBKE NMPABO

Bunyck 6,
MPUCBSIMEHUU EBPOIHTErPALiViHIv TeMaTuLi

ToMm 2

BuaaBHMuuM gim
«['enbBeTUKa»
2022



PEAAKUINHA KONETIA:

FPUHSAK AHpapin BorgaHoBWY, JOKTOP OPUANYHUX HayK, npodecop, yneH-kopecnoHaeHT HAMpH YkpaiHu, 3acTynHuk
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IOPUCT YKpaiHW, TFOMNOBHWUIA HAyKOBWI CMiBpObGITHMK Biadiny pocnigxeHHs npobneM B3aeMoil AepXxaBWu i rpoMaastHCbKOro
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iMmeHi I'. C. CkoBopoau;

HA3APOB IBaH BonoaMMMpOBMY, LOKTOP HOPUAWYHUX HAyK, Npodecop, Fof0BHUM HayKOBWIA CRiBPOBITHWMK BiaAiny
3abe3neyeHHss iHTerpauii akageMiyHoi Ta YHIBEPCUTETCbKOI MpaBOBOi HayKW Ta PO3BUTKY HPUAMYHOI OCBiTM KWiBCbKOro
perioHanbHOro UeHTpy HauioHanbHOi akageMii NnpaBoBUX HayK YKpaiHu;

HOCIK Bonoaumup BacunboBuY, [LOKTOp OPUAMYHMX HayK, npodecop, FoNoBHUI HayKoBWI ChiBpOGITHWUK Biaainy
3abe3neyeHHs iHTerpauii akageMmiyHoi Ta YHIBEpCUTETCbKOI MpPaBOBOI HAayKU Ta PO3BMTKY HOPUAWYHOI OCBiTM KuniBCbKOro
perioHanbHOro LeHTpy HauioHanbHOI akageMii npaBoBUX HayK YKpaiHu;

OHILWEHKO HaTtania MukonaiBHa, JOKTOp IOpnANYHMX HayK, npodecop, akaaemik HAMpH YkpaiHn, 3aCTynHUK aAnpekTopa
IHCTUTYTY AepxxaBu i npasa iM. B. M. Kopeubkoro HauioHanbHOI akageMii Hayk YKpaiHu;

METPULLMWH OnekcaHap BitaniiioBuuy, [0OKTOp OpMAMYHMX Hayk, npodecop, akageMik HAMpH YkpaiHu, npe3wnaeHT
HauioHanbHoi akaaemii NpaBoBMX HayK YKpaiHu;

MOrPIBHUWN Ceprin OnekciiioBuY, LOKTOP HOPUANYHMUX HayK, npodecop, uneH-kopecnoHaeHT HAMpH Ykpainu, cyaas
BepxoBHoro Cyay, ronoBHWI HaykoBMWIA CRiBPOGITHUK BiaAiny AocnigXeHHs npobneM B3aeMoAii AepXaBu i rpoMaastHCbKOro
cycningcTBa KMIBCbKOrO perioHanbHOro LUeHTpy HauioHanbHOT akaaeMii NpaBoBUX HAYK YKpaiHu;

CAMMOHC Binbam Bpepdoppa, £0OKTOp HOPUANYHUX HayK, MoYecHUin npodecop JleraeHcbkoro yHiBepcuTeTy (JleiaeH,
Hinepnanawn);

OEAOPYEHKO HaTtanis BonoguMupiBHa, OKTOP PUANYHUX HAYK, NPodhecop, rONI0BHMI HayKOBUIA CNiBPOGITHUK Biaainy
[ocCnifxXeHHA npobneM B3aeMoAii AepXaBu i rpoOMaasHCbLKOro cycninibctea KuiBCbKOro perioHanbHOro UeHTpy HauioHanbHoi
akagemii npaBoBUX HayK YKpaiHu;

YEXOBCbKA IpnHa BacuniBHa, 4OKTOP OPUAMYHUX HAYK, Mpodecop, 3aBigyBay kadeapu LUMBiIbHOro npasa YHiBepcuteTty
AepXXaBHOI ickanbHOI cnyx6u YkpaiHu;

LWAKYH Bacunb IBaHOBMWY, OOKTOP OPUAMYHUX Hayk, npodecop, akagemik HATMpH YkpaiHu, ronoBHwWi HayKoBWM
cniBpob6ITHMK BiaAiny AocnifxeHHs npobnemM B3aeMoAii AepxaBu i rpoMagsHCbKoro cycninbctBa KWIBCbKOro perioHasnbHOro
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€EBPOMNEWUCbKNA AOCBIA NOAOJIAHHS KIBEP3JIOYUHHOCTI B YKPAIHI
B YMOBAX CbOIroAAEHHA

JlyriHa HaTtanisa AHaTtoniiBHa,

KaHAWAAT IOPUANYHUX HayK, LOLEHT, AOLEeHT Kadeapu
KPUMiHanNbHOI toCTULIT

HaB4anbHOro-HayKoBOro iHCTUTYTY npasa
[ep>xaBHOro NnoAaTkoBOro yHiBEpCUTETY

M. IpniHb, YKpaiHa

Bowko Banepis BonogaumupiBHa,

3p06yBay nepworo (6akanaBpCbKOro) piBHA BULLOI OCBITH
HaBuyanbHOro-HayKoBOro iHCTUTYTY npaBa

[ep>xaBHOro NoAaTKoOBOro yHiBepcuteTy

M. IpniHb, YKpaiHa

Y cTatTi npoaHasnizoBaHoO Take saBuLle, SIK Kibep3/I0YMHHICTb B YKpaiHi, BrinB Kibepatak Ha
EKOHOMIYHUI CTaH AepXXaBu Ta CTaH HauioHasibHOI 6e3rekn. [OoCnig)XeHo Cy4acHu riiobaabHuii
xapakrtep rnpobsiemu Kib6ep3/104MHHOCTI, OCKI/IbKM CydacHi KibepaTtaku rnapasisytoTb He uLie rnpu-
BaTHI CTPYKTYpM, a ¥ opraHu 4ep)kxaBHoi B1aan. BUsBISIETbCS, WO Bif NoAibH1X atak He 3acTpaxo-
BaHa Xo/Ha KpaiHa cBiTy, a cyb’ektamu, SIKi iX 34iACHIOTb, € HE JINLLE OKPEMI XaKepn Ym xakep-
CbKi rpynu, a i OKpemi fepxasu, TePOPUCTU Ta OpraHi3oBaHi 37104MHHI yrpyrnoBaHHSs, 30Kpema
U Mi>kHapoaHi. Po3pobsieHo 0cob6/1MBOCTI rpaBoBOro peryoBaHHs 60poTbbu 3 Ki6ep3/104NHHICTHO
3 ypaxyBaHHSIM OpraHi3auifiHnx acrnekTiB uiei 60poTbbu, a TakoX BU3HaYEHO OCHOBHI OpraHisza-
LiriHO-MpaBoBi 3acaaun BAOCKOHaIEHHS 60poTbbu 3 Ki6ep3/104NHHICTIO B YKpaiHi. PO3risiHyTO HU3-
Ky AMOBIpHUX crocobiB BUPILLEHHS LUbOr0O MUTAaHHS LUISIXOM €BPOIHTErpayiviHuX rnpoLecis.

lpoaHasnizoBaHoO MiXXHapOoAHI IHILiaTUBM, peasli30BaHi 415 NMOCUIEHHS 3aXUCTy KibepripocTopy.
JocnigxeHo MiKHapoAgHO-NpaBoBy CUCTEMY HOPM, CMIPSMOBAaHUX Ha CTBOPEHHS MpaBoBOi OCHOBU
cniBnpayi gepxas y 60poThbi 3 KI6ep3/104NHHICTIO. Y LUbOMY pO3Aisli pO3r/isiHyTO OCHOBHI HOpMa-
TUBHO-IPAaBOBI MNPaKTUKN Ta MiXKHapOAHI JOKYMEHTU, & TaKOX BU3HaYEHO Cr1ocobu BAOCKOHAaIEH-
HS1 paBOBOro peryaBaHHs Ha ManbyTHE. [JoBeAeHO, L0 HaUioHa/IbHa 6e3reka AyxKe 3a/1exuTb
Bia iHGopMaUiiHoi 6e3neku i s 3a/1€XHICTb JINLLE MMOCU/IIOETHCS 3 TEXHOJIOMNYHUM PO3BUTKOM.
OG6’eKTOM nun/IbHOI yBaru 1a BrJIMBY AEpPXaBu € iHhopmalisi, 1Kka € eKOHOMIYHOK Ta colia/ibHo
rapaHTielo ICHyBaHHs Ta pO3BUTKY CyCni/ibCTBa i Aepxasun. [7106a/1bHICTb Kibep3/104MHHOCTI o4Ye-
BuAHa B yCbOMY CBIiTi, 0c06/1MBO B YKpaiHi. [leTtanizoBaHo KepiBHI NpuHUUNIN MoAepHi3aLii nonitu-
Ky 3axucty AgaHux Ha piBHi OOH.

Bu3sHauyeHo rpioputet MiKHapoAHoOro criBpobiTHMYTBa y 3abesrnedyeHHi Kibepbesriekn Mix
YkpaiHorw ta HATO. ToX y CbOroAHILLIHbOMY KOHTEKCTI CUTyalisi HaBKOJ10 MarbyTHbOIro ri106asbHo-
ro kibepripocropy riepebyBae Ha NnepeTHHI ABOX rnapasaesibHUX TEHAEHUIN: 3 ogHoro 60Ky, odiuin-
Hi 3yCn/11s MiDKHapOoAHOI CrisibHOTU po336poiTu KibeprpocTip i 3arnobirty Moro nepeTBopeHHIo Ha
HOBY apeHy 36pOsNHOro KOHMIKTY, a 3 iHLIOro — OCHOBHMI MPOLEC MOJISIPHOIO0 KOHJIIKTY TPUBAE.

KnrouoBi cnoBa: Kibep3/104nHHICTb, Kibepataka, KibepsitiHa PO rnpotu YkpaiHu, npotusis
Kibep3siounHaM, MikHapoaHa crisrpaus npotugii kibepsaoumHaMm, HATO 5K OCHOBHUE peryisaTop
BUPILLEHHS KIGEP3/TOYMHHOCTI y CriiBripaLyi 3 YKpaiHoto.

Nataliia Luhina, Boyko Valeria. European experience of overcoming cybercrime
in Ukraine in today’s conditions

The article analyzes such a phenomenon as cybercrime in Ukraine, the impact of cyberattacks
on the economic state of the state and the state of national security. The modern global nature
of the problem of cybercrime is studied, since modern cyberattacks paralyze not only private
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structures, but also state authorities. It turns out that no country in the world is immune from such
attacks, and the subjects that carry them out are not only individual hackers or hacker groups,
but also individual states, terrorists and organized criminal groups, including international ones.
The peculiarities of the legal regulation of the fight against cybercrime have been developed,
taking into account the organizational aspects of this fight, and the main organizational and legal
principles of improving the fight against cybercrime in Ukraine have also been defined. A number
of possible ways of solving this issue through European integration processes were considered.

International initiatives implemented to strengthen cyberspace protection are analyzed. The
international legal system of norms aimed at creating a legal basis for the cooperation of states
in the fight against cybercrime has been studied. In this section, the main regulatory and legal
practices and international documents are considered, as well as the ways of improving legal
regulation for the future are determined. It has been proven that national security is highly
dependent on information security, and this dependence only increases with technological
development. The object of close attention and influence of the state is information, which acts
as an economic and social guarantee for the existence and development of society and the state.
The global nature of cybercrime is evident all over the world and especially in Ukraine. The
guiding principles of the modernization of data protection policy at the UN level are detailed.

The key priorities of international cooperation in ensuring cyber security between Ukraine
and NATO have been determined. So in today's context, the situation surrounding the future
of global cyberspace is at the intersection of two parallel trends. On the one hand, the official
efforts of the international community to disarm cyberspace and prevent it from turning into
a new arena of armed conflict, while the main process of polar conflict continues.

Key words: cybercrime, cyberattack, cyberwar of the Russian Federation against Ukraine,
combating cybercrime, international cooperation in combating cybercrime, NATO as the main
regulator of solving cybercrime in cooperation with Ukraine.

BMHMKHEHHS  KpWM3  yHAcnigoK 3aro-  4YMHUSAM 3A4IACHIOBATU CBOK MPOTUMPABHY
CTPEHHS MONITUYHUX KOHMAIKTIB, WO MNpU-  AiSAbHICTb. YpaxoBykuun KypcC YKpaiHW Ha
3BOAUTb A0 BOEHHWUX peanin, € HeraTUBHUM  BXOAXEHHS Yy CBiTOBUM iH(OpMaUinHN
aBuweM y byab-sKin eKOHOMIL, He3anexXHo  NpoCTip, MW MepeKOoHaHi Yy HeobxigHOoCTi
Bi4 ii pO3BUTKY UM perioHasbHOI aKTyanb- CTBOPEHHS HauioHanbHOI Mozeni 3abesne-
HOCTi. TUM naye, KON OCHOBHMM 3aBAAHHAM  4YeHHs Kibepbe3nekn AepxxaBwu, rpoMaasiH,
€ niapvB AepXaBHoi 6e3nekn YkpaiHM Ta  a TakoX NiANPUEMCTB, YCTaHOB Ta OpraHisa-
Aemopanizauii Hauii 6yab-sakuM cnocoboM,  uin. BiH noTpebye koopanHauii 3ycmnb npa-
TOMY 3/I04YMHLUI NMPoBaAsATb CBOK AiSSIbHICTb  BOOXOPOHHWUX OpraHiB, CynoBOI CUCTEMMH,
yepes KibepBTpy4yaHHS. KpiM Toro, npuymMHK  cneuianbHnx cnyx6, a Takox iX BignoBia-
Kpu3, a Takox MmacwTtabu i rnmbuHa nowm-  HOro KaapoBOro Ta MaTepianbHO-TEXHiy-
peHHs1 6e3nocepeaHbO MOB'A3aHi 3 nonitu-  Horo 3abe3nedeHHs [1, c. 595].

KOI, SIKY MpoBaAuTb KOHKpETHa AepKaBsa. Y Cy4yacHOMY KOHTEKCTi BHYTpilWIHbO- Ta
Came uen nNOMiTUYHMA acnekT NPU3BOAUTb  30BHILLHbOMONITUYHI YCNiXM KpaiH BU3Ha4ya-
00 HanHebe3neyHiWmnX HacniakiB y BCiX ce-  OTbCSA He NuLle BiNCbKOBOK Ta EKOHOMIYHO
pax (PYyHKUIOHYBaHHS Aep)XaBu, NOB'A3aHUX  MOMYTHICTIO, @ M YCMIWHICTIO BCTAHOB/IEHHS
i3 nikeigauieo abo po3B’A3aHHAM pi3HMX Bii-  peanbHOro KOHTPOKO HaAd BITYM3HSHUMMU
CbKOBMUX KOHMNIKTIB. iH(POpMaLiMHO-KYNbTY PHUMM npouecamu.

Kpusun, aki € pesynbTaToM nepexoay BiA  Hespaui y cdepi iHpOpMaUinHMX TexXHOMNO0-
HOPMaslbHOrO CTaHy A0 BIMCbKOBOrO, € MU-  Ti CTalTb CEPUO3HOK rnobasbHOK 3arpo-
60KMMK | TpMBANMMM Ta BMNAMBAKOTb Ha eKo- 300 6e3neui, OCKiNbKW CTBOPHOOTb peasibHi
HOMIiYHY, (iHaHCOBY, couiaslbHy Ta HaBiTb  MOXMBOCTI ANS BUKOPUCTAHHSA iHTENEeKTYy-

aemorpadiyHy chepwm. afbHOro noTeHuiany iHWKUX KpaiH y B/IaCHUX
B enoxy iHpopMauinHKUX TexHonorin 6e3-  Uingx, Ana MNOWWPEHHS iXHIX iAe0NoriYyHmMxX
neui y BipTyanbHOMY MpOCTOpi cnig npuai-  UiHHOCTEW, KynbTypu, MOBW Ta peanisauii.

natm Benuky yeary. OgHak 3i weBumakumm  Le ranbMye AyXOBHWM i KyNbTYpHUWA pO3-
TEMMNAMW  HAYKOBO-TEXHIYHOrO PO3BUTKY  BUTOK iHWMX KpaiH. [Ons AOCArTHEHHS CBOIX
NOACbKE CyCninbCTBO nepeMiwye 6arato  nNoNiTMYHMX Uinen pepxasu Bce bHinbwe
chep cycninbHOro XuTTa Yy Kibepnpoc- no4ann BUKOPUCTOBYBATM MeToAM iHopMa-
Tip, WO HaAA€ LWNPOKI MOXMIMBOCTI 3M10-  LiNHOI BiHW.
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Bucoka akTMBHICTb pocii B Kibepnpoc-
TOpi € FONIOBHMM BUKJ/IMKOM i 3arpo3oto A4
YkpaiHn y codepi kibepbesnekn. Pociincbka
enepauis BUMKOPUCTOBYE KibepnpocTip §K
MiCLe HOBMX MOXJIMBOCTEN AN BEAEHHS He
Nviwe po3BiayBasibHO-MIAPUBHOI AiSASIbHOCTI
npoTn YKpaiHu, a N cneuianbHUX onepauin
i3 NpuMxoBaHOro pA[octyny Ao Kibepmepex
OpraHiB Aep>XaBHOI Blagu Ta ynpasiHHA, 40
06’€KTiB KPUTUYHOT iIHDPACTPYKTYpU Ta BCTa-
HOBJIEHHSI KOHTPOJIO Hah HUMWU AN OTpu-
MaHHA BUIOAM Ta 3axXUCTy CBOIX iHTepeciB
B iH(pOpMaLiMHIN, BINCbKOBIN, MOMITUYHIN,
(piHaHCOBO-EKOHOMIYHIN, eHepreTuyHin che-
pax. 3aranbHOBIAOMO, WO pocis po3pobuna
3pa3ku Kibep3bpoi ana Heutpanilaudii Ta
BMBEAEHHSA 3 nagy 06’'ekTiB KPUTUYHOI iHD-
pacTpyKTypu MpOTMBHUKA 3 METOK MiaBu-
LWeHHA epeKTUBHOCTI ManbyTHbOro NepLIoro
yaapy abo mMakcuMManbHoOro nocnabneHHs ix
34aTHOCTI npoTtucroaTn. OgHak Taky Kibep-
36pOK0 HEMOX/MBO CTPMMATMU.

Micna nouyatky 36poinHoi arpecii pocii
npotn YKpaiHM KOMNaHii, Wo cneuianisy-
IOTbCSA Ha HadaHHI nocnyr i3 Kibepbesneku,
3adikcyBanu 3poCTaHHS KinbKOCTI KibepaTak
Ha iHdopMaUinHi cncteMmn KpaiHum. Ak npa-
BUNO, KibepaTakm CrnpsiMoBaHi Ha TaEMHe
BUKPaAEeHHs BaX/MBOi iHdopMauii, HanimMo-
BipHiwe, wob aatn pocii cTpaTteriyHy nepe-
Bary Ha noni 6o0t. XXepTBaMu POCINCbKUX
KibepaTak CTanu AepXXaBHi yCTaHOBM YKpa-
iHK, kpaiHn €C, CLUA, M™iHicTepctBa 060-
POHW, MiXXHAPOAHI Ta perioHanbHi 060POHHI
Ta NONITUYHI opraHi3audii, aHaniTU4HI UeH-
Tpn, 3MI Ta ancuaeHTn [2].

3 noYaTKoM POCINCbKO-YKpPaiHCbKOT
BiMHM No4vanun 3'9BNATUCSH aAHTUYKPATHCHKI
XaKTMBICTCbKI 3aroHu, sKi Hasueanun cebe
«KibepbepkyT» Ta npoykpaiHCbka «ManaaH
KibepcoTHsi», «AHOHIMWU» 3 POCIMCbKOK 4Mn
YKPaiHCbKOI «MpOMMUCKo». He3Baxkaouu
Ha TPYOHOLL Y BM3HA4YeHHi CTyneHsa cnisn-
pali XakKepCbKUX YrpyrnoBaHb i3 AepXxas-
HMMW OpraHammn, Ha OCHOBI 3ibpaHuX AoKa-
3iB MOXHa CTBepA)XYyBaTu, WO Ha Teputopii
pocii AitoTb NPOPOCINCbKI XakepCbKi yrpyno-
BaHHSA, SAKi BeAyTb CBO AiASIbHICTb Y poCii
Ha KOpUCTb KpeMniBCbKOro pexumy [2].

MoxHa CTBepaXyBaTh, WO 3 no4vaTKy
POCINCbKO-YKPAiHCbKOro KOHMIKTY Aocnia-
HUKK Kibepbe3nekn nNokpawuam CBOK 34aT-
HICTb BMSABNATU, BiACTEXYBaTW Ta 3axuLiaTu
BiL POCINCbKMX Xakepcbkux rpyn. Cepepg
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MOX/IMBUX TMOSACHEHb MOXHA BWOKPEMUTHU
TOW (akT, WO i3 3aroCTpeHHAM KOHMIKTY
POCINCbKi Xakepn He BCTMralTb CBOEYACHO
OHOBJ/OBATM Ta BAOCKOHANOBATU TaKTUKY,
TexHonorii Ta metoan pob6oTun[2].

23 noToro 2022 poky, 3a AeHb A0 Maco-
BAHOro BTOPrHeHHs pocii B YKkpainy, byna
3adikcoBaHa kibepaTaka Ha [AepXaBHi
pecypcn Ta bHaHkm [3]. O 16:00 noua-
nacs Hosa xBuns kibepartak, ckomnpome-
TOBaHO canTu BepxoBHoi Pagu, KabiHeTy
MiHicTpiB YKkpaiHn Ta M3C. MiHicTepcTBO
OCBiTM i Haykm 3abnokysano AJoctyn Ao
cBoro camty, wob6 3anobirtm kibepaTtaui.
3a cnoeaMu MiHicTpa uMdpoBoi TpaHCcdop-
Mauii ®egopoBa, NnopTan i CanT 3aCTOCYHKY
«[lisg» ycniwHoO NpoTUCTOATL aTaui [4]. MNi3-
HilWe 3'cyBanocs, Wo Takox 6ynu 3namaHi
cantn CBY, MiHicTepcTBa CcTpaTeriyHux
ranysen MNpOMUCIOBOCTI, iH(pPaACTPyKTypu
Ta arpononitmkun. PeyHuus binoro pomy
IxeH lMcaki nig yac 6pudiHry 3assuna, wo
Hapasi HeBiAOMO, XTO CTOITb 3@ Hanazgamu,
ane nonepefHi Hanagu Yy3roaxyBanucs
3 Aiamn pocincbkoi deagepauii [5]. Mpea-
CTaBHWUKK pd BBaxatTb «pycodobCbKNMM»
6yAb-gKi KOMeHTapi Npo NPUYETHICTb POCii
[o Kibepatak [6].

3rigaHO 3 pocnigxeHHaMm ESET, nicns
DDoS-aTaku 23 nOTOro Ha 31aMaHnxX camTax
6yB aKTMBOBaHWMW MNpPOrpaMHUN HCTPYMEHT
Hermetica Viper, Ha3BaHW Ha 4YeCTb CepTu-
dikaTta nignucy undgposBoro Koay Bi4 Kinp-
CbKoOl KoMmnaHii Hermetica Digital Ltd. MeTa
UMX WKIigAMBUX Mporpam - 3HUWWUTU AaHi
i3 6a3u gaHux. Bipyc BusiBunm 23 nTOro
61m3bko 17:00, ane Ha XpOHONOrii BCTaHOB-
neHo 28 rpyaHsa 2021 poky[7].

YHoui Ta BpaHui 24 notoro 2022 poky nig
Yyac pOCINCbKOi aTakM Ha YKpaiHy canT Kuis-
cbkoi O[JA 3a3HaB XaKepCbKOi aTtaku, AesKi
pecypcn 6yno BIiAKAOYEHO ANS 3aXUCTy
iHpopmauii [8]. Ha canTax i.ua Ta meta.ua
[epxcneuss’s3Ky BUsIBUIA MacoBi PO3CUIKN
3 (QILMHIOBUMWN MOKIMKAHHAMM Ha OCOBUCTI
aapecu YKpaiHCbKMX BiMCbKOBOCNYX60BLiB
Ta NoB’si3aHuX i3 HMMK ocib [9]. 3noBMuc-
HUKW BWKOPUCTOBYIOTb npoTokonn IMAP,
wob kKoMnpoMmeTyBaTWU agpecu iHWUX enek-
TPOHHUX aApec i 3aBaHTaXyBaTW eNeKkTpo-
HHY MNOWTY. 3@ AaHUMW areHTCTBa, 3a UuUM
cToaTb 6inopycbki xakepu 3 rpynu UNC1151,
sKa Aaie B MiHCbKY i Hanivye odiuepis MiHoO-
6opoHun Pecny6bniku binopych [9].
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TeHAeHUis 3poCTaHHs Kibep3/104YMHHOCTI Ta
TeHAeHLia couianbHOro Ta NpaBoBOro KOHTP-
O/10 Haj HeK CTBOPIKE BeNnyesHy 3arposy
LMBINi30BaHOMY CBIiTY, 3 KO MOXHa 6opo-
TUCA NnLe Yyepes opraHiyHe NOEAHAHHS Kpu-
MiHa/IbHO-MPAaBOBUX Ta KPUMIHANICTUYHUX
cTpaterin. KpiM TOro, BaJiMBOK 4YaCTUHOK
Takoi cTpaTerii Mae ctatu 6inbw Npo3opa Ta
aKTMBHA Mi>XXHapoAHa cnisnpaus y uin cdepi,
OCKiNIbKW BXe 3apa3 3pO3yMino, WO KOHTp-
O/10BaTU MiDXXKHAPOAHY YaCTUHY Kibep3/iounH-
HOCTi Ta KibepTepopu3My Ha piBHi OKpeMUX
AepXxaB HEMOXNMBO. BnacHe, uen Komnnekc
npobsemM Mae TepMiHOBO BUpilLlyBaTW MiXHa-
poAHe cnisToBapucTBo Yy XXI cToniTTi.

Buxoasum 3 TeOpeTUYHMX OCHOB YMHHOIO
3aKoHy, YKpaiHa, BignoBigHO A0 yKnageHux
HeK MiXKHapoAHWX [AOroBOpiB, criBnpaLutoe
3 iHO3eMHMMMK AepxaBaMu y cdepi Kibep-
6e3nekn, ix 36poAHMMKM cunamu, npaso-
OXOPOHHUMW oOpraHamu Ta creucnyxbamu,
3aebinbworo iz yneHamm HATO Ta €C. IHdop-
MaLisa 3 nuTaHb 3abe3neveHHs Kibepbesnekwy,
60poTLOM 3 MiXKHAPOAHOI KiBEP3/T0UYMHHICTIO
Ta KibepTepopu3MoM nepenaEeTbcs YKpaiHow
iHO3EeMHiM aepykaBi Ha NiaCcTaBi MiXXHAPOAHUX
aorosopis. Llen dopmMaT 0XOMNAOE WNPOKNIA
CNeKTp HOPMATUBHUX, METOAMYHWUX, MNpaK-
TUYHMX, HAYKOBO-OCBITHIX MWTaHb, OpraHi-
3auit0 aKTyallbHUX MiXKHaApoAHWUX CeMiHapiB
i KOH(epeHUin, HadaHHA MeToAMYHOI Ta
NPakTUYHOI AOMOMOrM iHO3EMHWUM MnapTHe-
pam, poboyi BiAHOCMHM 3 NpoBigHUMU daxiB-
usamMm y coepi Kibepbesnekn. Mictutb Hana-
WTYBaHHS, BWBYEHHA Ta BMNPOBAMXKEHHS
Kpawux npakTuk Kibepbesnekn Ha 6aTbKis-
LWWHI Ma€ NO3UTUBHI pe3ysibTaTu.

TakuM 4YMHOM, MiXHapogHe CcniBpobiTHM-
UTBO € BaX/IMBMM MOMEHTOM Y MOAONAHHI
NpaBoBOro poO3puBY, KWW iICHYE MiX AMHa-
MiYHMM PO3BUTKOM iHMOPMaLINHNX TEXHO-
NOrin i 3aKOHOA4aBYOK peakLuie Ha Cy4acHi
Kibep3arpo3sn. MixHapogHe cniBpobiTHNLTBO
3AIMCHIOETbCS 3 METOK: 3MiLHEeHHS B3aeEM-
HOi AoBipKn y cdepi Kibepbesnekun; po3pobku
CcninbHMX cTpaTerin 6opoTbbu 3 Kibep3arpo-
3aMu; MOCUMIEHHSA 3YyCWU/b Y pO3CNiAyBaHHI
Ta 3anobiraHHi kibep3nounHam, 3anobi-
raHHS BUKOPUCTaHHIO KibepnpocTopy B npo-
TUNPaBHUX UiNAX; BWKOHAHHA YKpaiHow
3060B’A3aHb 3@ MiXHaApOAHWUMW AOroBOpamMu
B YACTMHI cniBpob6iTHMUTBA Y cdhepi Kibepbes-
nekun 3 iHO3eMHMMWU AepXaBaMu, iX 36pomn-
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HUMU CUIaMU, NPABOOXOPOHHMMUK OpraHamm
Ta cneuianbHUMK cnyxbammn, a TakoxX Mix-
HapOAHMMW OpraHi3auigMn; HagaHHA MiKHa-
poAHOi TexHiyHoi gonomoru [10, c. 52].

PO3BUTOK € OA4HWUM i3 (pyHAAMEHTaNbHUX
acnekTiB 6e3nekoBoi NONITUKN YKpaiHn. KoH-
CTpyKTMBHE napTHepctBo 3 HATO Ha OCHOBI
CTaHAdapTiB NpoTUAIT Cy4YacHUM BUKIMKaM
i 3arpo3am, JOCArHEHHS NPOBIAHUX CTaHAap-
TiB YKpaiHn B 0H60pOHO34aTHOCTI. Y Mexax
pPO3BUTKY MiXKHapogHOro cniBpobiTHULUTBA
y cdepi kibepbesnekn pans YkpaiHuM oco-
6n1mBe 3HayeHHA Mae napTtHepcTteBo 3 HATO,
WO € BAX/IMBOK YACTMHOK €EBPOIHTErpauimn-
HOr0 KypCy, OCKi/lbKM BOHO CYMNpOBOAXY-
€TbCSA HeobXiaHMMK pedopMaMm 060POHHOIO
Ta 6e3MeKoBOro CeKTOpiB Ta BHYTPILHIMK
3MiHamu. Po3pobneHe B TakoMy dopmMari
HaBYaHHA € nNiAroTOBKOK A0 LWOpPIiYHOro
3aTBepAXXEeHHS Ha Aep>XaBHOMY pPiBHI Hauio-
HanbHOI Nporpamu cnienpaui YkpaiHa-HATO.

21-23 6epe3Ha 2021 poky niag yac odiuin-
HOro Bi3nTY rosioBn BepxoBHoi Pagu YkpaiHu
[. PazymkoBa no benbrii 6yno oronoweHo,
WO peanisauisd Kypcy cnpsMoBaHa Ha npu-
CKOpeHHs1 pedopM Yy BilCbkoBiM Ta 6e3-
nekoBin cgepax. MpuHUMNM Ta CcTaHZapTH
HATO € npioputeTHuMK ana YkKpaiHu. Tomy
BM3HaHHA YKpalHu cTpaTeriyHMM napTHepoMm
HATO 3 BMCOKWM MOTEHLIaNOM € BaX>X/IMBUM
KPOKOM AN peanisauii e€BpoaTnaHTUYHUX
nparHeHb YKpaiHu. onosa BepxoBHOi Pagu
TaKO0X HarosIoCuB, WO 3aBAAHHS albAHCY Ta
YKpaiHu - BiAHOBUTK (hopMaT 3acigaHb KOMi-
cii YkpaiHa - HATO Ha HaMBMLLOMY piBHi.
3a Takmx obCTaBMH MOXHa CKas3aTu 3 ynes-
HeHICTI0, Wo E€BpoaT/aHTUYHa iHTerpauisa
€ MNpiOpUTETOM 30BHIiWHLOI Ta 6e3nekoBoi
MoONITUKN YKpaiHW.

Ha mixxHapoaHoMy piBHiI npobreMa 3abes-
neyeHHs Kibepbesnekn 3 KOXHWM POKOM
3pOCTa€ Ta MOCTIMHO aKTyani3yeTbCa nepesn
MDKHApPOAHOI CMiSIbHOTOK Ta MONITUYHUM
KepiBHUUTBOM YKpaiHu.

TaknMM UYMHOM, Yy MiKXHaApoAHOMY Kibepn-
pOCTOpi, He3BaXaktun Ha MUpPHE BUKOPUC-
TaHHS Ta MNOBHE Po0336pPOEHHS MiDXXHAPOAHOI
CMiNIbHOTU, € KOHMAIKT i NPOTUCTOSHHSA MiX
rpynamm pgepxas (CLUA, pocinceka dene-
pauis, KHP), wo MawTb Ha MeTi AOBeCTU
CBOKO [AOMiHYyBanbHy MO3uLUil0 Ta igepcTBo
B KibepnpocTopi, SIKMW CbOrofHi € KOHKY-
PEHTHOI apeHoto, Wob nokasaTu CBOK CUy



HoBe ykpaiHcbke npaso, Bunyck 6, Tom 2, 2022

Ta MepuwicTb. YpaxoBylouun Bulle3a3HayeHe, MNepeBaXXHO B OpraHisauinHo-npasoBux ¢op-
MOXHa CKasaTu, WO MiXHapoAHe cniBpobiT- MaxXx Ta Ma€E BaroMe 3HAYeHHS AN8 Hauio-
HMUTBO Yy cdepi Kibepbe3snekun 3aiNCHIOETLCA  HanbHOI 6e3nekn YKpaiHu.
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