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BUKJUKU CYYACHOI KIBEPBEE3NEKU:
IHCTUTYUIMHI 1 ITPABOBI BIZINOBIAI HIMEYYHNHHA

Cmamms npucesuena O0CIONCEHHIO HiMeybKoi KOHYenyii kibepbesnexku ma it iHcmumy-
Yilino2o i 3axoH00a84020 HanoeHeHHs. Hoeimui «po3ymui» cucmemu ma mexHonozii, wo
JIeHCANb € OCHOBI NOBCAKOEHHO20 HCUMMSA, MAKL K eJIeKMpoMepexNct, cucmemu YRpaeiHHs.
NOGIMPAHUM  PYXOM, CYRVMHUKU, MEOUUHI MEXHONO02I, RPOMUCNIO8] RiONpuemcmea mda
cgimnoghopu, RIOKMIOYeHi 00 iHmepHemy, HOMEHYIIHO HAPAICAIOMbC HA  HeGe3NeKy
Hecanxkyionosanozo giodanenoeo empyuanns. Cnocobu npomudil ingpopmayitinum 3a2po3am i
PUBUKAM PI3HUX KPATH (OPMYIOMBCA NO-PIZHOMY.

Y cmammi npoananizoeano 3axonodasui xibepiniyiamueu HimeybKoeo ypsaoy npoooeic
ocmannix  Oecamunimo. Himeyvke 3aKOHO0ABCNEO HAMAZAEMBC  8PAXOEYEAMU  3MIHU
KibepHemuuHo20, 2eOnOIIMUYH020 MA MEXHO02IUH020 Aanowagmy (nosea anarimuxu
GEUKUX OGQHUX, (GMOHOMHUX CUCMEM, HAOIIHUX RNPOMUCTOBUX CUCMEM YNPAGNiHHA,
Kibepizuunux cucmem ma «inmepHemy peuei», MexHOI02I (IHMENeKMYATbHO20 MiCmay,
aemomamu3oeanoi eepugixayii cucmem) ma cmeopumu Oiegy cucmemy xibepbesnexu, 3a
AKOI CMEOpeHHA NpoOyKmie, cucmem ma RnOCAye € «be3neuHumMu 30 YMOGUAHHAMN.
Koncmamoeano, wo yuikanwnow pucorno Himeybko2o 3aKO0H00A8CMEA € GUIHAUEHHS MAKOI0,
wo nompedye 3axucmy nopyw 3 06 ’'ckmamu Kpumuunol ingpacmpyxmypu, xamezopii
«eaxcaueuxy 06 °exmia.
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3aznaueno, wo kxibepbesnexoea cmpameziss Himeuuunu euxopucmogye Hegilicbkogul
nioxio, e MpONoOHye exMoueHHs Kibepcmpykmyp bynoeceepy 0o Hayiouwanvnozo yenmpy
peacyeanns yu Hayionanvnol paou 3 xibepbeznexu, He po3enadae MOXCIUBOCMI NPOGEOeHHs.
VHEPEONHCYBANIbHUX HACMYRANbHUX Kibeponepayil. Moocna esaxcamu 008e0enHum, Wo
noo0abUie POWUPEHHS THCMPYMEHmMIE, SKi € @ PO3NOPAONCEHHI HIMEYbK0o2o Ypsaoy md
gilicbro6uUx, 018 pobomu ¢ Kibepcghepi 3anuUAEmMbCsl 0OMENCEHUM ICOPCMKUMU HPAGOGUMU
HOPMAMU.

Aemopu  esaxcaromv be3nepeunum, wjo Himeuuuna 3a60sKxu CEOIM PIZHOMAHIMHUM
BYCUNTAM Y IOPUOUYHIT, MEXHONO2TUHIT ma eupobnuyiti cghepax, ROCMIIHOMY BOOCKOHANEHHIO
ROTIMUKU, NPAGUT | 3AKOHOOAEGCMEA HAPA3L 20MOBA QOJAMU GUKAUKYU MA 342PO3U, 81ACUE]
Kibepcgbepi. 3pobneno GUCHOBOK, WO OANEKOTAOHUT XAPAKMED 3AKOHOOABUUX 3YCUTL POOUMD
Himveuuuny oonum 3 nioepie ¢ €C i na ceimogiti apeni ¢ numannsx xibepbeznexu.

Knruosi cnosa: xibepnpocmip, xibepbesnexa, xibepanouun, Pedepanvue 6i00MCmMeo 3
inghopmayitinoi 6esnexu, Kibepbesnexosuti axm €epocorn3y.

IHocranoBka 3aBaanns. MeToo Hamoro AOCHUDKEHHA € aHATI3 HIMENbKOi KOHIIEMII
Ki6ep6e3nekn Ta il IHCTHTYIIHHOTO 1 3aKOHO/IaBYO0T0 HATTOBHEHHS.

IHocranoBka npodaemun. [npopmaTrzaiis, iHTEpHET, TA(PPOBI TEXHOIOTI ¥ JepKaBHOMY
VIPaBIiHHI CTBOPWJIM HOBITHE SABWINE «e-AepxkaBay, «e-ypam» Tomo. lle Bumarae
BIATIOBIAHMX 3MIH TIPABOBMX MEXaHI3MIB JIepKaBHO-TIPABOBHX IHCTMTYTIB. HeBmpimenicTs
HHU3KH TIPABOBUX TPoOIeM, OB sI3aHAX 3 1H(OpMaIHHO-KOMYHIKAIIHHOIO cdeporo, yHeMO-
JKITUBITIOE TIPOTHCTOSHHSA CyYacHWM KiGep3arpos3am 3a JIOMOMOTOI0 YMHHOTO 3aKOHO/IABCTBA.
Jlangmadt kiGepnpocTopy MBUAKO EBOJIOMIOHYE 1 3aJ€KHO BIA PO3IBUTKY TEXHOJIOTIH
MOCTIHO 3 ABISIOTHCS HOBI MPOGJIeMH: BHHHWKIA OpraHi3oBaHa KiGep3mouMHHICTE, Kibep-
aTakW CTAlOTh OUTHII MAaCOBMMH, BHTOHYCHWMH Ta MAlOTh PYHHIBHI HACHIAKA y pasl
VCIIIHOTO 3/1iHCHEHHA. EKOHOMIKa, YIpaBIIHHA Jep:KaBOi0 Ta HAJAHHA OCHOBHHMX TOCIYT
3aeXaTh BIJI MUIICHOCTI KibeprpocTopy, a Takok IHPPACTPYKTYPH, CHCTEM Ta JAHWX, IO
Jexars y Horo ocHoBl. HOBITHI «po3yMHD» CHCTEMH Ta TEXHOJOTi, IO JIEeKaTh B OCHOBI
TIOBCSK/IEHHOTO XHUTTA, Takl AK eJIeKTPOMEpekl, CUCTEMH VIIPABIIHHA TOBITPIHAM PYXOM,
CYNYTHUKH, MEINYH] TEXHOJOT1I, TPOMICIIOB] TIMPHEMCTBA Ta CBITIO(QOPH, MAKIIOYEH! /10
IHTEPHETY, TOTEHNIIHO HApAKAOTECS Ha HeGEe3NMeKy HEeCaHKIIOHOBAHOTO BIIAJIEHOTO
BTpy4anna. Criocobn mpoTuall 1HGOpMAIIITHAM 3arpo3aM 1 pu3nkaM pi3HuUX kpain Qopmy-
10ThcsA To-pizHoMy. Kommenmia ki6epbesmexn Himeuwumnm mpoiinma nosx Bin 6a3oBoro
po3yMiHHA O€3MeKH TIPHUBaTHOI 0COOM JI0 TMTaHb O€3NMeKW Ha JepKaBHOMY pIBHI, fKI
3000B’53yI0Th ypS/J /0 CTBOPEHHA MOCHIEHMX OOOPOHHWX 1 HACTYHATbHUX Kibep- Ta
1HpOpMaIITANX THCTUTYIIIH 1 TEXHONOTIH, S0 OpraHi3amil CIIBHpan! ypAAOBHX YCTAHOB 3
TPUBAaTHAMHU KOPTIOpAamiAMA Ta TPAHCHAIOHATGHAMHA OPTaHI3AIAMHK, J0 TIOMIWPEHHAS
K16epOe3mekoBAX 3aX0/1B 3 MIMPHEMCTB KPUTHIHOI THQPACTPYKTYpH Ha KHUTTE€BO-BAKITHBI
JUTST EKOHOMIKY 1 cycniibeTBa | 1]. 3akononardl iHiniaTnen HiMeudnHy sk Ha HAIOHATLHOMY,
TaK 1 Ha MDKHAPOTHOMY PIBHAX € BAXKIIMBAM JDKEPENIOM JUTA BUBUCHHS.

AHaJNi3 ocTaHHIX MochaimkeHb i mybaikaniii. Bitum3nmsma nHaykoBa JiTeparypa 3
npobaeM KiOep3NMOYMHHOCTI, IHCTPYMEHTIB 1 3acobiB ii 3amo0iraHHsa, CTBOPEHHS Ni€BOT
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cucteMu KibepOe3nmekn TOCTIHHO 3pOCTac HaCaMIIEpel Yepe3 aKTyalbHICTh 1 Cepio3HICTD
3arpo3n. AHaJ3 OCTAHHIX MyONIKaIi MoKa3as, MO B NEHTpPl YBArd JOCIIIHUKIB € MTUTAHHL
BU3HAUEHHS TOHATTS Kibepzmoumny [2, ¢. 188-189; 3, c¢.409]; cyTHOCTI 1 THHONOTI
KpUMIHANEHUX TPaBOTIOPYIIEHbL Yy cdepl IHGOPMAMIHAX TEXHONOTIH y HAIOHATHHAX
3aKOHO/IABCTBAX 1 MDKHapomHomy Tpaei [2; 4; 5]; po3poONeHHS €IUHOT KPUMIHANBHOT
cTpaTerii, moB’s3aHOi 3 TpoTHAlCID KibepamoumurocTi [2, ¢. 192]; TexHONOTIYHMX,
IHCTHTYIIIMHANX, 3aKOHO/ABUMX CKIAJHWKIB cHUCcTeMH Kibepbesmeku [6; 7|. MikHapomHuii
JIOCBIJT HAlOLTBIT €KOHOMIYHO- 1 TEXHOJOTIYHO-PO3BUHEHNX KpaiH v miit mapwwi [1, c. 71-73;
8, c. 80-82; 9, c. 151-160] moBmHEeH BUBYATHCS 1 AKTHBHO BHKOPWCTOBYBATHCA y TIPOIIEC]
B/IOCKOHAIIEHHS ICHYIOYOTO HAIIOHANEHOTO 3aKOHOIAaBCTBA.

Buxkaan ocHoBHoro marepiaxy. HiMeuunHa 3 HaceneHHAM Tpoxw Oinbiie 80 MiH ocld
Mae 66,4 MITH IHTepHET-KOpUCTYBadlB (6IM3bK0 84 % HIMINB); y kpaifi 3adikcoBaHO Maibke
137 MUIbiOHIB TAKIIOYEHs 10 MOOUTBHHX Mepek; HIMII oxode OepyTh y4acTb y
pI3HOMaHITHHX cdepax eTeKTPOHHOI KoMepilll. BukopucranHs 1HTEpHETY HIMIIAMH BHIIE
cepeanboro 1o €C.

Bonmouac Himewumna mocizae 24 wmicte 3 27 kpain-wuieniB €Bpometicbkoro Coro3y 3a
TOCITyTaMy  €NeKTPOHHOTO ypsayBauHA. Himenmpkwi ¢enepaiisM € BHKIMKOM IS BIIPO-
Ba/DKEHHA JIIEBOI CHWCTEMH eJNEeKTpOHHOTO ypanyeBanHi. KpiM denepansroro ypsamay, y
Himeuunni € 16 3emens 1 monax 10 000 rpoman, gki HAAAIOTH aaMIHICTPATHBHI TOCITYTH.
[omim Mk emepanbHOIO Ta 3EMENTBHOI0 IOPUCAUKINEIO € OJHuUM 13 croBmiB KoHcrwrymii
Himeuunan. Enextponnnii ypan Bu3Ha4eHO Ak HaliGuTemy mpobnemy s kpainm y cdepl
madposzami. Ypsa Himeuunnan 3poOWB  OCHOBHHM TIPIOPWTETOM TIOKpANIeHHS Ta
PO3IIMpEHHsT iCHYIOUO1 1H(PACTPYKTypH Ta AOCIATHEHHS aMOiTHOI MeTH 3abe3mednTn
JIOCTATHIO IHTEpHET-IH(PACTpYKTYpY 0 2025 poky [10, c. 6].

3ycnmng Ta Oaxanas Himewumnm GopoTwcs 3 kibep3arpozaM B JIEpiKaBHOMY Ta
MPAUBATHOMY CEKTOPaxX BHHUKIH 3 IX MOSBOIO 1 TIPOIOBKYIOTH PO3BUBATHCA B MIPY PO3BUTKY
mux 3arpos [11, c. 74-76]. 1991 poky ypan Himeuunnm ctBopuB DenepanbHe BIIOMCTBO 3
Hdopmamniitroi 6esnekn (Bundesamt fiir Sicherheit in der Informationstechnik, BSI) [12].
«Crpareria kibepOesnexkn Himewunnm», omyomikosana 2011 poky, crama 6azoBuM
JTOKYMEHTOM 1 OCHOBOIO /s cTparerii kibepbesznexn OeneparnsHol Pectiybmikn Himeuunna
[1,c. 72].

bynnecrar 3 paHHBOTO eTamy 3aKOHOAABYMX KIOEPIHIIATHB 3PO3YMIB, MIO 3yCHIUII 13
saxucty [T-iHdpacTpykTypH, sK 0CHOBH KibepOe3nekn, — e CHIBIpAII Mk yciMa aKTOpaMu
K16eprpocTopy: TPHUBATHAMH KOPTIOPANIAMH, YPSIOBHMH YCTAHOBAMM Ta TPAaHCHAIIOHATE-
HUMH OpTaHi3aIiaMi. 3yCHIUTd YPAay Ta IPEeICTaBHAKIB JILTOBOTO CBiTY B HiMeuunn! koperye
Anpgac 3 ki6epbesnekn (Allianz fiir Cyber-Sicherheit, AfCS), saxuit 6yB cnimsHO IHINIHO-
Bammii BSI ta mudyporoio acomiamiero Himewunnn (Bundesverband Informationswirtschaft,
Telekommunikation und neue Medien, BITKOM). UnencTBo B ANBAHCI HANAE TOCTYI 0
neBHOi IH(pOopMAII] mo10 KidepOe3nekn Ta 103BOJIsAE€ BUKOPUCTOBYBATH JoroTur «AfCSy, mo
JIEMOHCTPYE aKTHUBHY MIATPUMKY KoMmaHieio kibepoesmekn. Hapasi 6nm3eko 4 000 koMmamii
pobnsts BHECKH B AfCS (6uteime 2 500 2018 poky) [10, c. 14].

Hagnox O. A., Canorcaposa I. ., Canscapos B. A. Bukauku cyuachoi kibepbesnexi:
iHCMuUmMyyitini i npasosi ¢ionogioi Himeuuunu



222 ISSN 2617-4154 Ipnincskuii OpNAMYHNIIT Yaconuc: HAyKoBuii kypHai. 2023. Bum. 3 (12)

Himernpke perymoBanHs KkiGepOe3neknm Tepeaye 3aralbHOEBPOTIEHCHKOMY 3aBISKH
«3akoHy TIpo TiJBHWIIEHHA Oe3mekw cucteM iHpopmMamiiianx TexHomori» (ITSIG) Bix 17
mamas 2015 poky [13], a Takox llomosxkeHHIo (periaMenTy) Mpo BW3HAYEHHA KPUTHIHOI
IH(ppacTpyKTYpH BiImoBIHO 10 3akony mpo DexnepanbHe yhpasiiaHA 3 1H(GOpMAIIHHOT
6esnexn (Bundesamt fiir Sicherheit in der Informationstechnik) sin 22 xsitaa 2016 poxy [14].
Jo cnmcky kpuTHYHOI 1HPpAcTPyKTYypH OyI0 BITHECEHO CEKTOPH (IHAHCIB Ta CTPaxyBaHHI,
TPAHCIOPTY Ta AOPOKHBOIO PyXy, & TAKOXK OXOpoHH 310poB’sa. 2016 poky €C npuiinsie
«TIepIIe BCEOCSIKHE 3aralbHOCBPOTIEHCEKE 3aKOHOIABCTBOY» M0N0 KibepOesmekn, «/InpexTu-
By TIpo Oesmeky MepexkeBux Ta iHpopmamitanx cuctem» (NIS). [1{o6 mosHicTIO BiAHOBLIATH
crannapty EC, 3nano0wuimch nuie He3HAYH! MOMPaBKH Ta Po3 ACHEHHS IOJ0 BU3HAYECHHS
KPUTHYHAX 1HPPACTPYKTYpP Y TATy3l €HEPreTHKH, BOJM, TPOIYKTIB XapIyBaHHI Ta IHPOpMa-
MITHO-KOMYHIKAIHHNX TeXHOIOTIH.

Ha6yrta umnmocti BixmoBimHoOro 3akoHomaBctBa €C 2016 poky mpu3Beno iume a0
He3HavHux 3MiH Permamenty Bix 21 uepsasa 2017 poky Ta yxBaneHHs «3aKOHY PO BBE/IEHHA
B aito NIS» Big 23 uepsmus 2017 poky [11, ¢. 76-77]. [lompaBku BKIIOYTH TpaBmia TpO
TpoBaliepiB TUPPOBUX TOCTYT, PO3AUT TPO BIAHOBIEHHS 3aXWINEHOCT! (PYHKIIOHATHHHX
MOKIIMBOCTEH cHCTeM 1H(GOpMAMIHUX TEXHOJOTIH y HE3 SICOBAHMX BUITAAKAX, & TaKOXK
TIOJIO’KEHHS TIPO 00MIH 1H(QOPMAITIEIO Ta B3AEMO/ILIO 3 OpraHaMH BIHCHKOBOI KOHTPPO3BLIKH 1
(heneparbHOI0 POIBLIYBAIBEHOIO CIIYKGOI0.

BaxmuBicTs kiGepmpocTopy SK HOBOTO ¥ YHIKAIBEHOTO TONS 0010, KPIM TpaaummiiHmx
HAa3eMHHX, MOPCBKHX 1 TOBITPSHMX cdep BeAeHHS OOHOBMX JiH MpH3BENa /IO CTBOPEHHI
HIMEIpKOTO BifichkoBOro Kibepmamamadrty. Offie0 13 HANTOMITHIIINX TOAIH y HOBITHIH
HIMETBKi# BIHCBKOBIH 1cTOPIl cTana mosiea 2017 HOBOTO BIHCHKOBOTO MIAPO3ALTY i HA3ZBOIO
Ciyxba xibep- Ta iadopmamiiinol chepu (Cyber- und Informationsraum, CIR) 3
OaTamsiioHaMu Ta CTICIIaI30BAHIMHI TIEHTpaMu o Beiit HiMewuwnni (ocobormii ckman 11 600
oci6) [10, c. 16-18]. Home kiGeprkoMaHmyBanmHs 31 MTa0-KBapTHPOI B boHHI 040NHB
IHCTIEKTOp KIOEpHETMYHOTO Ta IH(GOpPMAIIHOTO TpocTOpy — TeHepan-nelTenant Jloasir
Jleiinxoc (3 25.09.2020 mo mocamy obilimae Bimeaamipan Tomac Haym). MimicTepeTBo
oboponn noBizomMmio, mo [T-cucremu bymnecsepy 3a3nanu 6nm3pko 280 000 atak 3a mepri
neB st TkHIB 2017 poky, HpWHOMYy pOCIHCBKI XaKepw, CIOHCOPOBaHI JIEep:KaBolo,
MTO3PIOIOTECS Y CHPHAHHI 3HauHIH wactwrl mux atak [11, c. 82]. KomammyBammio y
kibepHeTHYHOMY Ta IHopMamiiiroMy npoctopl 2021 6ynm mamopsakoBadl moHan 13 500
CIIBPOOITHUKIB 1 IHHOBALIMHWA WEHTp, AKAW 3 €HYyE BINCHKOBHX 13 TEXHOJIOTTYHUMHA
cTapramamMn. BojgHouac mojanblle PO3MMAPEHHS IHCTPYMEHTIB, AKI € B PO3MOPSUKEHHI
HIMEI[PKOTO ypsny Ta BIHCHKOBHX Ui poGoTHM B Kibepcdepl, 3aIHMIIAETHCS OOMeEXeH
JKOPCTKMMH TIpaBoBMMH Hopmamu. Kibepzarposn BMXOIATH 3a paMKW KITACHIHOTO pO3Me-
SKYBAHHS MDK BHYTPIITHBOIO Ta 30BHINTHBOI0 OGE€3MEK0I0 1 IOPUCAMKIIHHOTO MOAUTY MUK
TOJIITIEI0 Ta BliichkOBUMH, ToMy Oyno cteopeHo KibeparenrctBo (Agentur fiir Innovation in
der Cybersicherheit, Cyberagentur), skuM cibHO KepyioTh MIHICTEPCTBO BHYTPIIIHIX CTIPaB
1 MiHicTepcTBO 060poHH 3 G10/mKeTOM 65TH3bKo 352,5 Minsiona espo [10, c. 18].

Xoua 3ycwurt B OopoTnbi 3 Kkibep3arpo3aMu HIMEIBKUX 30poiiHMX CWI BH3HAHI,
ki6epGesnexoBa cTparteris HiMeuumAm BUKOPMCTOBYE HEBIHCHKOBHH MIIXLI, HE TIPOTIOHYE
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BKITIOUEHHS KibepcTpykTyp bymmecsepy mo HamiomanbHoro meHTpy pearyBanns um Harrio-
HaJIbHOT paam 3 KiGepOes3meky, He PO3TNF/Iae MOKIMBOCTI TPOBENSHHS YIIEPEIKYyBAITHHAX
HACTYNATBHUX KiGeporeparii.

18 tpaBua 2021 poky bymnecrar ®PH yxBamne «3akoH Tpo TiJBHINECHHA O€3MekH
cucteM iaopMmamiitanx TexHomorii 2.0.» [15]. 3axon (ITSi1G 2.0.) pearye na npo6nemn IT-
Oesnekn y Tamy3l KPUTHYHO BAXKIMBUX IHPPACTPYKTYp 1 3a IX MeEKaMH, aJanTyioul 1
BJIOCKOHATIOIOUH 3aXO0/IH 1 cTpaTerii kibep3axnucTy. 3akoH HacaMmepes mepeadadae 3MIHH Ta
MOMPABKH J0 MEHTPATEHOTO 3akoHy HiMewunnw mpo ki6epbesnexy «3akony mpo Denepansie
yrpasninHs 3 iHQopMariinoi 6esmnexn» (BSI): BOHM CTOCYIOTBCS TPaBWil BUKOPUCTAHHS TaK
3BAHUX (KPUTHYHMX KOMIIOHEHTIB»; JOJIAIOTh HOBY KAaTETOpIil0 KOMIAHINW, IO SBIAIOTH
c06010 0coONMBHIT CYCTIUTBHMH IHTEPEC; PO3IIMPIOIOTh Ta ITOCHITIOITH IOBHOBAKEHHS
OenepansHoro imoMcrsa (BSI). 1 ciums 2022 poky mabpano unaaocTl HOBE [lomoskeHHsM
PO KPATHYHO BAKIMBI IHPPACTPYKTYPH B AKOMY OyII0 BHECEHO MOTPABKH 1 JIOMOBHEHHSA /10
KUTBKOX CekTOpiB, BU3HaueHWX «3akorom» (ITSIG 2.0.) muraxoM 3ampoBa/keHHS HOBHX
TAMIB KPUTHYHOI 1H(pacTpykTypu. BoaHowac mMoporoBi 3Ha4YeHHS IS ICHYIOUHX IH(pa-
CTPYKTYp OynW 3HIKEHI, TOOTO 3pocia KUIBKICTh IHQPACTPYKTYP, M0 BBAKAIOTHCA KPUTHIHO
BakMBHMHA. Hapemrri, «3akomH» Tako IHIIIIOBAB 3MIHM Ta JOTOBHEHHS 1O IUIOT HU3KH
3aKOHIB — «3aKOHY TPO TeTEKOMYHIKAII», «3aKkoHy Mpo eKoHOMII0 eHepriiy, [loctanoBn npo
30BHINTHIO TOPTIBIIO Ta ToiaTeki, «Comanpamii kogeke X» Ta Oe3nmiu «lex specialisy, mo
PETyIIOITh BAXIIMBL CEKTOPHW, K1 HE MAMAAA0Th ML A0 «3akony mpo (DenepanbHe
yrpaBiiHes 3 HQOopMariiHol 6e3nexn» |16, c. 303-307].

«3aKoH Tpo TI/IBMINEHHS Oe3Mekn cucTeM IH(GOpMAIIHHNX TexHomorii» Bia 2021 poky
posmmpioe cepy 3acToCyBaHHs IEHTpabHOTO «3akony mpo DexepanbchHe YOpaBIiHHS 3
H(popManiitroi Oe3nekn» Ha HOBI CEKTOPW: MOOYTOBl BIAXOAWM 3 JKWTTEBO BAKIMBAMHA
TMOCNyraMu 3 IXHBOTO BWAAJNEHHA (30WpaHHd, yTWIl3amii, TiepepoOka); opraHisamii, gkl
BHPOOIAIOTE ab0 PO3poOIAIOTh TOBAPM «3 OCOONWMBHM CYCTILTBHHM IHTEpecom» (obopoHa,
030poenns, demepanphl iHGOpMaNIHHI TEXHOIOTIT) Ta MIANPHUEMCTBA, K1 BUKOPUCTOBYIOTH
HeOe3MmevHl MaTeplaii B MeXax CBO€I AISIMBHOCTI (HANPHUKIAJ, XIMIKAaTH). BaxmmBICTh 1IUX
CEKTOPIB HE TEPEBHINye TOPOTa KPUTHIHOCTI, TOOTO BOHH BIAPIZHAIOTHCSA B KaTeropii
CEeKTOpIB KPUTHMYHOI 1HYPACTPYKTYPH, ajie 3aKOHO/IABII BBAKAIOTH, IO BOHU TAKOXK IMOTpe-
OVIOTH 1 3aCTyTOBYIOTH Ha 3axucT. OTKe, HIMEIBKHUH 3aKOHO/IABEIb MPOBOAWTE PI3HUIII0 MIK
KPUTHIHUMHE (TOOTO CYTTEBUMH) 00 €KTAMH 1 BAXTMBUMHA 00 ckTamu. BusHaueHHs 06 €KTiB,
SKI BBAKAIOTHCS BAKIMBAMHE, € YHIKAIBHOIO PHCOI0 HIMEIKOTO 3aKOHOAABCTBA. OCHOBHIM
Ccy0’€KTOM HOBHMX TIPaBWIJI 3aIWIIAIOTECS ONEPAaTOpM KPUTHYHHUX iH(ppacTpykTyp. Bomn
3000B’s3aH] 3apeecTpyBaTH KPUTHUHY IHQpacTpykTypy v DeaepanbHOMY YIpaBIiHHI 3
1HpopManiitHoi 6e3mexn.

Himernpke 3ak0HOAaBCTBO HAMAraeThes BPaxOBYBATH 3MIHM KIOEPHETHYHOTO, I'€OToii-
TAYHOTO Ta TEXHONOTIYHOTO JanamadTy (MofBa aHANITHKW BEMKHX JIAHWX, aBTOHOMHHX
CHCTEM, HAIIHHUX TPOMHCIOBHX CHCTEM YIPABIIHHSA, KIOep(I3NIHAX CHCTEM Ta «IHTEPHETY
pedel», TEXHONOTIH «IHTENeKTYalbHOTO MICTa», aBTOMATH30BaHOI BEpMQIKAIIl CHCTEM) y
CTBOPHTH JIIEBY CHCTeMy Ki0epOes3reky, 3a Kol CTBOPEHHS MPOAYKTIB, CHCTEM Ta MOCHYT €
«Oe3MeYHAMI 33 YMOBYAHHAM», MIPKYBaHHS O€3MeKW BPaxOBYIOTBCA BXKE Ha eTall

Hagnox O. A., Canorcaposa I. ., Canscapos B. A. Bukauku cyuachoi kibepbesnexi:
iHCMuUmMyyitini i npasosi ¢ionogioi Himeuuunu



224 ISSN 2617-4154 Ipnincekuii IopuaMYHUIL Yaconuc: HAyKOBHi sKypHaJ. 2023. Bum. 3 (12)

MPOEKTYBAaHHA, a AN JeakTuBamii ¢yHkmii Oe3meku moTpidHe YCBIIOMIICHE PIIICHHS
KOpHCTYBadva.

Bucnopku. Hamonansna npaBoBa 6aza Himeuunnm B rany3i kibepOes3mekn BiATIOBIIAE
CYTI 3MiH, TiepedaveHnx «/IMpekTHBoIo mpo Ge3meKy MepexeBnX Ta IHPOPMANIITHNX CHCTEM
2.0.» (NIS2) ms iMmTeMenTaIlll B HAIIIOHATTBHE 3aKOHO/IaBCTBO kpain-aneHis €C [16, ¢. 291—
295]. «3akoH mpo miABHMINEHHS Oe3nekn cucrteM iHdopmManiianx texHomori» (ITSIG 2.0.)
BBIB 3000B’s3aHHS BHKOPHCTOBYBATM CYHYacHI CHCTeMH BHsBIEHHS kibeparak 3 1 TpaBHA
2023 poxky. Jlna miaTpumkn nporo pimenHs DenepanbHe yHpapimiHHA 3 1HGOpPMAIIHHOT
Oe3me3neKn CTBOPHIIO WIaTGopMy 00MIHy TH(GOPMAIIIEIO TTPO MIKUINBI MTPOTPaMu.

Orxe, HiMeuunHa € akTWMBHAM YYaCHWKOM 3YCHIb 3 P03 SCHEHHS HPHHIMIIB 3aCTOCY-
BaHHAA 1 TPAKTUYHOTO JOTPMMAaHHA MDKHApPOJHOTO TIpaBa B KkiGepmpocTopl. Himewuumna
3aB/AAKH CBOIM PI3HOMAHITHAM 3YCHIIAM V IOPWAWNYHIA, TEXHONOTIYHIN Ta BHPOOHUUIH
chepax, TOCTIHHOMY BIOCKOHAJIEHHIO TONITHKH, TPaBWI 1 3aKOHOAABCTBa Hapasl roToBa
JI0JTaTH BUKJIMKA Ta 3arpo3u, BIacTHBl Kibepcdepl. Jamexormsaannii xapakTep 3aK0HOIABUNX
3yCHIIb POOUTE KpalHy oHNM 3 JTifepiB B €C 1 Ha CBITOBII apeHl B MMTaHHAX KIOepOe3meKn.
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O. Pavliukh, G. Sanzharova, V. Sanzharov. Challenges of Modern Cyber Security:
Germany's Institutional and Legal Responses

The article is devoted to the study of the German concept of cyber security and its
institutional and legislative content. The latest "smart" systems and technologies that
underpin everyday life, such as power grids, air traffic control systems, satellites, medical
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technology, industrial plants and traffic lights, are connected to the Intermet and thus
potentially vulnerable to unauthorized remote interference. Ways of countering information
threats and risks in different countries are formed in different ways.

The article analyzes the legislative cyber initiatives of the German government during the
last decades. German legislation tries to take into account changes in the cyber, geopolitical
and technological landscape (the emergence of big data analytics, autonomous systems,
reliable industrial control systems, cyber-physical systems and the "Internet of Things",
"intelligent city" technologies, automated system verification) and create an effective cyber
security system, whose creation of products, systems and services are "secure by default". It
was established that a unique feature of the German legislation is the definition of the
category of "important” objects that require protection next to critical infrastructure objects.

It was noted that Germany's cyber security strategy uses a non-military approach, does
not propose the inclusion of cyber structures of the Bundeswehr in the National Response
Center or the National Cyber Security Council, does not consider the possibility of
conducting preemptive offensive cyber operations. It can be considered proven that the
further expansion of the tools at the disposal of the German government and the military to
work in the cyber sphere remain limited by strict legal regulations.

The authors believe that it is indisputable that Germany, thanks to its various efforts in
the legal, technological and industrial spheres, and the continuous improvement of policies,
regulations and legislation, is currently ready to overcome the challenges and threats
inherent in the cyber sphere. It was concluded that the far-sighted nature of legislative efforts
makes Germany one of the leaders in the EU and on the world stage in matters of cyber
security.

Keywords: Cyberspace, Cybersecurity, Cybercrime, Federal Office for Security in
Information Technology, EU Cybersecurity Act.
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