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Kanoduoam puouvHux HayK, 0ouerm, npoghecop Kagedpu PiHaHCo8UX PO3CAIOYBAHD
Qakyavmemy ni020mosKu, NePenio2omosKu ma nidsuNLeHHA K6aAIMIKQull RPAUISHUKIE
nodamkosoi miniuii Yuisepcumemy oepxcasnol gickanvhoi cayxcou Yxpainu

Booynosa O. M.,
KarOuOam 0puOUYHUY HAYK,

ooyenm xageopu KPUMIHAIbHO20 NPASA MA KPUMIHON02LT

Hasuanvho-Haykoeoeo incmumymy npasa

Yuisepcumemy oepacasmnol pickanvhoi cayxrcou Yrpainu

I110J10 POBMEXKYBAHHS IIOHATH « IHOOPMAIIIITHA BESIIEKA»
TA «RIBEPBESITERA»

Amnoramisi. Y ¢TaTTi JOCHIPKEHO HOPMaTHUBHO-TIPABOBL
aKTH Ta JOKTPUHAIBHI JDKepelia MOS0 BH3HAYCHHS HOHITTS
Ta cyTHOCTI iHpopMartiiiHoi Gesmexu Ta kibepbesnekn. 3a3Ha-
YEHO, IO TEOPETHUHE PO3B SI3aHHS O3HAYCHOTO IIPOTHPIYU
M1k 1H(GOpMAIHHO-TICHKOIOTITHIM Ta 1H(POPMaIiHHO-TeX Hid-
HUM aclleKTaMu iH(opMaIiiiHoi Ta kibepOe3nekn Mae BaXIIUBY
TEOPETUUHY 1 MPAKTHIHY 3HAUYTIICT JJISI CTAJIOTO (Y HKITIOHY -
BaHHA HaIllOHAJIBHOI Oes3IeKku K ITUICHOI 1 HaiMHOT chcTeMU
1 CTa€ MOYIIUBHM 34 YMOB 3aCTOCY BAHHSI CHCTEMHOTO I JIXOTY
no 3abestedeHns iHQopMartiiiHoi Oesmekun Ykpainu. 3’sico-
BaHO, Mo MiKHAPOTHIN TeTeKOMYHIKAIIWHIH COI03 y CBOIH
Pexomenyiarii fae Take BH3HaUeHHS: KibepOeseka — e Hadip
3aco01B, cTparerii, IPUHITUIN 3a0e3ledeH sl Oe3neKku, rapat-
Tii Oe3Irexy, KepiBHI MPUHITUIIN, T1IXOU JI0 YIIPaBIIHHS PH3H-
Kamu, Jiii, npodeciifHa maroToBKa, IPakTUIHAN JOCBI, cTpa-
XyBaHHS Ta TEXHOIOILI, Kl MOXKYTh 6yrn BI/IKOpI/ICTaHl T
3axXHUCTy KibepeepeoBuIna, pecyp01B opramizanii Ta KOpHCTY-
Bada. [Ipu oMy pecypen opramizalii Ta KOpUCTyBada BKIIO-
YafoTh I €HaHI KOMIT IOTepHI MPHUCTPOi, MepcoHat, iH(-
PACTPYKIYPY, JTOJATKH, IOCIYTH, CHCTEMH TEJICKOMY HIKarih
1 BCIO CYKyTHICTD Tepeanoi Ta/abo 30epeskerol iHdopMartii
B KibepcepeIoBHITI, a MeTa KibepOesmekn moisirac B cupodi
JIOCSITHEHHST 1 30epekeHHs] BIacTUBOCTel Oesleku pecypein
opranizarii aGo KOpUCTyBaya, CIPSIMOBAHIX IPOTH BIJIIOBII-
HUX 3arpo3 Oesmleku B kibepcepeOBHUITI. 3arailbHi 3aBIaHHs
3abe3neueHnsl Oe3Iekn BKIIIOUAIOTh Take: JOCTYITHICT; ILTic-
HICTD, KA MO€e BKJIOYATH aBTEHTHYHICTDL 1 Oe3B1MOBHICTE,
KoHO1 I HITIHICT. 3p06neH0 BHCHOBOK, MO i KibepOes-
TeKOIO BAPTO pOSYMlTI/I Takuil CTAH 3aXUIEHOCT KUTTEBO
BAXKIIMBHX 1HTEPECIB 0COOH, CYCILILCTRA 1 JIEpIKaBU B YMOBAX
BUKOPHCTAHHS KOMII IOTEPHUX CHCTEM Ta/abo TeleKoMyHiKa-
MHAX Mepesx, 3a SKOTO MIHIMIZYE€THCS 3aBJaHHS IM IITKOJH
gepe3: HEIOBHOTY, HEBUACHICTh Ta HEBIPOTLIHICTH 1HQOP-
Marti, 1o BUKODHCTOBY €ThCH; HeraTUBHAN 1H(opMantamit
BIUIMB; HeraTHBHI HACHIIKH (yHKITOHY BaHHS 1H(GOpMariitHmx
TEXHOIOT1H, HECaHKITIOHOBAHE IONMPEHHS, BUKOPHCTAHHS
1 TOPYIICHHS IUNCHOCTI, KOHDIIEHITHHOCT] Ta JOCTYIIHOCT
1HbopMari.

KmrouoBi ciioBa: xiGepGesneka, iHdopmariiina Gesrexa,
iabopManiiianit npocTip, 1HbOpMariiiHe ¢yCIIbeTBO, KPIMi-
HaJIbHI IIPaBOIIOPY IMEHHS.

Ioctanoska nmpobsemu. /s Toro mod HatioHambHa Oesmeka
YkpaiHu MOMIa BIATOBIZATH PIBHIO MPOBITHHX CKOHOMIYHHX JCp-
KaB, HEOOXIIHI SIK MOCIA0BHI i 3 OOKY Aep3KaBH, CIPIMOBAHI HA

4

TIBHILCHHS ¢EKTHBHOCTI 1 PO3BHTOK CHCTEMH B3aeMOMIi yuac-
rukiB IKT-ranysi ta 3abe3neucHus Oeaneku KPUTHIHO BAKIHBHX
00’extiB iH(hopMaLiiHOi Ta KIGCPIHPPACTPYKTYP, TAK | MPHAIICHHS
TITPUEMCTBAME Ta OPraHi3aLisMHU HALIOT Aep3kaBy OLIbIION YBArk
J0 TIUTaHb BIACHOT iHpopManiitHol i kiOepOesnexu.

Hayroso-Texuiuna pesomowis mouatky XXI cromtrs crpuyu-
HUIA B YCbOMY CBITI THOOKI cucTeMHi mepetBoperHs. [lepeaycim
3ABIAKH TIOEAHAHHIO IOCATHEHD Y chepi HOBITHIX THMOPMALIHHO-KO-
MyHikatiitaux Texnosiorii (gami — [KT) 13 HanbauHsMy, 1m0 nocTamu
Ha 0231 CTPIMKOrO PO3BHTKY 1HQOPMALIHHO-TENEKOMYHIKALTHHIX
cuctem (mam — ITC), chopmysamics mpUHIMIOBO HOBI MOOATbHI
cyOcTanii — iHpopMatiiHe cycninbcmo a Takok 1HGOpMALIHHKHA
T2 KIOCPHETHYHHI IPOCTOPH, SKI MAFOTh HHHI MPAKTHIHO HEOOMC-
JKCHHH MOTEHLaM 1 BIZirparOTh TMPOBIAHY PONb B CKOHOMIYHOMY
Ta COLIATBHOMY PO3BUTKY KOKHOI KpaiHu cBiTy [2].

JBaxaroun Ha GesnepepBHUi PO3BHTOK Ta MOCTIHHY iH(OpPMa-
wiiHy 60poTHOY, 110 CKIAAE OIUH 3 BAKITUBHX CIEMEHTIB CYYACHOT
CBITOBOI MOMITHKH, 1St 3a0€3MEUEHHSI CBOET HE3AEKHOCTI YKpaiHi
HEOOXIIHO 1 1A/ YIOCKOHAIOBATH TA PO3BUBATH SIK PABOBI 3aCAIH
(B TOMY uHCI F MiKHAPOZHI), TaK 1 CTPYKTYpHY H TEXHIUHY CKIa-
0By iH(GopManiiiroi Gesnexu Ta kibepbesnexy.

Anani3 octamHix mnyOmikaniit. Kpumisonoriuni poci-
IUKCHHS LOAO TOHATTA Ta CYTHOCTI iH(popmauiiiHoi Oesmexn
Ta ki0epOeaneku mpoBoauIHCs TakuMu BueHuMH, sk [1. JI. binen-
ayk, JI. [T, BapyHu,M L. Maniii, B. B. Mapxkos, OB Tasomxkan-
ChKHiT Ta 1HIII,

@opmymoBanns witeii (metu) crarti. B ocHoBy aocai-
IDKCHHSI TOKNAZCHO PO3IISA TEOPETHIHHK MONOMEHD OO BH3HA-
YCHHS OHATTS KiOepOeanexu ta iHpopMaLiiiHOi Oe3neKH, BCTaHOB-
JIGHHS! BIIMIHHOCTEH Ta CIIUTbHEX PHC.

Buknax ocHoBHHX pe3ysibTaTiB Ta iX OOIpYHTYBaHHS.
3 pocToM KIBKOCTI KOMI FOTEPH30BAHHX CHCTEM Ta ABTOMATH30-
BAHKX IHCTPYMEHTIB Bee mouano mepexozuty B [T-nome. Cnoatky
inopmaLiiiiHa Oe3nera 03HaYANA MIHIMIBALIEO KIBKOCTI ZOCTYTIB
zo Oyxrantepcbkoi iH(popMauii, pisHOi ZokymeHTaWi, iHQopMa-
wii mpo marentu Towo. [Ipore XXI cromitrs 3yctpino Hac [T-Gy-
MOM: KOMIT FOTEp CTaB 3 SBMATHCS B KOKHOMY OVIMHKY,  IHTEPHET
32016 poky pesomouis OOH sakpinuna B mpasax monunu «[Ipaso
Ha JOCTYTI IO IHTEPHETY .

3 pocTom neBaiciB, po3yMHHX peucH, 30iMbLICHHSM Tpa-
dixy, moToKOM AaHHX, MIOOHHA Touana Bce OibLue MEPEHOCHTH
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B Ki0epcepenoBuLLe: OyXranTepiro, YIpaBiHHS MPOLECaMH, BUKO-
HaHHs poOiT. 3 sBuyacs HEOOXIAHICTh 3axXKUCTy 1H(OpMALIT came
B JIUKUTAT KIOGPCEPEI0BHLII.

Mo cTocyetbest MOHATTA H(bOpMALIHHOI Oe3meku, To Teope-
THYHE BHPILIEHHS mpoOnemu 3a0esmedeHHs iHbopMauiiHoi Oes-
neku B YkpaiHi 3HCHIOETbCS, TEPEBAXKHO 30 IBOMA OCHOBHUMH
HAPAMAMH. B J0CIIKCHHAX 32 ICPLIHM HATIPAMOM AKICHTYETbCS
yBara Ha TEXHOMOTTYHIH, MPABOBIH 1 OpraHizaLiiiHii 3aXHICHO-
CTI TENEKOMYHIKALIHHUX cHCTeM Ta 1HQOpMALIHHEX pecypcis
JepkaBU K OCHOBHOTO 00 ekTy 3abesneucHHs 1HQOpMALiiHOT
Oeaneku, a MOHATTA THhOPMALIHHOI Oe3neku MOB’A3yeThes, mepe-
BAKHO, 31 3AXHCTOM JaHHX. Y JOCIIUKCHHSX 32 APYTHM HAMpS-
MOM, CITHPAFOYHCh HA TYMAHITAPH] ACMIEKTH HErATHBHUX HACTIZKIB
BITHBY 1H(OpMaLii Ta iHPOPMALIFHIX TEXHOMOTIH Ha CYCTiNb-
CTBO, KOMCKTHBHY T4 1HAMBIAYATbHY CBIZOMICTb, aBTOPH PoOMATH
Haromoc Ha HeoOXigHocTi mpoTuaii iH(OpMALIiHEM 3arposam,
Y KOHTEKCTi {X HETATHBHOTO BIUTMBY HA CBIZOMICTb, TPONOHYKOUH
O3B’ s3aHHs mpolnemu 2axucty iHGOPMALIHHOMO MPpoCTOpy B i7e-
ONOTIYHOMY, TICHXOMOMYHOMY 1 PaBOBOMY KITHOUI. Y Meskax Apy-
TOTO HAMPAMY BITOKPEMITIOIOT, SK 00 EKT 3aXHCTY, HALIOHATBHY
CBIZOMICTb T4 JKHTTEBOBANKIHMBI 1HQOPMALLIIHI THTEPECH JTKOIHHN
1 CYCMITbCTBA, M0 3AXUINAOTHCS TAKOXK HOPMAMH HALIOHATBHOTO
npaa. ToGto, y Mexax 3arambHoro 00’ exty 3a0e3meueHHs 1HPOp-
MaLilfiHOT Oe3neku — THTepeciB JTKOAMHN, CYCTITbCTBA 1 AEPHKABH,
B OZIHOMY BHNAJKY, NMPOMOHYETBCA POSMIAZATH 1H§0opMau1HH1
PECypCH i TCTCKOMYHIKALIHHI CHCTEMH AEPIKaBH, B IHIIOMY, — [HH-
BiZLyalbHY, CYCTIIITbHY, HALIOHATBHY CBIIOMICTb Ta IHTEPECH TPOMa-
IgH [3, ¢. 24].

Bapro BigMiTHTH, IO TEOPETHUHE O3B S3AHHS O3HAYECHOTO
MPOTHPIYYs MiK 1HOOPMALTHHO-TTCHXOTOTTYHIM Ta 1H(hOpMALIH-
HO-TEXHIYHUM acmektamu iHdopmawiiinoi ta kilepbesneku Mae
BAIKITHBY TCOPETHUHY 1 MPAKTHYHY 3HAYYLIICTb IS cTanoro dyHk-
LIOHYBAHHSI HALIOHATBHOI OE3MEKH SIK LITICHOT 1 Ha i HHOT CHCTEMH
1 CTAE MOKITMBHM 32 YMOB 3aCTOCYBAHHS CHCTEMHOTO MiZXOLY A0
3abe3neueHHs iHopMatiittoi Oe3nexu Yipaiu [4; 6].

B. M. @ypaiues posymie indopmariiiny Ge3nexy sk CTaH 3aXu-
LIEHOCTI JKUTTEBO BAKTHBHX IHTEPECIB JTKUHH, CYCIILIBCTBA 1 1EP-
JKABH, 34 IKOTO 3ar00IraeThCsl 3ABIAHHS KOAH YEPE3; HETATHBHHUH
iHopMaLiiiHAi BITHB 32 IOMOMOTOK, HACAMIIEPEH, HECAHKLIO-
HOBAHOTO CTBOPCHHS, PO3MOBCIOMIKCHHSI, BUKOPHCTAHHS CBIIOMO
CTPSIMOBAHOI 13 BU3HAYCHOK METOKO HEMOBHOT, HEBYACHOT, HEBIPO-
TIJIHO Ta yepemKerol iHpopMaLii; HeraTHBHI HACTIAKH 3aCTOCY-
BAHHSI HOOPMALIHHIX TEXHOMOT1H; HECAHKLIOHOBAHE TIOPYLLCHHSI
PEKEMY ZOCTYTY 10 iH(QOpPMALLi 3 MOAATBIIAM ii PO3MOBCIONIKEH-
HAM T2 BHKOHCTAHHSM [11].

L. P. boznap HaLIIOHaJ'IbHy 6e3neKy Yipainu B iHbopMaLiiHii
cdepi posrszaae sk IHTETPANbHY LiTICHICTD HOTHPBOX CKITATOBHX —
TePCOHANBHOT, My OMiuHOT (CYCTITbHOT), KOMEPLIHHOi (KOpropaTHs-
HOI) | fiepxaBHOi Oeareku. ToMy B MPOLEC] BU3HAYCHHS XaPAKTEPy
PH3HKIB c/1i OpaTh 10 YBArH HACTYTHI EIEMEHTH:

— KOHLENTYabHE 3aCafu MOTITHYHOT Oe3neku, i mpHHLKMMIB,
CTAHAAPTIB T TPABUJ, MOMOAXKEHUX 13 YHHHUM 3aKOHOIABCTBOM
i mpuHIMnamMy 3a0e3neucHHs Oe3MePePBHOCTI CHCTEMH THPOPMA-
WiiHOT Oe3mekn 0COOMCTOCTI, CYCHITbCTBA, KOMEPLIHHUX (KOPTO-
PATHBHHX ) CTPYKTYp Ta ACPIKABH

— BU3HAYCHHS 00 €KTIB Ta LIJICH,

— BU3HAYCHHS MPUAHATHIX 3 MOMIAAY 320€3MCUCHHS IHTEpECiB
YCIX ¢y0 eKTIB CTPYKTYP BCTAHOBICHHS KOHTPOMKO HAZ 00 €KTaMu
Oeanexd, & TAKOXK OLIHKH PU3HKIB T4 YIPABMIHHS PH3HKAMY,

— BH3HAYCHHS CTATYCHO-(YHKUIOHATBHEX POMCH, OYIKYBaHb
T4 MIPH BIAMOBIAANBHOCTI 3AIIHUX CY0 €KTIB BKIIOUHO 31 3BITHI-
CTIO MO MO, SIKI HECYTh MOTEHIIHHI 3arpo3u [1].

V 3B’s13Ky 3 MM, Y TIOMIE 30Py HAYKOBLB MOTPAMHIIO MOHSTTS
«kibepOesnekay, ki CouaTky OTOTOKHIOBATH 3 TOHATTAM «IHOP-
Maiiina Oesnekay. KibepOesnmeka — e HOBHIT BUTOK iH(OpMa-
wikiHol Oeameku, sSKUi CIPSIMOBAHMI CaME HA JIIKHTAN CEPELO-
ume. KibepOesneka mae Ha yBasi He TUMbKH 3aXucT iHOpMaLi, a
it 3axucr Beiel cuctemu B iHdopmaviiHomy moni, B I T-mom (morme
KOMIT KOTEPHUX TEXHOMOTIH ) B wisiomy [3].

Bapro 3asnaunth, mwo kibepbesneka BRmovae B cele 3axucT
inpopmawii, ane He oGMexkyeTbes e Hero. e saxucr sin sipy-
CIB, XAKCPCHKHX ATAK, [1iAPOCKH JAHHX, SKi MOJKY Tb HC TiTbKH BHAQ-
TUTH/BKPACTH IaHI, ¢ 1 BIUTHHYTH Ha POOOTY 1 MPOLYKTHBHICTD
CTIBPOOITHHKIB, BUKOPHCTOBYBATH 1H(QOPMALIK TPOTH JFOIMHI
abo CTPYKTYpH, & TAKOK 3yIHHHTH BupoOHuITBO. Kibepbesneka
CbOTOIHI BIMOBIZAE 3 TPH UHHHHKH. CHCTEMH, TIPOLICCH, JHOIH.
Tax, 29 cepnns 2019 poky Ha BeecsiTHiil kondepeHwii no mTyu-
Homy iHTenekty B [lanxai Jxex Ma i Inon Mack oGroBoprosamu
BCE 1110 XBUJTIOE JIOACTBO B OCTaHHI poku; «Mu Bixe kibopru. Jioau
HACTLTbKH 1HTETPOBAHI 3 TENEOHOM 1 KOMIT FOTEPOM, IO HABIT HE
YCBIZOMITIONOTE 1boro. Komn mu 3a6yBaemo ech MOGITbHEH, TO
30A€ThCs, HIOM BTPATHIN YACTHHY TiNa».

B ykpaiHcbkoMy 3aKOHOMPOEKTI 3aMPOTNIOHOBAHO CBIl BAPIAHT
BU3HAUCHHS KiOepOE3MeKH, Tij| KOO PO3YMIETHCS CTAH 3aXHIIEHO-
CTI JKUTTEBO BAKIMBHX IHTEPECIB JTEONUHH | TPOMAJSHUHA, CYCMi/Tb-
cTBa 1 aepxxasu B kidepmpoctopi [8]. [pu 1BOMY B 3AKOHOMPOEKTI
1<16epnpocnp cepena, Sk BHHUKAE B PE3ybTati yHKLIOHYBAHHS
Ha OCHOBI €/IMHHX NPHHIHIIB | 3 3Ara/bHUMH NPABHIAMH IH(OP-
MaLIfHAX, TETEKOMYHIKALIHHUX Ta 1HQOpPMALiHHO-TENEKOMYHI-
KaLiiHuX cucTeM. JlaHe BH3HAYCHHS Mae AYkKe HH3bKHH METOmO-
JIOTIYHKH TMOTEHIIAN 1 HE 103BOMISE KOHKPETH3YBATH OCOQMHBOCTI
kibepOesnexu. binbine Toro, abcOMOTHO HEOOIPYHTOBAHO 0
KkibepOe3meku BigHeceH! mpobnemu QyHKLIOHYBAHHS TH(OpMALIH-
HUX CHCTEM B 3araibHOMY CCHCI, BHACMIZOK HOTO A0 mpobmema-
THKH KibepOe3meku MOXKyTh OyTH BifHECEHT TeneOaueHHs 1 pazio,
a TAKOXK HaBiTh 010MI0TEKH Ta APXIBH.

3 ypaxyBaHHsM TOro, 1o mpodnema kidepOe3neku HOCHTh KO-
QanbHHil XapaKTep, 10CHTb LIKABOK BUAAETHCS MO3MLY S MIKHAPOL-
HiX opranizauii. Tak, MixkHapomHUi TeneKOMYHIKALIHHIE COO3
(International Telecommunication Union, ITU) y ceoiii Pexomen-
Jauii rae Taxe Bu3HAuCHHs: KibepOeaneka — e Habip 3aco0iB, CTpa-
Terii, npuHIHMTH 3a0e3medeHHs Oeaneku, rapanTil Oe3neky, KepisHi
TMPHHLHIE, TAXOAW A0 VIPABMiHHA PU3KKaMu, Aii, mpodeciiiHa
T ATOTOBKA, TIPAKTHYHHUH AOCBIA, CTPAXyBAHHS T4 TEXHOMOTIH, SKi
MOXYTb OyTH BUKOPUCTAHI [1s 3aXHCTY KiOepCepeaoBUIIa, pecyp-
ciB oprauizauii Ta kopuctysaua [9]. [lpu upoMy pecypeu oprasiza-
1ii T KOPHCTYBAYA BKTIOYAKOTB i/ €IHAHI KOMIT FOTEPHI PUCTPOI,
nepcoHan, iHMPACTPYKTYPY, ONATKH, MOCTYTH, CHCTEMH TEMCKO-
MYHIKaLiH 1 BCKO CYKYMHICT Tiepenanoi ta/ado 36epeskeroi iHpop-
Matlii B kibepcepenosuimi, a Meta KidepOesneku monsrae B cnpodi
JOCSTHEHHS 1 30epeieHHS BNACTUBOCTEH Oe3meku pecypeis opra-
HizaLii 400 KOPHCTYBAYA, CTIPSMOBAHKX MPOTH BiAMOBIAHUX 3arpo3
Oesmeku B KiOepcepenoBuii, 3arafibHi 3aBaHHS 3a0€3NEUCHHS
Oe3mekd BKIKOUAIOT TAKE: AOCTYMHICTH, LIUTICHICTb, AKA MOXKE
BKJTHOUATH ABTCHTHYHICTb 1 03B AMOBHICTB;, KOH(I AGHLIHHICTS [9].

YkpaiHCbKi JOCTITHHKH TPOTIOHYIOTh CBOE OaucHHS TEpMiHA
kibepOesnexu. Tak, AeSKi 3 HUX BBAXKAKOTH, 1O B KOHTEKCTI HOP-
MATHBHO-MPABOBOTO PO3YMIHHS HALIOHATBHOT Ta TH(hOPMALIEHOI
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Oesmexu KiOepOesneka MOKE BU3HAYATHUCS SIK 3AXHIICHICTH JKHT-
TEBO BANIHBUX IHTCPECIB JTIONWHH 1 TPOMALiHUHA, CYCTiNbCTBA
1 ;epasu, 3a sKoi 3a0e3MeuyiOThCS CTANHI PO3BHTOK CYCTIiNb-
CTBA, CBOEUACHE BHSBIICHHS, 3amO0IraHHs 1 HelTpamizamis peanb-
HHX T4 TOTCHLIHHEX 3arpo3 HALIOHATBHUM iHTEpecam y cdepi
dyHkuionyBarHs  iHQOPMALIHHO-  TEMEKOMYHIKALIHHHX — CHC-
teM [7, ¢. 4348, Llum Bu3HAYEHHSIM ABTOPH BH3HAYAKOTh B SKOCTI
00’eKkTa 3arpo3 — HALIOHATBHI THTepecH y cdepi dyHKLIOHYBAHHS
1HQOpMALIHHO-TENCKOMY HIKALITHIX CHCTEM, 1O 3HAYHO 3BYIKYE
TONE MOMKITMBHX JKHTTEBO BAJKTHBUX 1HTEPECIB MIOMMHH 1 TpoMa-
IJHHHA, cycmnbcma i JICPKABH. Kpim Ttoro, mpomosuis Brko-
PHCTOBYBATH B SKOCTI KPHTCPIFO 3AXHIICHOCTI JKHTTEBO BANIIHBHX
IHTCPCCIB MIOMMHH | TPOMAIAKHHA, CYCMILbCTBA | ACPHABH KPH-
Tepii «cTAOIMbHUE PO3BUTOK CYCTINBCTBAY HE 103BOMSE CHOPMY-
BATH METOZOJIOMYHY OCHOBY /ISl OLIHKH PIBHSI TAKOI 3AXHILEHOCTI,
OCKINBKH BAXKKO JATH KIbKICHI OLIHKH «CTA0UTBHOTO PO3BHTKY) .

B. H CDypameB BU3HAuae KidepOeaneky sk cTaH 3ai0HOCTI
MIONMHH, CYCTITbCTBA 1 IEpKABH IIOAO 3amo0iraHHs Ta YHHK-
HCHHSI CIIPAMOBAHOTO, B MIEPLIY YePry — HECBIAOMOTO, HETATHBHOTO
BrHBY (ynpasninas) indopmauii [ 10, c. 167).

BucHOBKH Ta mepcmeKTHBH MOJATbIINX A0cTiTKeHb. Ha
OCHOBI 3ICTABNCHHS PE3yNbTATIB AHAMI3y MPOOTEM BU3HAYCHHS
TepMiHa «kiOepOesmekay Ta «iH(OpMALiiHA Oe3mexay MOKeMO
3poOnTH BUCHOBOK PO Te, IO KibepOeanexa — e OKpeMHH Hampsam
iH(opMauiiiHoi Oe3mek, osBa 1Koro 00yMOBITEHA BHKOPHCTAHHSM
KOMIT FOTEPHUX CHCTEM Ta/a00 TEMEKOMYHIKALIHHHX MEPEIK.

[oromyo4uch 3 HAYKOBLISIME, BIAMITHMO, 1O mif kibepOeamne-
KOO BAPTO PO3YMITH TAKHUIL CTAH 3AXUIICHOCTI KUTTEBO BAKITHBUX
1HTEpECiB 0COOH, CYCMINBCTBA 1 ACPHKABH B YMOBAX BHKOPHCTAHHS
KOMITFOTEPHHX  cHCTeM  Ta/a00  TENEKOMYHIKALIHHHX —MEpeK,
3a SKOTO MIHIMI3yeThCS 3aBIAHHS iM IIKOQHM HYepe3. HEMOBHOTY,
HCBYACHICTb TA HEBIPOT1AHICTE THOPMALT, IO BHKOPHCTOBYETHCA,
HEraTHBHUH 1HQOPMALIHHHUI BILTHB, HETATHBHI HACMIAKH (yYHKL-
OHYBAHHS 1HPOPMALIHHIX TEXHOIOrIH, HECAHKIIOHOBAHE MO~
PCHHS, BUKOPHCTAHHS | MOPYLICHHS LITICHOCTI, KOH(IAEHLIHHOCTI
Ta JOCTYMHOCTI 1HOpMALT.
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Yatsyk T. P., Bodunova O. M. Concerning the definition
of the concepts of “information security” and cyber security

Summary. The article examines the regulations
and doctrinal sources for defining the concept and essence
of information security and cybersecurity. It is noted that
the theoretical solution of this contradiction between
information-psychological and information-technical aspects
of information and cybersecurity has important theoretical
and practical significance for the sustainable functioning
of national security as a holistic and reliable system and becomes
possible with a systematic approach to information security
of Ukraine.The International Telecommunication Union
found in its Recommendation that cybersecurity is a set
of tools, strategies, security principles, security guarantees,
guidelines, risk management approaches, actions, training,
hands-on experience, insurance, and technology that can be
used to protect the cyber environment, organizational and user
resources. The resources of the organization and the user
include connected computer devices, personnel, infrastructure,
applications,  services, telecommunications  systems
and the whole set of transmitted and / or stored information
in the cyber environment, and the purpose of cybersecurity
is to try to achieve and maintain security properties
of organizational resources or the user against appropriate
security threats in the cyber environment. Common security
objectives include: accessibility; integrity, which may include
authenticity and reliability; confidentiality. It is concluded that
cybersecurity should be understood as a state of protection
of vital interests of the individual, society and the state in the use
of computer systems and / or telecommunications networks,
which minimizes harm to them due to: incompleteness,
timeliness and unreliability of information used; negative
information impact; negative consequences of the functioning
of information technologies; unauthorized dissemination, use
and violation of the integrity, confidentiality and availability
of information.

Key words: cybersecurity, information security,
information space, information society, criminal offenses.
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