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CRIMINALISTIC CHARACTERISTIC OF NEW FORMS
OF CYBER-CRIMES (PHISHING AND CYBERSQUATTING)

Tendencies of distribution of new information technologies which
cornerstone wide use of the computer equipment and means of communications is
have led to formation of uniform world information space where everyone can get
access to any information in an every spot on the globe, exercise remotely controls
of own assets and assets of the company, to sign economic contracts with foreign
subjects of managing without the need for personal contact and so forth.

At the same time, information space | became the place and at the same time
and directly the instrument of crime.

Rapid growth of the number of the crimes committed in a cyberspace in
proportion to number of users of computer networks (by estimates of the Interpol,
growth rates of crime on the global Internet, are the fastest on the planet). It once again
emphasizes a condition of danger from information and cyber-terrorism [1, c. 112].

Cyber-terrorism - deliberate, politically motivated attack to information
which is protected by the law, in critical segments of the state and also in the
private sector, presented in electronic form on machine earners, by means of
criminal use of an information system, creating danger of death of people, causings
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significant property damage, causing other socially dangerous consequences or
threat of commission of the specified actions on purpose, inherent in terrorism.

Cyber-terrorism is now very serious problem which it is impossible to leave
unnoticed and to neglect threats which it causes.

The relevance of fight and investigation of cyber-crimes will grow in
process of development and distribution of information and telecommunication
technologies.

Within this research cyber-crimes as a result of which there is financial or
other material benefit in the form of illegally gained income are most in detail
considered. First of all, it is about use of information and communication systems
and computer technologies for access to a private property of persons and further
actions for management or the order of this property.

Our state is promptly reconstructed on the European standards of
management today, there is a modernization of all branches of the state, but along
with new progressive opportunities new types of crimes appear. So, for example,
with transition of the state to non-cash currency new forms of cyber-crimes have
appeared: phishing

The phishing (on English Phishing, comes from ftshing - fishing,
production) is the most popular method in Internet space which is used for
breaking of passwords and theft of confidential information. For example: payment
data of the credit card, bank user names and passwords, data from personal pages
of the user, access to bank accounts, financial information etc.

Fundamental element of a phishing or the phishing attack is process of
creation of the duplicating copy or a clone of the known website for the purpose of
theft of the password of the user or other protected information. This method has
received great popularity as most of users aren’t always observed elementary
requirements of computer safety [2].

One more form of cyber-crime is cybersquatting.

Cybersquatting - the phenomenon which consists in registration of a domain
name is identical with commercial designation of other person (often well-known
legal / natural person) for the purpose of receiving profit (to sell a domain name, to
interfere with activity of the competitor, to receive more «clicks» owing to
emergence of associations with a certain person).

The most widespread types of modem cybersquatting are: 1) a branch
cybersquatting - registration of domains according to the name of kinds of activity,
goods, services and so forth; 2) a branded cybersquatting - registration of the
domain names containing popular trademarks, trade names, that is means of
individualization protected by the law; 3) a personalized cybersquatting -
registration of the domains coinciding with surnames of the famous people; 4) a
geographical cybersquatting - registration of domain names in the form of place
names (names of the city, area, country, island, etc.); 5) a protective
cybersquatting - registration by the legal owner of the popular website (trademark)
of domain names of relatives, conformable, similar, connected on sense with his
own domain name; 6) The Tayp-squatting - registration of the domain names close
on writing to addresses of the popular websites counting on a mistake of users [3].
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Our country with her low level of awareness on threats of use of computers and
the low level of information security becomes for them the real Klondike.
Embezzlement in the systems of Internet banking, these credit cards, fraud in
information networks and insider information leakages become the daily phenomena.

To overcome, to brake development of cyber-crime it is necessary to make
at the national level the strategy for fight against this type of crimes containing
concrete measures of effective fight and prevention which would be directed to
decrease in risk of commission of crimes and neutralization of potentially harmful
consequences for individuals and society more precisely.

Adoption of laws, the strategy of counteraction of cyber-crime, effective
management, development of capacity of bodies of criminal justice and law
enforcement agencies, information and educational activity, creation of the strong
knowledge base and cooperation between state bodies, communities, the private
sector and the international organizations belong to number of optimum measures
in the field of prevention and effective investigation of cyber-crime.
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