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The advancement of technology creates new criminal opportunities. Cybercrimes 

encompass any criminal activities that are carried out using computer technology or 

the Internet. These can include various types of activities, from a theft of personal 

information to an intrusion into computer systems, from spreading malware to financial 

manipulations over the Internet [1]. 

Most cybercrimes are committed by hackers or cybercriminals who are badly 

affected by improper knowledge acquisition. However, there are times when 

cybercriminals seek to damage systems or networks for personal, financial, or political 

purposes. Cybercrime can be committed by individuals or groups of online criminals 

who are well organized, use cutting-edge methods and have extensive technical skills. 

Some hackers are novices. The 5 most common types of cybercrime are phishing 

scams, Internet frauds, online infringements of intellectual property rights, identity 

theft, and online harassment and cyberstalking. 

Hacking is the act of identifying and then exploiting weaknesses in a computer 

system or network, usually to gain unauthorized access to personal organized data. 

Although hacking is not always malicious, the phrase has a bad reputation due to its 

association with online crime [1]. 

Cyberstalking refers to the use of the Internet, or electronic communication devices 

to create a criminal level of intimidation, harassment, and fear in one or more victims 

[2]. The Internet provides cyber stalkers access to a vast amount of personal 

information with relative ease. For example, on July 29, 1999, 21-year-old Liam 

Youens of New Hampshire contacted Docusearch, an Internet-based investigation and 

information service, and requested information of Amy Lynn Boyer, a 20-year-old 

woman whom Youens had been obsessed since they attended high school together. 

Shortly after receiving the birth dates for several Amy Boyer’s, none of which was the 

Amy Lynn Boyer sought by Youens, Youens, once again, contacted Docusearch for a 

second time to request Boyer’s social security number and employment information, 

for which Youens was charged $45. On September 8, 1999, Docusearch managed to 

obtain Boyer’s employment information and address by having a subcontractor, 

Michelle Gambino, place a “pretext” call to Boyer. Pretexting is the practice of 

collecting information about a person using false pretenses in which the caller often 

claims to be someone “official” calling in regard to some proclaimed legitimate 

purpose. In this particular case, Gambino “pretended” to be affiliated with Boyer’s 

insurance company in order to attain employment verification information concerning 

Boyer’s workplace address, all of which under the false pretense of facilitating the 
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delivery of a fictitious overpayment refund. The investigation later revealed that 

Youens paid Docusearch $109 for this information. On October 15, 1999, Youens, 

armed with a handgun and a map to Boyer’s place of employment, drove to the dentist’s 

office in Nashua, New Hampshire where Boyer worked and fatally shot her – 11 times 

– as she left work, before turning the gun on himself in an act that was quickly ruled a 

murder-suicide. The investigation into Boyer’s murder discovered that Youens had 

constructed and maintained a website titled, Amy Boyer, for nearly two years prior to 

the murder, which contained explicit details of how he had stalked her for years and 

how he planned to kill her [2, p.183]. 

The modern generation of cybercriminals has much more opportunities and 

knowledge. Internet resources and modern technologies have both advantages and 

disadvantages. Thus, there will always be a risk connected with deviant behaviors and 

tactics of criminal offenders. For instance, under the influence of impunity, improper 

upbringing, or people around them, children strive to prove themselves without 

understanding or ignoring the terrible consequences. Some children are bullied and 

harassed by their peers via the Internet. They are stalked or have their personal data 

stolen on social media. This information is then used against or attempted to humiliate 

or blackmailed them. Many cybercrime incidents occur because of victims’ lack of 

awareness of security threats or low proficiency with regard to their ability to protect 

against these threats. Logically, those with very limited awareness of or knowledge 

about computer security often fall prey to attacks, whereas those with high knowledge 

and strong abilities might be able to resist or defend against attacks. However, very 

knowledgeable individuals or organizations can still become victims, often as a result 

of identity theft, insider threat, or cyberwarfare [3]. 

The new generation of crimes: virtual attacks overtake physical, has a lot to say in 

itself. The post-covid era has seen a radical increase in online financial undertakings 

via mobile apps and the Internet, consequently increasing mobile frauds. Many 

homemakers, despite the increase in technology, are oblivious to reporting fraud, 

refund policies, varied frauds, and government measures against fraud. It also revealed 

the homemakers’ experience with significant financial loss and challenges even though 

they appeared rather attentive towards their bank dealings. It is irrational to consider 

cyber threats carelessly as the consequences will gradually increase with the 

development of technology. For this reason, it is of utmost importance to introduce 

cyber security protocols in our daily routine, stay alert and update ourselves with cyber 

rights [4]. 

Cybercrime is a serious challenge for law enforcement agencies and society as a 

whole due to its wide scope, complexity, and global nature. In the fight against 

cybercrimes, cooperation between government agencies, the private sector, and 

international communities is needed to develop effective strategies of protection. 

Also, it is very important to bring up the modern generation properly. This is the 

foundation of a modern world. It is necessary for them to be educated with the rights 

of children, friends, parents, teachers. They need to know their own limits and 

opportunities to use the law. All this should be done gradually, but in time. Modern 
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systems of law should be in line with modern technologies and be able to counteract 

cybercrime and teach the modern generation to prevent them. 
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